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33.1.3 mrp-ieee global leave-all-time

show
33.2.1 show mrp-ieee global interface
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MRP IEEE MMRP 385
mrp-ieee 386
34.1.1 mrp-ieee mmrp vian-id 386
show 387
34.2.1 show mrp-ieee mmrp global 387
34.2.2 show mrp-ieee mmrp interface 387
34.2.3 show mrp-ieee mmrp statistics global 388
34.2.4 show mrp-ieee mmrp statistics interface 388
34.2.5 show mrp-ieee mmrp service-requirement forward-all

vian 388
34.2.6 show mrp-ieee mmrp service-requirement forbidden

vian 389
mrp-ieee 390
34.3.1 mrp-ieee mmrp operation 390
34.3.2 mrp-ieee mmrp periodic-machine 391
clear 392
34.4.1 clear mrp-ieee mmrp 392
mrp-ieee 393
34.5.1 mrp-ieee mmrp operation 393
34.5.2 mrp-ieee mmrp restrict-register 394
show 395
34.6.1 show mac-filter-table mmrp 395
MRP IEEE MVRP 397
mrp-ieee 398
35.1.1 mrp-ieee mvrp operation 398
35.1.2 mrp-ieee mvrp periodic-machine 399
mrp-ieee 400
35.2.1 mrp-ieee mvrp operation 400
35.2.2 mrp-ieee mvrp restrict-register 401
show 402
35.3.1 show mrp-ieee mvrp global 402
35.3.2 show mrp-ieee mvrp interface 402
35.3.3 show mrp-ieee mvrp statistics global 403
35.3.4 show mrp-ieee mvrp statistics interface 403
clear 404
35.4.1 clear mrp-ieee mvrp 404
Port Monitor 405
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show

36.3.1 show port-monitor operation
36.3.2 show port-monitor brief

36.3.3 show port-monitor port
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36.3.5 show port-monitor crc-fragments
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37.3.2 show port-security interface
37.3.3 show port-security dynamic
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Precision Time Protocol (PTP)

ptp _

38.1.1 ptp operation

38.1.2 ptp clock-mode
38.1.3 ptp sync-lower-bound
38.1.4 ptp sync-upper-bound
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5 ptp management

6 ptp v2-transparent-clock syntonization

7 ptp v2-transparent-clock network-protocol
8 ptp v2-transparent-clock multi-domain
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38.2.6
38.2.7
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show
38.3.1 show ptp

Password Management

passwords

39.1.1 passwords min-length

39.1.2 passwords max-login-attempts
39.1.3 passwords min-uppercase-chars
39.1.4 passwords min-lowercase-chars
39.1.5 passwords min-numeric-chars
39.1.6 passwords min-special-chars

show
39.2.1 show passwords
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41.1.1 rmon-alarm add
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41.1.3 rmon-alarm disable
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script
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42.2.1 copy script remote
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42.2.3 copy script running-config nvm
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show
42.3.1 show script system

Selftest
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show
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show
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Safety instructions

Safety instructions

A WARNING

UNCONTROLLED MACHINE ACTIONS

To avoid uncontrolled machine actions caused by data loss, configure all
the data transmission devices individually.

Before you start any machine which is controlled via data transmission, be
sure to complete the configuration of all data transmission devices.

Failure to follow these instructions can result in death, serious injury,
or equipment damage.

RM GUI HiOS-2E EES
Release 4.0 07/2014 27



Safety instructions

RM GUI HiOS-2E EES
28 Release 4.0 07/2014



About this Manual

About this Manual

The “Command Line Interface” reference manual contains detailed informa-
tion on using the Command Line Interface to operate the individual functions
of the device.

The “Configuration“ user manual contains the information you need to start
operating the device. It takes you step by step from the first startup operation
through to the basic settings for operation in your environment.

The “GUI Graphical User Interface” reference manual contains detailed infor-
mation on using the graphical user interface to operate the individual func-
tions of the device.

The “Installation” user manual contains a device description, safety instruc-
tions, a description of the display, and the other information that you need to
install the device.

The Industrial HiVision network management software provides you with
additional options for smooth configuration and monitoring:
ActiveX control for SCADA integration
Auto-topology discovery
Browser interface
Client/server structure
Event handling
Event log
Simultaneous configuration of multiple devices
Graphical user interface with network layout
SNMP/OPC gateway
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Key

Key

The designations used in this manual have the following meanings:

List
l Work step
Subheading
Link Cross-reference with link
Note: A note emphasizes an important fact or draws your attention to a dependency.

Courier  ASCIl representation in the graphical user interface
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Introduction A.1 Command Line Interface

A.1 Command Line Interface

The Command Line Interface enables you to use the functions of the device
through a local or remote connection.

The Command Line Interface provides IT specialists with a familiar environ-
ment for configuring IT devices. As an experienced user or administrator, you
have knowledge about the basics and about using Embedded Ethernet
Switch devices.

The “Command Line Interface” reference manual gives you step-by-step
information on using the Command Line Interface (CLI) and its commands.
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B Access to CLI
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Access to CLI B.1 Preparing the data connection

B.1 Preparing the data connec-
tion

Information for assembling and starting up your HiOS-2E EES device can be
found in the “Installation” user manual.

You will find information for configuring your HiOS-2E EES device in the
“Configuration” user manual.

You can access the user interface of the Command Line Interface with the
freeware program PuTTY.

[1 Install PUTTY on your computer.
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Access to CLI B.2 CLI via SSH (Secure Shell)

B.2 CLI via SSH (Secure Shell)

[1 Start the PUuTTY program on your computer.

PUuTTY appears with the login screen.

i*2 PUTTY Configuration ed o
Categany:

=R Slessinn | B aszic: optiong far your PuT T zezsion |
5 T L.-:uglgmg — Specify the destination pou want to connect to
= Termina

- Keyboard Hoszt Mame [or [P addresz] Puart

Bl (abecd) 22

- Features Connection ype:
= Window  Raw € Telet © Rloginl @ S5H) © Serial

- Appearance B )

. Behaviour Load, save or delete a stored session

- Tranzlation Saved Sessions

- Selection

E':'I':'.L"S Default Settings Load
[=- Connection

o Prosg

- Rlogin

[+- 55H
- Serial Cloze window on exit;
" Alway: Mever % Only on clean exit
——,
Abaout Help l | Open I l Cancel

Figure 1. PuTTY input screen

[1 Inthe Host Nanme (or
address of your device.
The IP address (a.b.c.d) consists of 4 decimal numbers with values from
0 to 255. The 4 decimal numbers are separated by points.

| P addr ess) input field you enter the IP
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Access to CLI B.2 CLI via SSH (Secure Shell)

[ To select a connection type, click on SSH under Connection type.

[1 After selecting and setting the required parameters, the device enables
you to set up the data connection via SSH.
Click “Open” to set up the data connection to your device. Depending on
the device and the time at which SSH was configured, setting up the
connection takes up to a minute.

When you first login to your device, towards the end of the connection setup,
PUuTTY displays a security alert message and gives you the option of
checking the fingerprint of the key.

PuTTY Security Alert E x|

' W RMNIMG - POTENTIAL SECURITY BREACH!
(A

The servet's host key does nok match the one PUTTY has
cached in the registry, This means that either the

server adminiskrator has changed the hast key, or wau
hawe actually connected ko another computer pretending
ko be the server,

The new rsa key fingerprint is:

1024 42162199 32:56: 07 26: 10053955 2465 201 F 21 6e
IF wou were expecting this change and trust the new keyw,
hit *es to update PUTTY's cache and continue connecting.
If wou want ko carry on connecking but without updating
the cache, hit Mo,

If wou want ko abandon the connection completely, hik
Cancel, Hitting Cancel is the OMLY guaranteed safe
choice.

Yes Mo

Figure 2: Security alert prompt for the fingerprint

[ Check the fingerprint to help protect yourself from unwelcome guests.
[1 If the fingerprint matches that of the device key, click “Yes”.

The device offers the possibility to read the fingerprints of the device key with
the CLI command show ssh or in the graphical user interface, in the Devi ce
Security > Managenent Access > Server dialog, "SSH" tab.
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Note:
The OpenSSH Suite offers experienced network administrators a further
option to access your device via SSH. To set up the data connection, enter

the following command:
ssh adm n@0. 149. 112. 53

adm n represents the user name.
10. 149. 112. 53 is the IP address of your device.

CLI appears on the screen with a window for entering the user name.
The device enables up to 5 users to have access to the Command Line Inter-
face at the same time.

I ogin as: admn
adm n@. b.c.d s password:

Figure 3. Login window in CLI

a.b.c.d is the IP address of your device.

[1 Enter a user name. The default setting for the user name is admin.
Press the Enter key.

[1 Enter the password. The default setting for the password is private.
Press the Enter key.
The device offers the possibility to change the user name and the pass-
word later in the Command Line Interface.
These entries are case-sensitive.

The device displays the CLI start screen.

Note: Change the password during the first startup procedure.
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B.2 CLI via SSH (Secure Shell)

Copyright (c) 2011-2014 Hirschmann Aut omati on and Control GrbH

NOTE: Enter

l?l

Al

rights reserved

EES Rel ease H OS-2E-4.0

(Build date 2014-02-20 20: 20)

Syst em Nane

Management | P :

Subnet Mask
Base MAC
System Ti ne

for Command Hel p.

EES- ECE555010B83
10. 115. 45. 100
255.255.224.0

EC. E5: 55: 01: OB: 83
2014-02-11 11:37:30

Command hel p di splays all options

that are valid for the particul ar node.
For the syntax of a particular command form please
consult the docunentation.

EES >

Figure 4: Start screen of CLI.

Your HIOS-2E EES appears with the command prompt

(EES) >
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Access to CLI B.3 CLI via the V.24 port

B.3 CLI via the V.24 port

The V.24 interface is a serial interface for the local connection of an external
management station (VT100 terminal or PC with terminal emulation). The
interface allows you to set up a data connection to the Command Line Inter-
face (CLI) and to the system monitor.

The socket housing is electrically connected to the housing of the device.

RJ11 DBY
. =——Pin5
Pin 6_ 91— Pin 8
i ] o
Fin So) Pin 1
cTS 1
n.c. 2 2
TX 3 3
GND 4 ﬂ
RX 5 5
RTS 6

Figure 5: Pin assignment of the V.24 interface and the DB9 connector

VT 100 terminal settings

Speed 9,600 Baud
Data 8 bit
Stopbit 1 bit
Handshake off

Parity none

Set up the serial configuration parameters of the terminal emulation program
as follows:
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B.3 CLI via the V.24 port

& PUTTY Configuration

Categary:

About |

- Session | Options contralling local serial lines
L.Dgglng Select a senal line
- Terminal
- Keyboard ’7 Serial line to connect to ICDM‘I
. Bel —
- Features Canfigure the serial line
= Window Speed [baud] ISEDD
---Appea.rance Drata bits Iei
i i Behaviour
b Translation Stop bits |1
¢ Selection .
Colours Farity INone &~ I
(- Cornection Flows cortrol IXDNKXDFF - I
- Data
- Prosmy
- Telnet
- Rlogin
- 55H

Open I

Cancel

Figure 6: Configuring the serial data connection via PuTTY

[1 Connect the device to a terminal via V.24. Alternatively connect the
device to a “COM?” port of your PC using terminal emulation based on
VT100 and press any key.

[1 Alternatively you set up the serial data connection to the device via V.24
with PUTTY (see figure 7). Press the Enter key.

Lﬂ PuTTY Configuration

Categary:

- Session

P Logging
- Terminal

- Keyboard
. Bel

- Features
E| “winido
| i Appearance
- Behaviour

- Trandation
- Selection

¢ Colours
Bl Connection
- Data
- Praosy

- Telnet

- Rlogin
[+ 55H
- Serial

Abot |

| B asic options for pour PuTTY session

r— Specify the destination pou want to connect ta
Speed
| E

Serial ling
[coms

Connection type:
" Raw  Telet ¢ Rlogin ¢ 55H & Seral

r~ Load. save or delete a stored session
Saved Sessions

Default 5 ettings

Load

[[Lat ]
Save
[oe ]

Delete

Close window on exit:

O Always 0 Mever 0 Only on clean exit

Open I

Cancel

Figure 7: Serial data connection via V.24 with PuTTY
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After the data connection has been set up successfully, the device displays
a window for entering the user name.

Copyright (c) 2011-2014 Hirschmann Autonati on and Control GrbH
Al rights reserved
EES Rel ease H OS-2E-4.0

(Build date 2014-02-20 20: 20)

Syst em Nane . EES- ECE555010B83
Managenent | P : 10.115.45.100
Subnet Mask : 255.255.224.0

Base MAC . EC: E5:55:01: 0B: 83
System Ti ne : 2014-02-11 11:37:30

EES >

User: admn
Password: *****x*x

Figure 8: Logging in to the Command Line Interface program

[1 Enter a user name. The default setting for the user name is admin.
Press the Enter key.

[1 Enter the password. The default setting for the password is private.
Press the Enter key.
The device offers the possibility to change the user name and the pass-
word later in the Command Line Interface.
These entries are case-sensitive.

The device displays the CLI start screen.
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NOTE: Enter '?' for Conmand Hel p. Command hel p di splays all options
that are valid for the particul ar node.
For the syntax of a particular conmand form please
consult the docunentation.

| * ( EES) >

Figure 9: CLI screen after login

Note: You can configure the V.24 interface as a terminal/CLlI interface.
Press any key on your terminal keyboard a number of times until the login
screen indicates the CLI mode.
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B.4 CLI access via telnet

B.4.1 Telnhet connection via Windows

Note: Telnet is only installed as standard in Windows versions before
Windows Vista.

Start screen

[1 Open the Windows start screen on your computer with
Start>Run. ..

[ 1 Enter the command tel net <I P address of the device> into the
"Open:" field.

= Run X2

mmm=  Type the narme of a prograrn, folder, docurnent, or Internet
resource, and Windouws will open it foryou,

Open: | telnet 10.115.10.100|

-

B This task will be created with administrative privileges.

[ Ok l | Cancel | | Browwse.., |

Figure 10: Setting up the telnet connection to the HIOS-2E EES via the Windows
entry screen
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Command prompt
[ With Start>Programs>Accessories>Command Prompt you start the

DOS command line interpreter on your computer.

[] Enter the command tel net <IP address of the device>.

BN Adrministrator Command Prompt

Microsoft Windows [Uersion 6.1.76811
Copyright {c) 2HA? Microsoft Corporation. All rights reserved.

m | w»

h:~>*telnet 18.115.18.188_

Figure 11: Setting up the telnet connection to the HiIOS-2E EES via the DOS
command line
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B.4 CLI access via telnet

B.4.2 Telnet connection via PUTTY

[1 Start the PUTTY program on your computer.

PUuTTY appears wi

th the login screen.

2 PuTTY Configuration
Categony:
= S_essiu:un | B azic options for your PuT T session |
: L.Dgglng — Specity the destination you want to connect to
= Terminal
Hozt Mame [or IP addrezs] Part
- Feyboard
Bl {10.100.10.100 f23
- Features Connection type:
= Window " Baw & Telnef © Rlogin © S5H 1 Serial
- hppearance B )
- Behaviour Load, save or delete a stored session
- Translation Saved Sexsions
- Selection
E':'l':'!"rs Detault Settings Load |
[=l- Connection =
- Data Save |
- Progy
- Telnet Delete |
- Rlogin
[+- 55H
-~ Serial Cloze window on exit
© Always T Mever % Only on clean exit
About | Open I LCancel

Figure 12: PUTTY input screen

In the Host Nanme (or

address of your device.
The IP address (a.b.c.d) consists of 4 decimal numbers with values from
0 to 255. The 4 decimal numbers are separated by points.

0 O

RM GUI HiOS-2E EES
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| P addr ess) input field you enter the IP

To select the connection type, click Tel net under Connecti on type.

Click "Open" to set up the data connection to your device.
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Access to CLI B.4 CLI access via telnet

CLI appears on the screen with a window for entering the user name.
The device enables up to 5 users to have access to the Command Line Inter-
face at the same time.

Note: Change the password during the first startup procedure.

[1 Enter a user name. The default setting for the user name is admin.
Press the Enter key.

[1 Enter the password. The default setting for the password is private.
Press the Enter key.
The device offers the possibility to change the user name and the pass-
word later in the Command Line Interface.
These entries are case-sensitive.

The device displays the CLI start screen.

RM GUI HiOS-2E EES
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Copyright (c) 2011-2014 Hirschmann Aut omati on and Control GrbH
Al rights reserved
EES Rel ease Hi OS-2E-4.0

(Build date 2014-02-20 20: 20)

Syst em Nane :  EES- ECE555010B83
Managenent | P : 10.115.45.100
Subnet Mask : 255.255.224.0

Base MAC . EC: E5:55:01: 0B: 83
System Ti e : 2014-02-11 11:37:30

User:adm n
Passwor d; *******

NOTE: Enter '?'" for Conmand Hel p. Command hel p di splays all options
that are valid for the particul ar node
For the syntax of a particular command form please
consult the docunmentation

EES >

Figure 13: Start screen of CLI.

Your HIOS-2E EES appears with the command prompt
(EES) >
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C Using the CLI

RM GUI HiOS-2E EES
Release 4.0 07/2014

51



Using the CLI C.1 Mode-based command hierarchy

C.1 Mode-based command
hierarchy

In the CLI, the commands are grouped in the related modes, according to the
type of the command. Every command mode supports specific Hirschmann
software commands.

The commands available to you as a user depend on your privilege level
(administrator, operator, guest, auditor). They also depend on the mode in
which you are currently working. The commands of a specific mode are avail-
able to you when you switch to this mode.

The User Exec mode commands are an exception. The CLI enables you to
execute these commands in the Privileged Exec mode, too.

The following figure shows the modes of the Command Line Interface.
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ROOT
A
Login Logout
A
\ 4
Limited The User Exec
functionality User Exec Mode commands
Y are available in
Privileged Exec
Y Mode, too.
Enable Exit

Basic functions,
basic settings

Configure Exit Vlan Exit
database

Advanced VLAN
it el Clobal Configuration Mode VLAN Database Mode configu-
rations

Interface
slot/port

Exit

Configurations
on one or Interface Range Mode

several ports

Figure 14: Structure of the CLI
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The CLI supports, depending on the user level, the following modes:

54

User Exec mode

When you login to the CLI, you enter the User Exec mode. The User Exec
mode contains a limited range of commands.

Command prompt: (EES) >

Privileged Exec mode

To access the entire range of commands, you enter the Privileged Exec
mode. If you are authenticated as a privileged user by the login, you are
able to enter the Privileged Exec mode. In the Privileged Exec mode, you
are able to execute the User Exec mode commands, too.

Command prompt:( EES) #

VLAN mode
The VLAN mode contains VLAN-related commands.
Command prompt: ( EES) ( VLAN) #

Global Config mode

The Global Config mode allows you to perform modifications to the
current configuration. This mode groups general setup commands.
Command prompt: (EES) (config)#

Interface Range mode
The commands in the Interface Range mode affect a specific port, a
selected group of multiple ports or all port of the device. The commands
modify a value or switch a function on/off on one or more specific ports.
All physical ports on the device
Command prompt: (EES) ((interface) all)#
Example: When you switch from the Global Config mode to the Inter-
face Range mode, the command prompt changes as follows:
(EES) (config)#interface all
(EES) ((Interface)all)#
A single port on one interface
Command prompt: (EES) (interface <slot/port>)#
Example: When you switch from the Global Config mode to the Inter-
face Range mode, the command prompt changes as follows:
(EES) (config)#interface 2/1
(EES) (interface 2/1)#
A range of ports on one interface
Command prompt: (EES) (interface <interface range> )#
Example: When you switch from the Global Config mode to the Inter-
face Range mode, the command prompt changes as follows:
(EES) (config)#interface 1/2-1/4
(EES) ((Interface)l/2-1/4)#
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A list of single ports

Command prompt: (EES) (interface <interface list>)#
Example: When you switch from the Global Config mode to the Inter-
face Range mode, the command prompt changes as follows:

(EES) (config)#interface 1/2,1/4,1/5

(EES) ((Interface)l/2,1/4,1/5)#

A list of port ranges and single ports

Command prompt: (EES) (interface <conpl ex range>)#
Example: When you switch from the Global Config mode to the Inter-
face Range mode, the command prompt changes as follows:

(EES) (config)#interface 1/2-1/4,1/6-1/9

(EES) ((Interface)l/2-1/4,1/6-1/9)

The following table shows the command modes, the command prompts
(input request characters) visible in the corresponding mode, and the option
with which you quit this mode.

Command Access method Quit or

mode start next mode

User Exec mode First access level. Perform basic To quit you enter | ogout :
tasks and list system information. (EES) >l ogout

Are you sure (Y/N) ?y

Privileged Exec  From the User Exec mode, you enter To quit the Privileged Exec mode and

mode the command enabl e: return to the User Exec mode, you
(EES) >enabl e enterexit:
(EES) # (EES) #exit

(EES) >

VLAN mode From the Privileged Exec mode, you To end the VLAN mode and return to
enter the command vl an dat a- the Privileged Exec mode, you enter
base: exit or press Ctrl Z.
(EES) #vl an dat abase (EES) (M an) #exit
(EES) (M an)# (EES) #

Table 1: Command modes
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Command Access method Quit or

mode start next mode

Global Configura- From the Privileged Exec mode, you To quit the Global Configuration
tion mode enter the command conf i gur e: mode and return to the Privileged

(EES) #configure

(EES) (config)#

From the User Exec mode, you enter
the command enabl e, and then in
Privileged Exec mode, enter the
command Conf i gur e:

(EES) >enabl e

(EES) #configure

(EES) (config)#

Exec mode, you enter exi t :
(EES) (config)#exit

(EES) #

To then quit the Privileged Exec
mode and return to the User Exec
mode, you enter exi t again:
(EES) #exit

(EES) >

Interface Range
mode

From the Global Configuration mode
you enter the commandi nt er f ace
{all'| <sl ot/ port>|<inter-
face range> | <interface
l'ist>] <conpl ex range>}.
(EES) (config)#interface
<sl ot/ port>

(EES) (interface

sl ot/ port)#

To quit the Interface Range mode
and return to the Global Config
mode, you enter “exit”. To return to
the Privileged Exec mode, you press
Ctrl Z.

(EES) (interface

sl ot/ port) #exi t

(EES) #

Table 1:

Command modes

If you enter a question mark (?) after the prompt, the CLI displays a list of the
available commands and a short description of the commands.

(EES) >
cli
enabl e
hel p
hi story
| ogout
pi ng
show
t el net

( EES) >

Set the CLI

pref erences.

Turn on privil eged conmands.

Di spl ay help for various speci al

keys.

Show a list of previously run commands.

Exit this session.
Send | CMP echo packets
Di spl ay devi ce options

to a specified |I P address.
and settings.

Establish a tel net connection to a renpte host.

Figure 15: Commands in the User Exec mode
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C.2 EXxecuting the commands

C.2.1 Syntax analysis

After you login to the CLI session, you enter the User Exec mode. The CLI
displays the prompt( EES) > on the screen.

When you enter a command and press the Enter key, the CLI starts the
syntax analysis. The CLI searches the command tree for the desired
command.

If the command is outside the CLI command range, a message informs you
of the detected error.

Example:

The user wants to execute the show syst em i nf o command, but enters
.nfo* without ,f* and presses the Enter key.

The CLI then displays a message:

( EES) >show system i no
Error: Invalid conmand 'i no'

C.2.2 Command tree

The commands in the CLI are organized in a tree structure. The commands,
and, if applicable, the related parameters branch down until the command is
completely defined and therefore executable. The CLI checks the input. If
you have entered the command and the parameters correctly and
completely, you execute the command with the Enter key.

After you have entered the command and the required parameters, the other
parameters entered are treated as optional parameters. If one of the param-
eters is unknown, the CLI displays a syntax message.
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The command tree branches for the required parameters until the required
parameters have reached the last branch in the structure.

With optional parameters, the command tree branches until the required
parameters and the optional parameters have reached the last branch in the
structure.

C.2.3 Structure of a command

This section describes the syntax, conventions and terminology, and uses
examples to represent them.

Format of commands

Most of the commands include parameters.

If the command parameter is missing, the CLI informs you about the
detection of an incorrect command syntax.

This manual displays the commands and parameters in the Couri er
font. Use them as shown in the manual (see table 2).

Parameters
The sequence of the parameters is relevant for the correct syntax of a
command.

Parameters are required values, optional values, selections, or a combi-
nation of these things. The representation (see table 2) indicates the type
of the parameter.

<commrand> Commands in pointed brackets (<>) are obligatory.
[ conmmand] Commands in square brackets ([ ] ) are optional.
<par amnet er > Parameters in pointed brackets (<>) are obligatory.
[ paramet er] Parameters in square brackets ([ ] ) are optional.

Table 2: Parameter and command syntax
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An ellipsis (3 points in sequence without spaces) after an element
indicates that you can repeat the element.

[ Choi cel | Choi ce2] A vertical line enclosed in brackets indicates a selection option.
Select one value.
Elements separated by a vertical line and enclosed in square
brackets indicate an optional selection (Option1 or Option2 or no
selection).

{list} Curved brackets ({ } ) indicate that a parameter is to be selected
from a list of options.

{Choi cel | Choi ce2} Elements separated by a vertical line and enclosed in curved
brackets ({ } ) indicate an obligatory selection option (optionl or

option2).
[ paranil {Choicel | Shows an optional parameter that contains an obligatory selection.
Choi ce2}]
<a.b.c.d> Small letters are wild cards. You enter parameters with the notation
a.b.c.d with decimal points (e.g. IP addresses)
<cr> You press the Enter key to create a line break (carriage return).

Table 2: Parameter and command syntax

The following list shows the possible parameter values within the
Command Line Interface:

Value Description

IP address This parameter represents a valid IPv4 address. The address
consists of 4 decimal numbers with values from 0 to 255. The 4
decimal numbers are separated by a decimal point. The IP address
0. 0. 0. 0 is a valid entry.

MAC address This parameter represents a valid MAC address. The address
consists of 6 hexadecimal numbers with values from 00 to FF. The
numbers are separated by a colon, for example,

00: F6: 29: B2: 81: 40.

string User-defined text with a length in the specified range, e.g. a
maximum of 32 characters.

character string Use double quotation marks to indicate a character string, e.g.
“System name with space character”.

number Whole integer in the specified range, e.g. 0...999999.

date Date in format YYYY- MM DD.

time Time in format HH: MM SS.

Table 3: Parameter values in the Command Line Interface
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Network addresses

Network addresses are a requirement for establishing a data connection
to a remote work station, a server, or another network. You distinguish
between IP addresses and MAC addresses.

The IP address is an address allocated by the network administrator. Do
not use duplicate addresses in one network area.

The MAC addresses are assigned by the hardware manufacturer. MAC
addresses are unique worldwide.

The following table shows the representation and the range of the
address types:

Address Type Format Range Example

IP Address nnn.nnn.nnn.nnn nnn: 0 to 255 (decimal) 192.168.11.110

MAC Address  mm:mm:mm:mm:mm:mm mm: 00 to ff (hexadecimal A7:C9:89:DD:A9:B3

number pairs)

Table 4: Format and range of network addresses
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Strings

A string is indicated by quotation marks. For example, “System name with
space character”. Space characters are not valid user-defined strings.
You enter a space character in a parameter between quotation marks.
Example:

*(EES) #cli pronpt Device nane

Error: Invalid conmand ' nange'

*(EES) #cli pronpt 'Device nane'

*(Devi ce nane)#
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Examples of commands

Example 1: clear arp-table-switch
Command for clearing the ARP table of the management agent (cache).

cl ear arp-tabl e-sw tchisthe command name. The command is
executable without any other parameters by pressing the Enter key.

Example 2: radius server timeout

Command to configure the RADIUS server timeout value.

(EES) (config)#radius server timeout
<1..30> Ti meout in seconds (default: 5).

radi us server tineout isthe command name.
The parameter is required. The value range is 1. . 30.

Example 3: radius server auth modify <1..8>

Command to set the parameters for RADIUS authentication server 1.
(EES) (config)#radius server auth nodify 1

[ nane] RADI US aut henti cati on server nane.

[ port] RADI US aut henti cation server port
(default: 1812).

[ msgaut h] Enabl e or disable the nessage aut henti cator
attribute for this server.

[ primary] Configure the primary RADI US server.

[ status] Enabl e or disable a RADI US aut henti cati on
server entry.

[ secret] Configure the shared secret for the RADI US
aut hentication server.

[ encrypt ed] Configure the encrypted shared secret.

<cr> Press Enter to execute the command.

“radius server auth modify” is the command name.

The parameter <1..8> (RADIUS server index) is required. The value
range is 1 to 8 (integer).

The parameters [name], [port], [msgauth], [primary], [status], [secret] and
[encrypted] are optional.
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C.3 Properties of the CLI

C.3.1 Input prompt

62

Command mode
With the input prompt, the CLI shows you which of the three modes you
are in:

(EES) >
User Exec mode

(EES) #
Privileged Exec mode

(EES) (config)#
Global Configuration mode

(EES) (VI an)#
VLAN Database Mode

(EES) ((Interface)all)#
Interface Range Mode / Alle Ports des Gerates

(EES) ((Interface)2/1)#
Interface Range Mode / A single port on one interface

(EES) ((Interface)l/2-1/4)#
Interface Range Mode / A range of ports on one interface

(EES) ((Interface)l/2,1/4,1/5#
Interface Range Mode / A list of single ports

(EES) ((Interface)l/1-1/2,1/4-1/6)#
Interface Range Mode / A list of port ranges and single ports
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Asterisk, pound sign and exclamation point

Asterisk “*”

An asterisk “*” in the first or second position of the input prompt shows you
that the settings in the volatile memory and the settings in the non-volatile
memory are different. In your configuration, the device has detected modi-
fications which have not been saved.

*( EES) >

Pound sign “#”

A pound sign “#” at the beginning of the input prompt shows you that the
boot parameters and the parameters during the boot phase are different.
*#( EES) >

Exclamation point ,!“

An exclamation point ,!“ at the beginning of the input prompt shows: the
password for the user or admin user account corresponds with the default
setting.

I (EES) >

Wildcards
The device offers you the possibility to change the input prompt.
The CLI supports the following wildcards:

Wildcard Description

%l

System date.

% System time.

% IP address of the device.
%m MAC address of the device.
% Product name of the device.

Table 5:  Using wildcards within the CLI input prompt
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I (EES) >enabl e
I (EES) #cl i

1'10. 100. 10. 100#cl i

%

pronpt ( EES) %@

I *(EES) 2014- 01- 27#cli pronpt (EES) %%

I *(EES) 2014- 01- 2715: 45: 41#cl i pronpt %n

1 *AA: BB: CC. DD: EE: FF#

C.3.2 Key combinations

The following key combinations make it easier for you to work with the
Command Line Interface:

Key combination Description

CTRL + H, Delete previous character
Backspace

CTRL+A Go to beginning of line

CTRL+E Go to end of line

CTRL+F Go forward one character
CTRL+B Go backward one character
CTRL+D Delete current character

CTRL+ U, X Delete to beginning of line
CTRL+K Delete to end of line

CTRL+W Delete previous word

CTRL+P Go to previous line in history buffer
CTRL+R Rewrite or paste the line
CTRL+N Go to next line in history buffer
CTRL+Z Return to root command prompt
CTRL+ G Aborts running tcpdump session
Table 6: Key combinations in the Command Line Interface
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Key combination

Description

Tab, <SPACE>

Command line completion

Exit

Go to next lower command prompt

?

List choices

Table 6: Key combinations in the Command Line Interface

The Help command displays the possible key combinations in CLI on the

screen:

(EES) #help

HELP:

Speci al keys:
Crl-H BkSp del ete previous character
Ctrl-A .... go to beginning of line
Grl-E go to end of line
arl-F go forward one character
Grl-B go backward one character
Crl-D .... delete current character
Crl-U X .. delete to beginning of line
Grl-K delete to end of |ine
Grl-w del et e previous word
crl-P go to previous line in history buffer
Grl-R rewwites or pastes the line
Crl-N go to next line in history buffer
Crl-z return to root command pronpt
Ctrl-G .... aborts running tcpdunp session
Tab, <SPACE> commuand-1ine conpletion
Exi t go to next | ower conmand pronpt
? list choices

(EES) #

Figure 16: Listing the key combinations with the Help command
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C.3.3 Data entry elements

Command completion
To facilitate making entries, the CLI gives you the option of command
completion (Tab Completion). Thus you are able to abbreviate key words.

Type in the beginning of a keyword. If the characters entered identify
a keyword, the CLI will complete the keyword when you press the tab
key or the space key. If there is more than one option for completion,
enter the letter or the letters being necessary for uniquely identifying
the keyword. Press the tab key or the space key again. After that, the
system completes the command or parameter.

If you make a non-unique entry and press “Tab” or “Space” twice, the
CLI provides you with a list of options.

On a non-unique entry and pressing "Tab" or "Space", the CLI
completes the command up to the end of the uniqueness. If several
commands exist: When you press “Tab” or “Space” again, the CLI
provides you with a list of options.

Example:

If you enter ,lo“ and "Tab" or "Space"

(EES) (Config)#l o

the CLI completes the command up to the end of the uniqueness to
.l0g*.

(EES) (Confi g)#l og

When “Tab” or “Space” is pressed again, the CLI provides you with a
list of options (logging, logout).

(EES) (Confi g)#l og

| oggi ng | ogout
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Possible commands/parameters

You can obtain a list of the commands or the possible parameters by
entering “help” or “?”, for example by entering

(EES) >show ?

When you enter the command displayed, you get a list of the parameters
available for the command show.

When you enter the command without space character in front of the
qguestion mark, the device displays the help text for the command itself:
I *#( EES) ( Confi g) #show?

show Di spl ay device options and settings.
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D.1 Saving the Configuration

D.1 Saving the Configuration

To ensure that your password settings and your other configuration changes
are kept after the device is reset or after an interruption of the voltage supply,
you save the configuration. To save your current configuration, you proceed

as follows:

[1 Enter enabl e to switch to the Privileged Exec mode.

[J Enter the following command:

save [profil e]

[1 Execute the command by pressing the Enter key.

( EES) >enabl e

| * (EES) #s7?
save
script
servi ceshel |
show

I *( EES) #save?
[profile]
<cr>

Save configuration

CLI Script File.

Ent er system node.

Di spl ay device options and settings.

Save configuration to profile.
Press Enter to execute the comrmand.
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Examples D.2 Syntax of the ,radius server auth
add“ command

D.2 Syntax of the ,radius server
auth add“ command

Use this command to add a RADIUS authentication server.
Mode: d obal Confi g Mode
Privilege Level: Administrator
Format: r adi us server auth add <1..8> ip <a.b.c.d>
[ name <string>] [port <1..65535>]
[ nane] : RADIUS authentication server name.
[ port] : RADIUS authentication server port (default: 1813).

Parameter Meaning Possible values
<1..8> RADIUS server index. 1..8

<a. b.c.d> RADIUS accounting server IP address. IP address
<string> Enter a user-defined text, max. 32 characters.

<1..65535> Enter port number between 1 and 65535. 1..65535

Mode and Privilege Level:
You need to be in Global Config mode to be able to execute the command
(see chapter “Mode-based command hierarchy”).
You need to have Administrator Privilege Level to be able to execute the
command.

Syntax of commands and parameters:
See table (see table 2)

Examples for executable commands:
radi us server auth add 1 ip 10.115. 30.40
radi us server auth add 2 ip 10.115.40.50 nane radi us-
server?2
radi us server auth add 3 ip 10.115.50.60 port 1813
radi us server auth add 4 ip 10.115.60. 70 nane radi us-
server4 port 1814
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Examples

D.2 Syntax of the ,radius server auth
add“ command
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Maintenance

E Maintenance

Hirschmann are continually working on improving and developing their soft-
ware. Check regularly whether there is an updated version of the software
that provides you with additional benefits. You find information and software
downloads on the Hirschmann product pages on the Internet
(http://www.hirschmann.com).
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Maintenance E.1 Service Shell

E.1 Service Shell

A service technician uses the Service Shell function for maintenance of your
functioning device. If you need service support, this function allows the
service technician to access internal functions of your device from an
external location.

Note: The Service Shell function is for service purposes exclusively. This
function allows the access on internal functions of the device. In no case,
execute internal functions without service technician instructions. Executing
internal functions such as deleting the content of the NVM (non-volatile
memory) possibly leads to inoperability of your device.

Note: When the Service Shell function is active, the CLI timeout function will
be inactive.

Note: To prevent configuration inconsistencies, log out from the Service
Shell function before any other user starts uploading a new configuration to
the device.

To switch from the User Exec mode to the Privileged Exec mode, enter
enabl e or en and a space, and press the enter key.

To get a list of the commands available in this mode, enter a question
mark ? .

To start the Shell Service function, enter servi ceshell or ser in
the privileged exec mode and a space and then press the enter key.

To end the Shell Service function, enter exi t and then press the enter
key.

O o 0O O
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Maintenance

E.1 Service Shell

I (EES) >enabl e

I (EES) #7?
cl ear
configure
copy
debug
exit
hel p
hi story
| ogin
| ogout
net wor k

pi ng

profile
r eboot
save

servi ceshel

set
show
traceroute

I (EES) #servi ceshel

-> exit
Au revoir!

| *(EES) #

Cl ear several itens.

Enter into gl obal config node

Copy different kinds of itens.

Service functions to find configuration errors.
Exit fromcurrent node

Di splay hel p for various special keys.
Show a list of previously run conmands.
Set | ogin paraneters.

Exit this session.

Modi fy network paramneters.

Send | CMP echo packets to a specified

| P address.

Activate or delete configuration profiles.
Reset the device (cold start).

Save configuration.

Ent er system node.

Set device paraneters.

Di spl ay device options and settings.

Trace route to a specified host.
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Maintenance E.1 Service Shell

Permanently disabling the Service Shell

If you do not need the Service Shell, the device allows you to disable the
function. In this case you still have the option to configure the device.
Though, the service technician has no possibilities to access internal
functions of your device to call up additional required information.

Note:

Disabling the Service Shell function produces a permanent effect.
To reactivate the Service Shell function, send the device back to the
manufacturer.

[1 To display the Service Shell function, enter servi ceshel | or ser
and a space, and then a question mark ? .

[ To permanently deactivate the Shell Service function, enter deact i -
vate or d and a space, and press the enter key.
This process is irreversible.

I (EES) >enabl e

I (EES) #serviceshel|?
[deacti vat e] Di sabl e the service shell access permanently

(Cannot be undone).

<cr> Press Enter to execute the comrmand.

I (EES) #serviceshell deactivate
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Command reference
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Address Conflict Detection (ACD)

1 Address Conflict Detection
(ACD)
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Address Conflict Detection (ACD) 1.1 address-conflict

1.1 address-conflict

Configure the address conflict settings.

1.1.1 address-conflict operation

Enable or disable the address conflict component.
Mode: d obal Confi g Mdde
Privilege Level: Oper at or
Format: addr ess-conflict operation

Nno address-conflict operation
Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Qper at or
Format: no address-conflict operation

1.1.2 address-conflict detection-mode

Configure the detection mode.
Mode: A obal Config Mode
Privilege Level: Oper at or
Format: addr ess-conflict detection-node <P-1>
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Address Conflict Detection (ACD) 1.1 address-conflict

Parameter Value

Meaning

P-1 active-and-passive

Configure active and passive detection.
During ip address configuration 'active' is
sendi ng ARP or NDP probes into the network
and 'passive' is |listening continously on
t he networKk.

active-only

Configure only active detection. During ip
address configuration 'active' is sending
once ARP or NDP probes into the network.

passive-only

Configure passive detection. The device

i stens passively on the network if another
device with an already | ocally configured ip
address appears.

1.1.3 address-conflict detection-ongoing

Enable or disable the ongoing detection. If enabled, the device sends peri-

odic ARP or NDP probes.

Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: addr ess-conflict detection-ongoi ng

no address-conflict detection-ongoing

Disable the option

Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: no address-conflict detection-ongoing
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Address Conflict Detection (ACD) 1.1 address-conflict

1.1.4 address-conflict delay

The maximum detection delay time in milliseconds. Time gap between ARP
or NDP probes.

Mode: d obal Confi g Modde

Privilege Level: Oper at or

Format: addr ess-conflict delay <P-1>

Parameter Value Meaning

P-1 20..500 Ti me gap between ARP or NDP probes ([ns],
default 200).

1.1.5 address-conflict release-delay

Delay in seconds to the next ARP or NDP probe cycle after an ip address
conflict was detected.

Mode: d obal Confi g Mode

Privilege Level: Oper at or

Format: addr ess-conflict rel ease-delay <P-1>

Parameter Value Meaning

P-1 3..3600 Del ay between probe cycles after conflict
detection ([sec], default 15).

1.1.6 address-conflict max-protection

Maximum number of frequent address protections.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: addr ess-conflict max-protection <P-1>

Parameter Value Meaning

P-1 0..100 Maxi mun nunber of frequent address protec-
tions (default 3).
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Address Conflict Detection (ACD) 1.1 address-conflict

1.1.7 address-conflict protect-interval

Delay in milliseconds between two protections.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: addr ess-conflict protect-interval <P-1>

Parameter Value Meaning
P-1 20..5000 Del ay bet ween two protections ([ns], default
200).

1.1.8 address-conflict trap-status

If enabled this trap reports an address conflict.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: addr ess-conflict trap-status

no address-conflict trap-status
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: no address-conflict trap-status
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Address Conflict Detection (ACD) 1.2 show

1.2 show

Display device options and settings.

1.2.1 show address-conflict global

Displays the component mode.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show address-conflict gl obal

1.2.2 show address-conflict detected

Displays the last detected address conflict.
Mode: Conrmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show address-conflict detected
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Address Conflict Detection (ACD) 1.2 show

1.2.3 show address-conflict fault-state

Displays the current conflict status.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show address-conflict fault-state
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Address Conflict Detection (ACD) 1.2 show
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Application Lists

2 Application Lists
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Application Lists 2.1 appllists

2.1 appllists

Configure an application list.

2.1.1 appllists set-authlist

Set an authentication list reference that shall be used by given application.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: appl | i sts set-authlist <P-1> <P-2>

Parameter Value Meaning
P-1 string <application> Nane of an application |ist.
P-2 string <aut hl i st _name> Nane of referenced authenti -

cation |ist.

2.1.2 appllists enable

Activate a login application list.
Mode: d obal Confi g Modde
Privilege Level: Adm ni strat or
Format: appl | i sts enabl e <P-1>

Parameter Value Meaning
P-1 string <application> Nane of an application list.
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Application Lists 2.1 appllists

2.1.3 appllists disable

Deactivate a login application list.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: appl | i sts di sabl e <P-1>

Parameter Value Meaning
P-1 string <appl i cati on> Nanme of an application |list.
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Application Lists

2.2 show

2.2 show

Display device options and settings.

2.2.1 show appllists

Display ordered methods for application lists.
Mode: Command is in all nodes avail abl e.
Privilege Level: Adm ni str at or
Format: show appllists
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3 Authentication Lists
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Authentication Lists 3.1 authlists

3

.1 authlists

Configure an authentication list.

3.1.1 authlists add

Create a new login authentication list.

Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: aut hl i sts add <P-1>

Parameter Value Meaning
P-1 string <aut hl i st _nane> Nane of an authentication
l'ist.

3.1.2 authlists delete

Delete an existing login authentication list.

Mode: d obal Confi g Mdde
Privilege Level: Adm ni strat or
Format: aut hl i sts delete <P-1>

Parameter Value Meaning
P-1 string <aut hl i st _nane> Nane of an authentication
l'ist.
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Authentication Lists

3.1 authlists

3.1.3 authlists set-policy

Set the policies of a login authentication list.
Confi g Mode

Mode: d obal

Privilege Level: Adm ni st r at or
Format: aut hl i sts set-policy <P-1> <P-2> [<P-3>] [ <P-4>]

[ <P-5>] [<P-6>]

Parameter Value

Meaning

P-1 string <aut hli st _name> Name of an authentication
list.

P-2 reject Aut hentication is rejected / not all owed
local Aut henti cation by | ocal user DB
radius Aut henti cati on by RADI US server
ias Aut henti cation by I AS server

P-3 reject Aut hentication is rejected / not all owed
local Aut henti cation by |ocal user DB
radius Aut henti cati on by RADI US server
ias Aut henti cation by I AS server

P-4 reject Aut hentication is rejected / not all owed
local Aut henti cation by | ocal user DB
radius Aut henti cati on by RADI US server
ias Aut hentication by | AS server

P-5 reject Aut hentication is rejected / not all owed
local Aut henti cation by | ocal user DB
radius Aut henti cati on by RADIUS server
ias Aut henti cati on by | AS server

P-6 reject Aut hentication is rejected / not all owed
local Aut henti cation by |ocal user DB
radius Aut henti cati on by RADIUS server
ias Aut henti cati on by | AS server

3.1.4 authlists enable

Activate a login authentication list.

Mode: d obal

Confi g Mode

Privilege Level: Adm ni st r at or
Format: aut hl i sts enabl e <P-1>

RM GUI HiOS-2E EES
Release 4.0 07/2014

93



94

Authentication Lists 3.1 authlists

Parameter Value

Meaning
P-1 string

<aut hli st _name> Nane of an aut hentication
list.

3.1.5 authlists disable

Deactivate a login authentication list.
Mode: d obal Confi g Modde
Privilege Level: Adm ni str at or
Format: aut hl i sts di sabl e <P-1>

Parameter Value

Meaning

P-1 string <aut hl i st _nanme> Nanme of an authentication
list.
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Authentication Lists 3.2 show

3.2 show

Display device options and settings.

3.2.1 show authlists

Display ordered methods for authentication lists.
Mode: Conmand is in all nobdes avail abl e.
Privilege Level: Adm ni str at or
Format: show aut hl i sts
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Auto Disable

4 Auto Disable
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Auto Disable 4.1 auto-disable

4.1 auto-disable

Configure the Auto Disable condition settings.

4.1.1 auto-disable reason

Enables/disables port Recovery by reason on this device.
Mode: d obal Confi g Mdde
Privilege Level: Oper at or
Format: aut o- di sabl e reason <P-1>

Parameter Value Meaning
P-1 link-flap Enabl e/ di sabl e |ink-flap
crc-error Enabl e/ di sabl e crc-error
duplex-mismatch Enabl e/ di sabl e dupl ex-m smat ch
bpdu-rate Enabl e/ di sabl e bpdu-rate
port-security Enabl e/ di sabl e MAC based port security

no auto-disable reason

Disable the option
Mode: d obal Confi g Modde
Privilege Level: Qper at or
Format: no aut o-di sabl e reason
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Auto Disable 4.2 auto-disable

4.2 auto-disable

Configure the Auto Disable condition settings.

4.2.1 auto-disable timer

Timer value in seconds after a deactivated port is activated again. Possible
values are: 30-4294967295. A value of O disables the timer.

Mode: | nt er f ace Range Mbde

Privilege Level: Qper at or

Format: aut o- di sabl e tinmer <P-1>

Parameter Value Meaning

P-1 0..4294967295 Enter a nunber in the given range. Possible
val ues are: 30-4294967295. A value of O
di sabl es the tiner.

4.2.2 auto-disable reset

Reset the specific interface and reactivate the port
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: aut o- di sabl e reset
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Auto Disable 4.2 auto-disable

Nno auto-disable reset

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no aut o- di sabl e reset
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Auto Disable

4.3 show

4.3 show

Display device options and settings.

4.3.1 show auto-disable brief

Display Auto Disable summary by interface.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show aut o-di sabl e bri ef

4.3.2 show auto-disable reasons

Display summary of Auto Disable error reasons

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show aut o-di sabl e reasons
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Auto Disable 4.3 show
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Class Of Service

5 Class Of Service
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Class Of Service 5.1 classofservice

5.1 classofservice

Class of service configuration.

5.1.1 classofservice ip-dscp-mapping

ip-dscp-mapping configuration
Mode: d obal Confi g Mdde
Privilege Level: Oper at or
Format: cl assof servi ce i p-dscp- mappi ng <P-1> <P-2> <P-3>
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Class Of Service 5.1 classofservice
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Class Of Service

5.1 classofservice

Parameter Value

Meaning

P-1
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Class Of Service 5.1 classofservice

Parameter Value Meaning
P-2 0..7 Enter the Traffic C ass val ue.
P-3 0..3 Enter the Traffic C ass val ue.

5.1.2 classofservice dotlp-mapping

Enter a VLAN priority and the traffic class it should be mappped to.
Mode: A obal Config Mode
Privilege Level: Oper at or
Format: cl assof servi ce dot 1p- mappi ng <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 0.7 Enter the 802.1p priority.

P-2 0.7 Enter the Traffic C ass val ue.

P-3 0.3 Enter a nunber in the given range.
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Class Of Service 5.2 classofservice

5.2 classofservice

Interface classofservice configuration.

5.2.1 classofservice trust

trust configuration
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: cl assof service trust <P-1>

Parameter Value Meaning
P-1 untrusted Sets the class of service trust node to
unt rust ed
dotlp Sets the class of service trust node to
dot 1p.
ip-dscp Sets the class of service trust node to IP
DSCP.
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Class Of Service 5.3 cos-queue

5.3 cos-queue

COS gueue configuration

5.3.1 cos-queue strict

strict priority scheduler (default)
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: cos- queue strict <P-1> <P-2>

Parameter Value Meaning
P-1 0.7 Enter a Queue Id fromO to 7.
P-2 0.3 Enter a nunmber in the given range.

5.3.2 cos-queue weighted

weighted scheduler
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: cos- queue wei ghted <P-1> <P-2>

Parameter Value Meaning
P-1 0..7 Enter a Queue Id fromO to 7.
P-2 0..3 Enter a nunber in the given range.
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Class Of Service 5.3 cos-queue

5.3.3 cos-queue min-bandwidth

Minimum/guaranteed bandwidth for the queues when in weighted mode
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: cos- queue m n-bandw dth <P-1> <P-2> <P-3>

Parameter Value Meaning

P-1 0.3 Enter a number in the given range.
P-2 0.7 Enter a Queue Id fromO to 7.

P-3 0..100 Enter a nunber in the given range.
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Class Of Service 5.4 show

5.4 show

Display device options and settings.

5.4.1 show classofservice ip-dscp-mapping

Show ip-dscp-mapping configuration.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show cl assof servi ce i p-dscp- mappi ng

5.4.2 show classofservice dotlp-mapping

Display a table containing the vlan priority to traffic class mappings.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show cl assof servi ce dot 1p- mappi ng
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Class Of Service 5.4 show

5.4.3 show classofservice trust

Show a table containing the trust mode of all interfaces.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show cl assof servi ce trust

5.4.4 show cos-queue

Show cosqueue parameters
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show cos- queue
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Command Line Interface (CLI)

6 Command Line Interface (CLI)

RM GUI HiOS-2E EES
Release 4.0 07/2014 113



Command Line Interface (CLI) 6.1 cli

6.1 cli

Set the CLI preferences.

6.1.1 cli serial-timeout

Set login timeout for serial line connection to CLI.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format:cli serial -ti neout <P-1>

Parameter Value Meaning
P-1 0..160 Enter a nunber in the given range.

6.1.2 cli prompt

Change the system prompt. Following wildcards are allowed:

%d date, %t time, %i IP address, Y%om MAC address ,%p productname
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cli pronpt <P-1>

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 charac-
ters. Follow ng wildcards are allowed:\n %
date, % tinme, % |P address, %n MAC addr ess
, %0 product nane
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Command Line Interface (CLI) 6.1 cli

6.1.3 cli numlines

Set the number of lines for 'more’.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: cli nunlines <P-1>

Parameter Value Meaning

P-1 0..250 Screen size for 'nore' (23 = default, 0 =
unlimted).

6.1.4 cli banner operation

Enable or disable the CLI login banner.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni st r at or
Format: cl i banner operation

no cli banner operation

Disable the option
Mode: Pri vi | eged Exec Mbde
Privilege Level: Adm ni str at or
Format: no cli banner operation
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Command Line Interface (CLI) 6.1 cli

6.1.5 cli banner text

Set the text for the CLI login banner (C printf format syntax allowed: \\n \\t).
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni strat or
Format: cl i banner text <P-1>

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 1024 charac-
ters (allowed charaters are fromASCI | 32 to
127).
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Command Line Interface (CLI) 6.2 show

6.2 show

Display device options and settings.

6.2.1 show cli global

Display CLI preferences.
Mode: Conmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show cli gl obal

6.2.2 show cli command-tree

Show a list of all commands.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show cli command-tree
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Command Line Interface (CLI) 6.3 logging

6.3 logging

Logging configuration.

6.3.1 logging cli-command

Enable or disable the CLI command logging.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: | oggi ng cli-command

no logging cli-command

Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Adm ni st r at or
Format: no | oggi ng cli-conmand
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Command Line Interface (CLI)

6.4 show

6.4 show

Display device options and settings.

6.4.1 show logging cli-command

Show the CLI command logging preferences.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show | oggi ng cli-command
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Command Line Interface (CLI) 6.4 show
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7.1 clock

Configure local and DST clock settings.

7.1.1 clock set

Edit current local time.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: cl ock set <P-1> <P-2>

Parameter Value Meaning
P-1 YYYY-MM-DD Local date (range: 2004-01-01 - 2037-12-31).
P-2 HH:MM:SS Local time.

7.1.2 clock timezone offset

Local time offset (in minutes) with respect\nto UTC (positive values for loca-
tions east of\nGreenwich).

Mode: d obal Confi g Modde

Privilege Level: Adm ni str at or

Format: cl ock ti nezone of fset <P-1>

Parameter Value Meaning
P-1 -780..840 Edit the tinmezone offset (in mnutes).
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7.1.3 clock timezone zone

Edit the timezone acronym (max. 4 characters).
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: cl ock tinezone zone <P-1>

Parameter Value Meaning

P-1 string Edit the tinezone acronym (max 4 charac-
ters).

7.1.4 clock summer-time mode

Configure summer-time mode parameters.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: cl ock summer-ti ne node <P-1>

Parameter Value Meaning
P-1 disable Di sabl e recurring sunmer-tinme node.
recurring Enabl e recurring summer-time node.
eu Enabl e recurring sunmer-tinme used in nost
parts of the European Union.
usa Enabl e recurring sunmer-tinme used in nost

parts of the USA.

7.1.5 clock summer-time recurring start

Edit the starting date and time for daylight saving time.
Mode: A obal Config Mode
Privilege Level: Adm ni str at or
Format: cl ock summer-tinme recurring start <P-1> <P-2>
<P-3> <P-4>

RM GUI HiOS-2E EES
Release 4.0 07/2014 123



Clock 7.1 clock

Parameter Value Meaning
P-1 none
first
second
third
fourth
last
P-2 none
sun Sunday
mon Monday
tue Tuesday
wed Wednesday
thu Thur sday
fri Fri day
sat Sat ur day
P-3 none
jan January
feb February
mar Mar ch
apr Apri |
may May
jun June
jul July
aug August
sep Sept enber
oct Cct ober
nov Novenber
dec Decenber
P-4 string <hh: mm> Present tine in hh:mfornat (00: 00-
23:59).

7.1.6 clock summer-time recurring end

Edit the ending date and time for daylight saving time.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: cl ock summer-tinme recurring end <P-1> <P-2> <P-
3> <P-4>
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Parameter Value Meaning
P-1 none
first
second
third
fourth
last
P-2 none
sun Sunday
mon Monday
tue Tuesday
wed Wednesday
thu Thur sday
fri Fri day
sat Sat ur day
P-3 none
jan January
feb February
mar Mar ch
apr Apri |
may May
jun June
jul July
aug August
sep Sept enber
oct Cct ober
nov Novenber
dec Decenber
P-4 string <hh: mm> Present tine in hh:mfornat (00:00-
23:59).

7.1.7 clock summer-time zone

Edit timezone acronym for summer-time (max. 4 characters).
Mode: d obal Confi g Mode
Privilege Level: Adm ni str at or
Format: cl ock summer-ti ne zone <P-1>
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Parameter Value Meaning
P-1 string Edit the tinmezone acronym (nax 4 charac-
ters).
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7.2 show

Display device options and settings.

7.2.1 show clock

Display the current time information.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show cl ock [sumrer-ti ne]

[ summer - ti ne] : Display summer-time parameters.
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8.1 save

Save configuration.

8.1.1 save profile

Save configuration to profile.
Mode: Al'l Privil eged Mdes
Privilege Level: Oper at or
Format: save profile <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 32 charac-
ters.
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8.2 config

8.2 config

Configure the Configuration Saving settings.

8.2.1 config watchdog admin-state

Enable or disable the Configuration Undo feature.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: confi g wat chdog adm n-state

no config watchdog admin-state
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: no confi g wat chdog adm n-state

8.2.2 config watchdog timeout

Configure the Configuration Undo timeout (unit: seconds).

Mode: A obal Config Mode
Privilege Level: Oper at or
Format: confi g wat chdog ti neout <P-1>

Parameter Value Meaning

P-1 30..600 Enter a nunber in the given range.
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8.2.3 config encryption password set

Set the configuration file password.
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: confi g encryption password set [<P-1>] [<P-2>]

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 64 charac-
ters.

P-2 string Enter a user-defined text, max. 64 charac-
ters.

8.2.4 config encryption password clear

Clear the configuration file password.
Mode: A obal Config Mode
Privilege Level: Adm ni str at or
Format: confi g encryption password cl ear [<P-1>]

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 64 charac-
ters.

8.2.5 config profile select

Select a configuration profile to be the active one.
Mode: d obal Confi g Mode
Privilege Level: Adm ni str at or
Format: config profile select <P-1> <P-2>

Parameter Value Meaning
P-1 nvm You can only select nvmfor this conmand.
pP-2 1..20 I ndex of the profile entry.
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8.2.6 config profile delete

Delete configuration profile.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: config profile delete <P-1> num<P-2> profile <P-
3>
num Select the index of the profile to delete.
prof il e: Select the name of the profile to delete.

Parameter Value Meaning

P-1 nvm non-vol ati ve nenory

P-2 1..20 I ndex of the profile entry.

P-3 string Enter a user-defined text, max. 32 charac-
ters.

8.2.7 config fingerprint verify

Verify the fingerprint of the selected profile.
Mode: d obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: config fingerprint verify <P-1> profile <P-2>
<P- 3> num <P-4> <P-5>
profil e: Select name of profile to be verified.
num Select index of profile to be verified.

Parameter Value Meaning

P-1 nvm non-vol ati ve nenory

P-2 string Enter a user-defined text, max. 32 charac-
ters.

P-3 string Ent er hash as 40 hexa-deci mal characters.

P-4 1..20 Index of the profile entry.

P-5 string Enter hash as 40 hexa-deci mal characters.

RM GUI HiOS-2E EES
Release 4.0 07/2014 133



Configuration 8.3 copy

8.3 copy

Copy different kinds of items.

8.3.1 copy firmware remote

Copy firmware image from server.

Mode: Pri vi | eged Exec Mode

Privilege Level: Adm ni str at or

Format: copy firmvare renote <P-1> system
syst em Copy firmware from file server to system memory.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 charac-
ters.

8.3.2 copy firmware system remote

Copy firmware to file server.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: copy firmvare systemrenote <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 charac-
ters.
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8.3.3 copy config running-config nvm

Save running-config to nv memory.

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: copy config running-config nvm|[profile <P-1>]
[ profil e]: Save configuration to profile.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 32 charac-
ters.

8.3.4 copy config running-config remote

Save running-config to file server.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni st r at or
Format: copy config running-config renote <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 charac-
ters.

8.3.5 copy config nvm

Load configuration from NV memory.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Adm ni str at or
Format: copy config nvm [profile <P-1>] running-config
renote <P-2>
[ profil e]: Load configuration from profile.
runni ng- confi g: (Re)-load configuration from NV memory.
r enot e: Copy configuration from nvm to server.
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Parameter Value Meaning

P-1 string Fi | enane.

P-2 string Enter a user-defined text, max. 128 charac-
ters.

8.3.6 copy config remote

Copy configuration file from server.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Adm ni str at or
Format: copy config renote <P-1> nvm |[profile <P-2>]
runni ng-config
nvm Copy configuration file from server to NV memory.
[ profil e]: Copy configuration from server to named NV memory profile.
runni ng- conf i g: Copy configuration file from server to running-config.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 charac-
ters.

P- 2 string Enter a user-defined text, max. 32 charac-
ters.

RM GUI HiOS-2E EES
136 Release 4.0 07/2014



Configuration 8.4 clear

8.4 clear

Clear several items.

8.4.1 clear config

Clear running configuration.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni str at or
Format: cl ear config

8.4.2 clear factory

Set device back to factory settings (use with care).
Mode: Pri vi | eged Exec Mbde
Privilege Level: Adm ni strat or
Format: cl ear factory
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8.5 show

Display device options and settings.

8.5.1 show running-config xml

Show the currently running configuration (XML file).
Mode: Command is in all nodes avail abl e.
Privilege Level: Adm ni str at or
Format: show runni ng-config xmn

8.5.2 show running-config script

Show the currently running configuration (CLI script).
Mode: Command is in all nodes avail abl e.
Privilege Level: Adm ni str at or
Format: show runni ng-config script [all]

[ al I ]: Show the currently running configuration (CLI script).
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8.6 show

Display device options and settings.

8.6.1 show config watchdog

Show the Auto Configuration Undo settings.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show confi g wat chdog

8.6.2 show config encryption

Show the settings for config encryption.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show confi g encryption
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8.6.3 show config profiles

Show configuration profiles.
Mode: Command is in all nodes avail abl e.
Privilege Level: Adm ni strat or
Format: show config profiles <P-1> [<P-2>]

Parameter Value Meaning
P-1 nvm non-vol ati ve nenory
P-2 1..20 I ndex of the profile entry.

8.6.4 show config status

Show sync Status of running-config with NVM and ACA.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show confi g status
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9.1 debug

9.1 debug

Different tools to assist in debugging the device.

9.1.1 debug tcpdump help

Display help file for the tcpdump tool.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: debug tcpdunp hel p

9.1.2 debug tcpdump start cpu

Start capture with default values.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: debug t cpdunp start cpu [filter <P-1>] [parns <P-

2>]

[filter]: Start capture with values from a filter file.
[ par ns] : Start capture with the tcpdump parameters (for details see

tcpdump help).

Parameter Value

Meaning

P-1 string

<filename> Enter a valid fil enane.

P-2 string

Enter a user-defined text, max. 255 charac-
ters.
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9.1.3 debug tcpdump stop

Abort capture of network traffic.
Mode: Pri vi | eged Exec Mode
Privilege Level: Qper at or
Format: debug t cpdunp stop

9.1.4 debug tcpdump filter show

Display a known filter file.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: debug tcpdunp filter show <P-1>

Parameter Value Meaning
P-1 string <filename> Enter a valid fil enane.

9.1.5 debug tcpdump filter list

Display all available filter files.
Mode: Pri vi | eged Exec Mode
Privilege Level: Qper at or
Format: debug tcpdunp filter Iist
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9.1.6 debug tcpdump filter delete

Delete a known filter file.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: debug tcpdunp filter delete <P-1>

Parameter Value Meaning
P-1 string <filename> Enter a valid fil enane.
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9.2 copy

Copy different kinds of items.

9.2.1 copy tcpdumpcap nvm remote

Copy internal capture file from device to the server.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: copy tcpdunpcap nvmrenote <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 charac-
ters.

9.2.2 copy tcpdumpfilter remote

Copy filter file from one memory location to another.

Mode: Pri vi | eged Exec Mode

Privilege Level: Qper at or

Format: copy tcpdunpfilter renpte <P-1> nvm <P-2>
nvm Copy filter file from server to non-volatile memory.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 charac-
ters.

P-2 string <fil ename> Enter a valid fil enane.
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9.2.3 copy tcpdumpfilter nvm

Copy capture filter from non-volatile memory.

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: copy tcpdunpfilter nvm <P-1> renote <P-2>
r enot e: Copy capture file from non-volatile memory to the server.

Parameter Value Meaning

P-1 string Fi | enane.

P-2 string Enter a user-defined text, max. 128 charac-
ters.
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10.1 device-status

Configure various device conditions to be monitored.

10.1.1 device-status monitor link-failure

Enable or disable monitor state of network connection(s).
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: devi ce-status nonitor link-failure

no device-status monitor link-failure
Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Adm ni st r at or
Format: no devi ce-status nmonitor link-failure

10.1.2 device-status monitor ring-redundancy

Enable or disable monitoring if ring-redundancy is present.
Mode: A obal Config Mode
Privilege Level: Adm ni str at or
Format: devi ce-status nonitor ring-redundancy
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no device-status monitor ring-redundancy
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no devi ce-status nonitor ring-redundancy

10.1.3 device-status trap

Configure the device to send a trap when the device status\nchanges.
Mode: A obal Config Mode
Privilege Level: Adm ni str at or
Format: devi ce-status trap

no device-status trap

Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no devi ce-status trap
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10.2 device-status

10.2 device-status

Configure various device conditions to be monitored.

10.2.1 device-status link-alarm

Configure the monitor settings of the port link.
Mode: | nt erf ace Range Mode
Privilege Level: Adm ni str at or
Format: devi ce-status |ink-al arm

Nno device-status link-alarm
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Adm ni st r at or
Format: no devi ce-status |ink-alarm
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10.3 show

10.3 show

Display device options and settings.

10.3.1 show device-status monitor

Display the device monitoring configurations.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show devi ce- st atus nonitor

10.3.2 show device-status state

Display the current state of the device.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show devi ce-status state
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10.3.3 show device-status trap

Display the device trap information and configurations.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show devi ce-status trap

10.3.4 show device-status events

Display occured device status events.
Mode: Conrmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show devi ce- st atus events

10.3.5 show device-status link-alarm

Display the monitor configurations of the network ports.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show devi ce-status |ink-alarm
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10.3.6 show device-status all

Display the configurable device status settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show devi ce-status all
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11.1 security-status

Configure the security status settings.

11.1.1 security-status monitor pwd-change

Sets the monitoring of default password change for\n‘'user' and ‘admin’.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: security-status nonitor pwd-change

Nno security-status monitor pwd-change
Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Adm ni st r at or
Format: no security-status nonitor pwd-change

11.1.2 security-status monitor pwd-min-length

Sets the monitoring of minimum length of the password\n(smaller 8).
Mode: A obal Config Mode
Privilege Level: Adm ni str at or
Format: security-status nonitor pwd-m n-|ength
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Nno security-status monitor pwd-min-length
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no security-status nonitor pwd-m n-|ength

11.1.3 security-status monitor pwd-policy-config

Sets the monitoring whether the minimum password policy is configured.
The device changes the security status to the value "error" if the value for at
least one of the following password rules is 0:\n"minimum upper
cases","minimum lower cases","minimum numbers","minimum special char-
acters".

Mode: G obal Confi g Mode

Privilege Level: Adm ni str at or

Format: security-status nonitor pwd-policy-config

Nno security-status monitor pwd-policy-config
Disable the option
Mode: 3 obal Confi g Mode
Privilege Level: Adm ni str at or
Format: no security-status nonitor pwd-policy-config
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11.1.4 security-status monitor pwd-policy-inactive

Sets the monitoring whether at least one user is\nconfigured with inactive
policy check.\nThe device changes the security status to the value "error" if
the function "policy check" is inactive for at least 1 user account.

Mode: d obal Confi g Mode

Privilege Level: Adm ni str at or

Format: security-status nonitor pwd-policy-inactive

No security-status monitor pwd-policy-inactive
Disable the option
Mode: @ obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no security-status nonitor pwd-policy-inac-
tive

11.1.5 security-status monitor telnet-enabled

Sets the monitoring of the activation of telnet on\nthe switch.
Mode: d obal Confi g Modde
Privilege Level: Adm ni str at or
Format: security-status nonitor telnet-enabled

No security-status monitor telnet-enabled
Disable the option
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no security-status nonitor tel net-enabl ed

RM GUI HiOS-2E EES
158 Release 4.0 07/2014



Device Security 11.1 security-status

11.1.6 security-status monitor http-enabled

Sets the monitoring of the activation of http on the switch.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: security-status nonitor http-enabl ed

No security-status monitor http-enabled
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni str at or
Format: no security-status nonitor http-enabl ed

11.1.7 security-status monitor snmp-unsecure

Sets the monitoring of SNMP security\n(SNMP v1/v2 is enabled or v3 encry-
tion is disabled).

Mode: G obal Confi g Mode

Privilege Level: Adm ni st rat or

Format: security-status nonitor snnp-unsecure

NOo security-status monitor snmp-unsecure
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni str at or
Format: no security-status nonitor snnp-unsecure
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11.1.8 security-status monitor sysmon-enabled

Sets the monitoring of the activation of System Monitor 1 on the switch.
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: security-status nonitor sysnon-enabl ed

No security-status monitor sysmon-enabled
Disable the option
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no security-status nonitor sysnon-enabl ed

11.1.9 security-status monitor no-link-enabled

Sets the monitoring of no link detection.
Mode: d obal Confi g Modde
Privilege Level: Adm ni str at or
Format: security-status nonitor no-Iink-enabl ed

Nno security-status monitor no-link-enabled
Disable the option
Mode: d obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: no security-status nonitor no-link-enabl ed
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11.1.10security-status monitor hidisc-write-
enabled

Sets the monitoring of HiDiscovery write enabled.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st rat or
Format: security-status nonitor hidisc-wite-enabled

No security-status monitor hidisc-write-enabled
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni str at or
Format: no security-status nonitor hidisc-wite-
enabl ed

11.1.11security-status monitor iec61850-mms-
enabled

Sets the monitoring of the activation of IEC 61850 MMS on the switch.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: security-status nonitor iec61850- ms-enabl ed

NOo security-status monitor iec61850-mms-enabled
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni str at or
Format: no security-status nonitor i1ec61850-mrs-
enabl ed
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11.1.12security-status monitor https-certificate

Sets the monitoring whether auto generated self-signed HTTPS certificate is
in use.

Mode: d obal Confi g Modde

Privilege Level: Adm ni str at or

Format: security-status nonitor https-certificate

No security-status monitor https-certificate
Disable the option
Mode: @ obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no security-status nonitor https-certificate

11.1.13security-status trap

Configure if a trap is sent when the security status\nchanges.
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: security-status trap

No security-status trap

Disable the option
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no security-status trap
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11.2 security-status

Configure the security status interface settings.

11.2.1 security-status no-link

Configure the monitoring of the specific ports.
Mode: | nt er f ace Range Mbde
Privilege Level: Adm ni str at or
Format: security-status no-1link

Nno security-status no-link

Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Adm ni strat or
Format: no security-status no-1link
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11.3 show

Display device options and settings.

11.3.1 show security-status monitor

Display the security status monitoring settings.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show security-status nonitor

11.3.2 show security-status state

Display the current security status.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show security-status state
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11.3.3 show security-status no-link

Display the settings of the monitoring of the specific\nnetwork ports.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show security-status no-1link

11.3.4 show security-status trap

Display the security status trap information and settings.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show security-status trap

11.3.5 show security-status events

Display occured security status events.
Mode: Conmand is in all npdes avail abl e.
Privilege Level: Guest
Format: show security-status events
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11.3.6 show security-status all

Display all security status settings.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show security-status all
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12 Differentiated Services
(DiffServ)
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12.1 diffserv

Enable or disable DiffServ.
Mode: A obal Confi g Mode
Privilege Level: Oper at or
Format: di f f serv
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12.2 class-map

Manage DiffServ classes.

12.2.1 class-map name

Configure a Diffserv class.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: cl ass-map nane <P-1> nmatch any ethertype <P-2>
cos <P-3> secondary-cos <P-4> destination-address <P-
5> <P- 6> <P-7> sour ce- address <P-8> <P-9> <P-10> dstip
<P-11> <P-12> srcip <P-13> <P-14> dstl| 4port <P-15>
srcl 4port <P-16> ip dscp <P-17> precedence <P-18> tos
<P-19> <P-20> protocol <P-21> vlan <P-22> secondary-
vl an <P-23> cl ass-map <P-24> <P- 25>

mat ch: Add a match rule for the class.

any: Match any packet.

et hert ype: Add a match condition based on the ethertype value.

cos: Add a match condition based on the COS value.

secondar y- cos: Add a match condition based on the secondary COS

value.

desti nati on- addr ess: Add a match condition based on the destination

mac address.

sour ce- addr ess: Add a match condition based on the source mac

address.

dsti p: Add a match condition based on the destination IPv4 address.

srci p: Add a match condition based on the source IP address.

dst | 4port : Add a match condition based on the layer 4 destination port.

srcl 4port : Add a match condition based on the layer 4 source port.

I p: Add a match condition based on IP DSCP, precedence or TOS fields.

dscp: Add a match condition based on the IP DSCP field.

pr ecedence: Add a match condition based on the IP precedence field.

t os: Add a match condition based on the IP TOS field.
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pr ot ocol : Add a match condition based on the IP protocol field.

vl an: Add a match condition based on the VLAN field.

secondar y- vl an: Add a match condition based on the secondary VLAN

field.

cl ass- map: Add/remove a set of match condition defined for another class.

Parameter Value Meaning

P-1 string Enter the DiffServ class nane, max. 31 char-

acters.

P-2 0x0600-0xffff et hertype
appletalk appl et al k
arp arp
ibmsna i brsna
ipv4 i pv4d
ipv6 i pv6
ipXx i pX
mplsmcast npl sncast
mplsucast npl sucast
netbios net bi os
novell novel |
pppoe pppoe
rarp rarp

P-3 0..7 CCS val ue.

P-4 0.7 CGCs val ue.

P-5 mac mac.

P- 6 aa:bb:cc:dd:ee:ff MAC addr ess.

P-7 mac MAC nask.

P-8 mac mac.

P-9 aa:bb:cc:dd:ee:ff MAC addr ess.

P-10 mac MAC nask.

P-11 A.B.C.D | P addr ess.

pP-12 <a.b.c.d> | P subnet nmask.

P-13 A.B.C.D | P addr ess.

P- 14 <a.b.c.d> | P subnet mask.

P- 15 domain donai n
echo echo
ftp ftp
ftpdata ft pdat a
http http
smtp sntp
snmp snnp
telnet t el net
tftp tftp
WWwW VWWY
0-65535 Port nunber
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Parameter Value Meaning
P-16 domain donmi n

echo echo

ftp ftp

ftpdata ftpdata

http http

smtp sntp

snmp snnp

telnet t el net

tftp tftp

WWW VW

0-65535 Port nunber
P-17 0-63 Deci mal val ue

afll af 11

af12 af 12

afl3 af 13

af2l af 21

af22 af 22

af23 af 23

af31 af 31

af32 af 32

af33 af 33

af4l af 41

af42 af 42

af43 af 43

be be

csO csO

csl csl

cs2 cs2

cs3 cs3

cs4 cs4

csb csb5

cs6 cs6

cs7 cs7

ef ef
P- 18 0.7 I p precedence val ue.
P- 19 string <00-ff> Tos bits/ msk.
P- 20 string <00-ff> Tos bits/mask.
P-21 icmp icnp

igmp i gnp

ip ip

tcp tcp

udp udp

0-255 Pr ot ocol nunber
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Parameter Value Meaning
pP- 22 1..4042 Enter the VLAN ID.
P- 23 1..4042 Enter the VLAN ID.
P- 24 string Enter the DiffServ class nane, max. 31 char-
acters.
P- 25 enable Enabl e the option.
disable Di sabl e the option.
12.2.2 class-map rename
Rename an existing class.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: cl ass- map renane <P-1> <P-2>
Parameter Value Meaning
P-1 string Enter the DiffServ class nane, max. 31 char-
acters.
P-2 string Enter the DiffServ class name, max. 31 char-
acters.
12.2.3 class-map match-all
Create a new match-all class.
Mode: d obal Confi g Modde
Privilege Level: Oper at or
Format: cl ass-map match-all <P-1>
Parameter Value Meaning
P-1 string Enter the DiffServ class name, max. 31 char-
acters.
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12.2.4 class-map remove

Remove a Diffserv class.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: cl ass- map renove <P-1>

Parameter Value Meaning
P-1 string Enter the DiffServ class nane, max. 31 char-
acters.
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12.3 policy-map

Manage DiffServ policies.

12.3.1 policy-map create

Create a DiffServ policy.
Mode: d obal Confi g Mdde
Privilege Level: Oper at or
Format: policy-map create <P-1> { in | out }

Parameter Value Meaning

P-1 string Enter the DiffServ policy nane, max. 31
characters.

P-2 in Traffic direction in.

P-2 out Traffic direction out.

12.3.2 policy-map name class add

Configure a Diffserv policy.

Mode: d obal Confi g Modde

Privilege Level: Oper at or

Format: pol i cy-map nane <string> class add <string>
cl ass: Manage DiffServ policy-class instances.
add: Add a policy-class instance.
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Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31
characters.

P-2 string Enter the DiffServ class nanme, max. 31 char-
acters.

12.3.3 policy-map name class name assign-queue

Configure a Diffserv policy.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: pol i cy- map nane <string> class nane <string>
assi gn- queue <0..7>
cl ass: Manage DiffServ policy-class instances.
name: Configure a policy-class instance.
assi gn- queue: Modify the queue id to which the associated traffic stream
Is assigned.

Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31
characters.

P-2 string Enter the DiffServ class nane, nax. 31 char-
acters.

P-3 0.7 Assi gn queue id.
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12.3.4 policy-map name class name conform-color

Configure a Diffserv policy.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: pol i cy-map nane <string> class name <string>
conformcol or <string>
cl ass: Manage DiffServ policy-class instances.
name: Configure a policy-class instance.
conf or m col or : Enable color-aware traffic policing and define the
conform-color class.

Parameter Value Meaning

P-1 string Enter the DiffServ policy nane, max. 31
characters.

P-2 string Enter the DiffServ class nane, nmax. 31 char-
acters.

P-3 string Enter the DiffServ class nane, max. 31 char-
acters.

12.3.5 policy-map name class name drop

Configure a Diffserv policy.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: pol i cy-map nane <string> class name <string>
dr op
cl ass: Manage DiffServ policy-class instances.
name: Configure a policy-class instance.
dr op: All packets for the associated traffic stream are dropped at ingress.

Parameter Value Meaning

P-1 string Enter the DiffServ policy nane, max. 31
characters.

P-2 string Enter the DiffServ class nane, max. 31 char-
acters.
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12.3.6 policy-map name class name mark

Configure a Diffserv policy.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: pol i cy-map nane <string> class name <string>
mark {cos <0..7> |
COS- as-sec-cos |
| p-dscp <af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
af 42| af 43| be| cs0| csl| cs2|
cs3| cs4| cs5| cs6| cs7| ef >
| p- precedence <0..7>}
cl ass: Manage DiffServ policy-class instances.
name: Configure a policy-class instance.
mar k: Add a mark attribute.
cos: Marks all packets with the specified COS value.
C0OS- as- sec- cos: Use secondary COS as COS.
I p- dscp: Marks all packets with the specified IP DSCP value.
I p- pr ecedence: Marks all packets with the specified IP precedence value.

Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31
characters.

P-2 string Enter the DiffServ class nanme, max. 31 char-
acters.

P-3 0..7 COS val ue.
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Parameter Value Meaning

P-4 afll af 11
afl2 af 12
afl3 af 13
af21 af 21
af22 af 22
af23 af 23
af3l af 31
af32 af 32
af33 af 33
af4l af 41
af42 af 42
af43 af 43
be be
csO csO
csl csl
cs2 cs2
cs3 cs3
cs4 cs4
csb cs5
cs6 cs6
cs7 cs7
ef ef

P-5 0.7 | p precedence val ue.

12.3.7 policy-map name class name mirror

Configure a Diffserv policy.
Mode: d obal Confi g Modde
Privilege Level: Oper at or
Format: pol i cy-map nane <string> class nanme <string>
mrror < 1/1 | 1/2 | 13| 1/4 | 2/1 |
212 | 213 | 2/4 | 3/1 | 3/2 |
3/3 | 3/4 | 4/1 | 4/2 | 4/3 |
4/4 | 5/1 | 5/2 | 5/3 | 5/4 >
cl ass: Manage DiffServ policy-class instances.
name: Configure a policy-class instance.
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m rror : Allincoming packets for the associated traffic stream are copied to

a specific egress interface.

Parameter Value

Meaning

P-1 string Enter the DiffServ policy nanme, max. 31
characters.
P-2 string Enter the DiffServ class nane, nax. 31 char-
acters.

P-3 1/1 slot 1/ port 1
1/2 slot 1/ port 2
1/3 slot 1 / port 3
1/4 slot 1/ port4
2/1 slot 2 / port 1
2/2 slot 2 / port 2
2/3 slot 2 / port 3
2/4 slot 2 / port 4
3/1 slot 3/ port 1
3/2 slot 3 / port 2
3/3 slot 3/ port 3
3/4 slot 3/ port 4
4/1 slot 4 / port 1
4/2 slot 4 / port 2
4/3 slot 4 / port 3
4/4 slot 4 / port 4
5/1 slot 5/ port 1
5/2 slot 5/ port 2
5/3 slot 5/ port 3
5/4 slot 5/ port 4
lag/1 lag instance 1
lag/2 lag instance 2
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12.3.8 policy-map name class name police-simple
conform action drop violate-action

Configure a Diffserv policy.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: pol i cy-map nane <string> class name <string>
police-sinple
< 1..4294967295> <1..128> conformaction
drop viol ate-action
{drop |
set-cos-as-sec-cos |
set-cos-transmt <0..7> |
set-dscp-transm t
<af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
af 42| af 43| be| ¢s0| cs1| cs2]|
cs3| cs4| cs5| cs6| cs7| ef > |
set-prec-transmt <0..7> |
set-sec-cos-transmt <0..7> |
transmt}

cl ass: Manage DiffServ policy-class instances.
name: Configure a policy-class instance.

pol i ce- si npl e: Establish the traffic policing style for the specified class.
conf orm act i on: Conform action.

vi ol at e- acti on: Violate action.

dr op: Drop.

Set - C0S- as- sec- C0S: set-cos-as-sec-cos
set-cos-transm t: set-cos-transmit
set-sec-cos-transm t: set-sec-cos-transmit
set-prec-transmt: set-prec-transmit

set -dscp-transm t: set-dscp-transmit
transmt: transmit

Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31
characters.

P-2 string Enter the DiffServ class name, max. 31 char-
acters.

P-3 1..4294967295 Data rate (Kbps).

P-4 1..128 Burst size (KB).
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Parameter Value Meaning
P-5 0..7 CGCS val ue.
P-6 afll af 11

af12 af 12

afl3 af 13

af21 af 21

af22 af 22

af23 af 23

af3l af 31

af32 af 32

af33 af 33

af4l af 41

af42 af 42

af43 af 43

be be

csO csO

csl csl

cs2 cs2

cs3 cs3

cs4 cs4

csb cs5

cs6 cs6

cs7 cs7

ef ef
P-7 0..7 I p precedence val ue.
P-8 0..7 CCS val ue.
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12.3.9 policy-map name class name police-simple
conform action set-cos-as-sec-cos violate-
action

Configure a Diffserv policy.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: pol i cy-map nane <string> class name <string>
police-sinple <1..4294967295> <1..128>
conformacti on set-cos-as-sec-cos
vi ol at e-acti on
{drop |
set-cos-as-sec-cos |
set-cos-transmt <0..7> |
set-dscp-transm t
<af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
af 42| af 43| be| ¢s0| cs1| cs2|
cs3| cs4| cs5| cs6| cs7| ef > |
set-prec-transmt <0..7> |
set-sec-cos-transmt <0..7> |
transmt}

cl ass: Manage DiffServ policy-class instances.
name: Configure a policy-class instance.

pol i ce- si npl e: Establish the traffic policing style for the specified class.
conf orm act i on: Conform action.

vi ol at e- acti on: Violate action.

dr op: Drop.

Set - cC0S- as- sec- C0S: set-cos-as-sec-cos
set-cos-transm t: set-cos-transmit
set-sec-cos-transm t: set-sec-cos-transmit
set-prec-transmt: set-prec-transmit

set -dscp-transm t: set-dscp-transmit
transmt: transmit

Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31
characters.

P-2 string Enter the DiffServ class name, max. 31 char-
acters.

P-3 1..4294967295 Data rate (Kbps).
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Parameter Value Meaning
P-4 1..128 Burst size (KB).
P-5 0..7 CCS val ue.
P-6 afll af 11

af12 af 12

afl3 af 13

af2l af 21

af22 af 22

af23 af 23

af31 af 31

af32 af 32

af33 af 33

af4l af 41

af42 af 42

af43 af 43

be be

csO csO

csl csl

cs2 cs2

cs3 cs3

cs4 cs4

csb cs5

cs6 cs6

cs7 cs7

ef ef
P-7 0.7 I p precedence val ue.
P-8 0..7 CCS val ue.
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12.3.10policy-map name class name police-simple
conform action set-cos-transmit violate-
action

Configure a Diffserv policy.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: pol i cy-map nane <string> class name <string>
police-sinple <1..4294967295> <1..128>
conformaction set-cos-transmt <0..7>
vi ol at e-acti on
{drop |
set-cos-as-sec-cos |
set-cos-transmt <0..7> |
set-dscp-transm t
<af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
af 42| af 43| be| ¢s0| cs1| cs2|
cs3| cs4| cs5| cs6| cs7| ef > |
set-prec-transmt <0..7> |
set-sec-cos-transmt <0..7> |
transmt}

cl ass: Manage DiffServ policy-class instances.
name: Configure a policy-class instance.

pol i ce- si npl e: Establish the traffic policing style for the specified class.
conf orm act i on: Conform action.

vi ol at e- acti on: Violate action.

dr op: Drop.

Set - cC0S- as- sec- C0S: set-cos-as-sec-cos
set-cos-transm t: set-cos-transmit
set-sec-cos-transm t: set-sec-cos-transmit
set-prec-transmt: set-prec-transmit

set -dscp-transm t: set-dscp-transmit
transmt: transmit

Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31
characters.

P-2 string Enter the DiffServ class name, max. 31 char-
acters.

P-3 1..4294967295 Data rate (Kbps).
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Parameter Value Meaning
P-4 1..128 Burst size (KB).
P-5 0..7 CCS val ue.
P-6 0.7 CGCsS val ue.
P-7 afll af 11

af12 af 12

afl3 af 13

af2l af 21

af22 af 22

af23 af 23

af3l af 31

af32 af 32

af33 af 33

af4l af 41

af42 af 42

af43 af 43

be be

csO csO

csl csl

cs2 cs2

cs3 cs3

csd cs4

csb csb5

cs6 cs6

cs7 cs7

ef ef
P-8 0.7 | p precedence val ue.
P-9 0..7 CCS val ue.
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12.3.11policy-map name class name police-simple
conform action set-dscp-transmit violate-
action

Configure a Diffserv policy.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: pol i cy-map nane <string> class name <string>
police-sinple <1..4294967295> <1..128>
conformaction set-dscp-transmt
<af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
af 42| af 43| be| cs0| csl| cs2|
cs3| cs4| cs5| cs6| cs7| ef >
vi ol ate-acti on
{drop |
set-cos-as-sec-cos |
set-cos-transmt <0..7> |
set-dscp-transm t
<af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
af 42| af 43| be| ¢s0| cs1| cs2|
cs3| cs4| csb| cs6| cs7| ef > |
set-prec-transmt <0..7> |
set-sec-cos-transmt <0..7> |
transmt}

cl ass: Manage DiffServ policy-class instances.
name: Configure a policy-class instance.

pol i ce- si npl e: Establish the traffic policing style for the specified class.
conf or m act i on: Conform action.

vi ol at e- act i on: Violate action.

dr op: Drop.

set - COS- as- sec- C0S: set-cos-as-sec-cos

set - cos-transm t: set-cos-transmit
set-sec-cos-transm t: set-sec-cos-transmit
set-prec-transm t: set-prec-transmit
set-dscp-transm t: set-dscp-transmit

t ransm t : transmit
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Parameter Value Meaning
P-1 string Enter the DiffServ policy name, max. 31
characters.
P-2 string Enter the DiffServ class nanme, max. 31 char-
acters.
P-3 1..4294967295 Data rate (Kbps).
P-4 1..128 Burst size (KB).
P-5 afll af 11
af12 af 12
afl3 af 13
af2l af 21
af22 af 22
af23 af 23
af3l af 31
af32 af 32
af33 af 33
af4l af 41
af42 af 42
af43 af 43
be be
csO csO
csl csl
cs2 cs2
cs3 cs3
cs4 cs4
csb cs5
cs6 cs6
cs7 cs7
ef ef
P-6 0..7 CCS val ue.
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Parameter Value Meaning
pP-7 afll af 11
afl2 af 12
afl3 af 13
af21 af 21
af22 af 22
af23 af 23
af3l af 31
af32 af 32
af33 af 33
af4l af 41
af42 af 42
af43 af 43
be be
csO csO
csl csl
cs2 cs2
cs3 cs3
cs4 cs4
csb cs5
cs6 cs6
cs7 cs7
ef ef
P-8 0.7 | p precedence val ue.
P-9 0..7 CCS val ue.
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12.3.12policy-map name class name police-simple
conform action set-prec-transmit violate-
action

Configure a Diffserv policy.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: pol i cy-map nane <string> class nanme <string>
police-sinple <1..4294967295> <1..128>
conformaction set-prec-transmt <0..7>
vi ol at e-acti on
{drop |
set-cos-as-sec-cos |
set-cos-transmt <0..7> |
set-dscp-transm t
<af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
af 42| af 43| be| cs0| cs1| cs2|
cs3| cs4| cs5| cs6| cs7| ef > |
set-prec-transmt <0..7> |
set-sec-cos-transmt <0..7> |
transmt}

cl ass: Manage DiffServ policy-class instances.
name: Configure a policy-class instance.

pol i ce- si npl e: Establish the traffic policing style for the specified class.
conf orm act i on: Conform action.

vi ol at e- acti on: Violate action.

dr op: Drop.

Set - C0S- as- sec- C0S: set-cos-as-sec-cos

set - cos-transm t: set-cos-transmit
set-sec-cos-transm t: set-sec-cos-transmit
set - prec-transm t: set-prec-transmit
set-dscp-transm t: set-dscp-transmit
transm t : transmit

Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31
characters.

P-2 string Enter the DiffServ class nane, max. 31 char-
acters.

P-3 1..4294967295 Data rate (Kbps).
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Parameter Value Meaning
P-4 1..128 Burst size (KB).
P-5 0.7 | p precedence val ue..
P-6 0.7 CGCs val ue.
pP-7 afll af 11

afl12 af 12

afl3 af 13

af2l af 21

af22 af 22

af23 af 23

af3l af 31

af32 af 32

af33 af 33

afal af 41

af42 af 42

af43 af 43

be be

csO csO

csl csl

cs2 cs2

cs3 cs3

cs4 cs4

csh cs5

cs6 Cs6

cs7 cs7

ef ef
P-8 0.7 | p precedence val ue.
P-9 0..7 CCS val ue.
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12.3.13policy-map name class name police-simple
conform action set-sec-cos-transmit violate-
action

Configure a Diffserv policy.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: pol i cy-map nane <string> class nanme <string>
police-sinple <1..4294967295> <1..128>
conformaction set-sec-cos-transmt <0..7>
vi ol at e-acti on
{drop |
set-cos-as-sec-cos |
set-cos-transmt <0..7> |
set-dscp-transm t
<af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
af 42| af 43| be| cs0| cs1| cs2|
cs3| cs4| cs5| cs6| cs7| ef > |
set-prec-transmt <0..7> |
set-sec-cos-transmt <0..7> |
transmt}

cl ass: Manage DiffServ policy-class instances.
name: Configure a policy-class instance.

pol i ce- si npl e: Establish the traffic policing style for the specified class.
conf orm act i on: Conform action.

vi ol at e- acti on: Violate action.

dr op: Drop.

Set - C0S- as- sec- C0S: set-cos-as-sec-cos

set - cos-transm t: set-cos-transmit
set-sec-cos-transm t: set-sec-cos-transmit
set - prec-transm t: set-prec-transmit
set-dscp-transm t: set-dscp-transmit
transm t : transmit

Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31
characters.

P-2 string Enter the DiffServ class nane, max. 31 char-
acters.

P-3 1..4294967295 Data rate (Kbps).
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Parameter Value Meaning
P-4 1..128 Burst size (KB).
P-5 0..7 CCs val ue.
P-6 0.7 CGCs val ue.
pP-7 afll af 11

afl12 af 12

afl3 af 13

af2l af 21

af22 af 22

af23 af 23

af3l af 31

af32 af 32

af33 af 33

afal af 41

af42 af 42

af43 af 43

be be

csO csO

csl csl

cs2 cs2

cs3 cs3

cs4 cs4

csh cs5

cs6 Cs6

cs7 cs7

ef ef
P-8 0.7 | p precedence val ue.
P-9 0..7 CCS val ue.
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12.3.14policy-map name class name police-simple
conform action transmit violate-action

Configure a Diffserv policy.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: pol i cy-map nane <string> class name <string>
police-sinple <1..4294967295> <1..128>
conformaction transmt violate-action
{drop |
set - cos-as-sec-cos |
set-cos-transmt <0..7> |
set-dscp-transm t
<af 11| af 12| af 13| af 21| af 22|
af 23| af 31| af 32| af 33| af 41|
af 42| af 43| be| cs0| cs1| cs2]|
cs3| cs4| cs5| cs6| cs7| ef > |
set-prec-transmt <0..7> |
set-sec-cos-transmt <0..7> |
transmt}

cl ass: Manage DiffServ policy-class instances.
name: Configure a policy-class instance.

pol i ce- si npl e: Establish the traffic policing style for the specified class.
conf or m act i on: Conform action.

vi ol at e- acti on: Violate action.

dr op: Drop.

set - COS- as- sec- C0S: set-cos-as-sec-cos
set-cos-transm t: set-cos-transmit
set-sec-cos-transm t: set-sec-cos-transmit
set - prec-transm t: set-prec-transmit

set -dscp-transm t: set-dscp-transmit
transm t : transmit

Parameter Value Meaning

P-1 string Enter the DiffServ policy nanme, max. 31
characters.

P-2 string Enter the DiffServ class nane, max. 31 char-
acters.

P-3 1..4294967295 Data rate (Kbps).

P-4 1..128 Burst size (KB).

P-5 0..7 CCS val ue.
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Parameter Value Meaning
P-6 afll af 11
afl2 af 12
afl3 af 13
af21 af 21
af22 af 22
af23 af 23
af3l af 31
af32 af 32
af33 af 33
af4l af 41
af42 af 42
af43 af 43
be be
csO csO
csl csl
cs2 cs2
cs3 cs3
cs4 cs4
csb cs5
cs6 cs6
cs7 cs7
ef ef
P-7 0.7 | p precedence val ue.
P-8 0..7 CCS val ue.
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12.3.15policy-map name class name police-two-
rate conform-action ... exceed-action ...
violate-action ...

Configure a Diffserv policy.

Mode: G obal Confi g Mode

Privilege Level: Qper at or

Format: pol i cy-map nane <string> class nanme <string>

police-two-rate <1..4294967295> <1..128>
<1..4294967295> <1..128>
conformaction *)
exceed-action *)
vi ol ate-action *)

*){drop |

set-cos-as-sec-cos |

set-cos-transmit <0..7> |

set-dscp-transmit
<afll|afl2|afl3|af21l|af22]
af23|af31|af32|af33|af4]]
af42|af43|be|csO|csl|cs?2|
cs3|cs4|cs5|cs6|cs7|ef> |

set-prec-transmit <0..7> |

set-sec-cos-transmit <0..7> |

transmit}

cl ass: Manage DiffServ policy-class instances.
name: Configure a policy-class instance.

pol i ce-two- r at e: Establish the two-rate traffic policing style for the spec-
ified class.

conf or m act i on: Conform action.

exceed- act i on: Exceed action.

vi ol at e- acti on: Violate action.

dr op: Drop.

set - COS- as- sec- C0S: set-cos-as-sec-cos

set - cos-transm t: set-cos-transmit

set -sec-cos-transm t: set-sec-cos-transmit
set-prec-transm t: set-prec-transmit

set -dscp-transm t: set-dscp-transmit

t ransm t : transmit
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Parameter Value Meaning
P-1 string Enter the DiffServ policy nanme, nmax. 31
characters.
P-2 string Enter the DiffServ class name, max. 31 char-
acters.

P-3 1..4294967295 Data rate (Kbps).
P-4 1..128 Burst size (KB).
P-5 1..4294967295 Data rate (Kbps).
P-6 1..128 Burst size (KB).
pP-7 0.7 CGCs val ue.
P-8 afll af 11

afl2 af 12

afl3 af 13

af21 af 21

af22 af 22

af23 af 23

af31 af 31

af32 af 32

af33 af 33

af4l af 41

af42 af 42

af43 af 43

be be

csO csO

csl csl

cs2 cs2

cs3 cs3

cs4d cs4

cs5S cs5

cs6 cs6

cs’/ cs’/

ef ef
P-9 0.7 | p precedence val ue.
P-10 0.7 CGCs val ue.
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12.3.16policy-map name class name redirect

Configure a Diffserv policy.

Mode: G obal Confi g Mode

Privilege Level: Qper at or

Format: pol i cy-map nane <string> class name <string>

redirect < 1/1 |
2/ 2 |
3/3 |
4/ 4 |

cl ass: Manage DiffServ policy-class instances.
name: Configure a policy-class instance.
r enove: Remove a policy-class instance.

14| 2/1 |
3/1| 3/2 |
412 | 413 |
5/3 | 5/4 |

lag/1 | lag/2 >

r edi r ect : All incoming packets for the associated traffic stream are redi-

rected to a specific egress interface.

Parameter Value Meaning

P-1 string Enter the DiffServ policy name, max. 31
characters.

P-2 string Enter the DiffServ class nane, nax. 31 char-
acters.
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Parameter Value

Meaning

P-3

1/1

slot 1/ port 1

1/2

slot 1 / port 2

1/3

slot 1/ port 3

1/4

slot 1/ port 4

2/1

slot 2 / port 1

2/2

slot 2 / port 2

2/3

slot 2 / port 3

2/4

slot 2 / port 4

3/1

slot 3/ port 1

3/2

slot 3/ port 2

3/3

slot 3/ port 3

3/4

slot 3/ port 4

4/1

slot 4 / port 1

4/2

slot 4 / port 2

4/3

slot 4 / port 3

4/4

slot 4 / port 4

5/1

slot 5/ port 1

5/2

slot 5/ port 2

5/3

slot 5/ port 3

5/4

slot 5/ port 4

lag/1

lag instance 1

lag/1

lag instance 1

12.3.17policy-map name class remove

Configure a Diffserv policy.
Mode: G obal

Confi g Mode

Privilege Level: Oper at or
Format: pol i cy-map nane <string> class renove <string>

cl ass: Manage DiffServ policy-class instances.
r enmove: Remove a policy-class instance.
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Parameter Value Meaning
P-1 string Enter the DiffServ policy name, max. 31
characters.
P-2 string Enter the DiffServ class nanme, max. 31 char-
acters.
12.3.18policy-map rename
Rename an existing DiffServ policy.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: pol i cy-map renane <string> <string>
Parameter Value Meaning
P-1 string Enter the DiffServ policy name, max. 31
characters.
P-2 string Enter the DiffServ policy name, max. 31
characters.
12.3.19policy-map remove
Remove a Diffserv policy.
Mode: A obal Config Mode
Privilege Level: Oper at or
Format: pol i cy-map renove <string>
Parameter Value Meaning
P-1 string Enter the DiffServ policy name, max. 31

char act ers.

RM GUI HiOS-2E EES
Release 4.0 07/2014

199



Differentiated Services (DiffServ) 12.4 service-policy

12.4 service-policy

Assign/detach a DiffServ traffic conditioning policy to/from all interfaces.
Mode: A obal Confi g Mode
Privilege Level: Oper at or
Format: servi ce- policy
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12.5 service-policy

Assign/detach a DiffServ traffic conditioning policy to/from an interface.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: ser vi ce- policy
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12.6 show

Display device options and settings.

12.6.1 show diffserv global

Show DiffServ global information.
Mode: Command is in all nodes avail able..
Privilege Level: Guest
Format: show di ffserv gl obal

12.6.2 show diffserv service brief

Display DiffServ policy summary information.
Mode: Command is in all nodes avail able. .
Privilege Level: Guest
Format: show di ffserv service brief
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12.6.3 show diffserv service interface

Display policy service information for the specified interface and direction.
Mode: Conmand is in all nodes avail able..
Privilege Level: Guest
Format: show di ffserv service interface <P-1> <P-2>

Parameter Value Meaning
P-1 slot no./port no.
P-2 in Traffic direction in

12.6.4 show class-map

Show existing DiffServ classes or display information for a specified class.
Mode: Conmand is in all nodes avail abl e. .
Privilege Level: Guest
Format: show cl ass-map [ <P-1>]

Parameter Value Meaning
P-1 string Enter the DiffServ class nane, max. 31 char-
acters.

12.6.5 show policy-map all

Show all Diffserv policies.
Mode: Conmand is in all nodes avail able..
Privilege Level: Guest
Format: show pol i cy-map all
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12.6.6 show policy-map interface

Show the policies attached to the specified interface.
Mode: Command is in all nodes avail able..
Privilege Level: Guest
Format: show policy-map interface <P-1> <P-2>

Parameter Value Meaning
P-1 slot no./port no.
P-2 in Traffic direction in

12.6.7 show policy-map name

Show information for the specified policy.
Mode: Command is in all nodes avail able..
Privilege Level: Guest
Format: show pol i cy-map nane <P-1>

Parameter Value Meaning

P-1 string Enter the DiffServ policy nanme, nmax. 31
characters.

12.6.8 show service-policy

Display a summary of policy-oriented statistics information for all interfaces
in the specified direction.

Mode: Command is in all nodes avail able. .

Privilege Level: Guest

Format: show servi ce-policy <P-1>

Parameter Value Meaning
P-1 in Traffic direction in
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13 DoS Mitigation

RM GUI HiOS-2E EES
Release 4.0 07/2014 205



DoS Mitigation 13.1 dos

13.1dos

Manage DoS Mitigation

13.1.1 dos tcp-null

Enables TCP Null scan protection - all TCP flags and TCP sequence number
zero.

Mode: d obal Confi g Modde

Privilege Level: Oper at or

Format: dos tcp-nul |

no dos tcp-null

Disable the option
Mode: d obal Confi g Mode
Privilege Level: Qper at or
Format: no dos tcp-null

13.1.2 dos tcp-xmas

Enables TCP XMAS scan protection - TCP FIN, URG, PSH equal 1 and SEQ
equals 0.

Mode: d obal Confi g Mdde

Privilege Level: Oper at or

Format: dos t cp- xnas
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no dos tcp-xmas

Disable the option
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: no dos tcp-xnas

13.1.3 dos tcp-syn-fin

Enables TCP SYN/FIN scan protection - TCP with SYN and FIN flags set.
Mode: A obal Config Mode
Privilege Level: Oper at or
Format: dos tcp-syn-fin

no dos tcp-syn-fin

Disable the option
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: no dos tcp-syn-fin

13.1.4 dos tcp-min-header

Enables TCP minimal header size check.
Mode: A obal Config Mode
Privilege Level: Oper at or
Format: dos t cp-m n- header
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no dos tcp-min-header

Disable the option
Mode: d obal Confi g Mode
Privilege Level: Qper at or
Format: no dos tcp-m n- header

13.1.5 dos icmp-fragmented

Enables fragmented ICMP protection.
Mode: A obal Confi g Mode
Privilege Level: Oper at or
Format: dos i cnp-fragnent ed

no dos icmp-fragmented
Disable the option
Mode: d obal Confi g Mode
Privilege Level: Qper at or

Format: no dos icnp-fragnented

13.1.6 dos icmp payload-check

Enables ICMP max payload size protection for IPv4 and IPv6.

Mode: A obal Confi g Mode
Privilege Level: Oper at or
Format: dos i cnp payl oad- check
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no dos icmp payload-check
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: no dos icnp payl oad- check

13.1.7 dos icmp payload-size

Configures maximum ICMP payload size (default: 512).
Mode: A obal Config Mode
Privilege Level: Oper at or
Format: dos i cnp payl oad-si ze <P-1>

Parameter Value Meaning
P-1 0..1472 Max. | CWP payl oad size (default: 512)

13.1.8 dos ip-land

Enables LAND attack protection - source IP equals destination IP.
Mode: d obal Confi g Mode
Privilege Level: Qper at or
Format: dos i p-1 and

no dos ip-land

Disable the option
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: no dos i p-1and
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13.1.9 dos tcp-offset

Enables TCP offset check - ingress TCP packets with fragment offset 1 are

dropped.
Mode: d obal Confi g Modde
Privilege Level: Oper at or
Format: dos t cp- of f set

Nno dos tcp-offset

Disable the option
Mode: @ obal Confi g Mode
Privilege Level: Qper at or
Format: no dos tcp-offset

13.1.10dos tcp-syn

Enables TCP source port smaller than 1024 protection.

Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: dos tcp-syn

Nno dos tcp-syn

Disable the option
Mode: d obal Confi g Mode
Privilege Level: Qper at or
Format: no dos tcp-syn
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13.1.11dos l4-port

Enables UDP or TCP source port equals destination port check.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: dos | 4- port

no dos l4-port

Disable the option
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: no dos | 4- port
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13.2 show

Display device options and settings.

13.2.1 show dos

Show DoS Mitigation parameters
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show dos
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14 IEEE 802.1x (Dot1x)
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14.1 dotlx

Configure 802.1X parameters.

14.1.1 dotlx dynamic-vian

Creates VLANs dynamically when a RADIUS-assigned VLAN does not exist.
Mode: d obal Confi g Mdde
Privilege Level: Oper at or
Format: dot 1x dynam c-vl an

no dotlx dynamic-vian

Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Qper at or
Format: no dot 1x dynam c-vl an

14.1.2 dotlx system-auth-control

Enable or disable 802.1X authentication support on the switch.
Mode: A obal Config Mode
Privilege Level: Oper at or
Format: dot 1x syst em aut h-contr ol

RM GUI HiOS-2E EES
214 Release 4.0 07/2014



IEEE 802.1x (Dotlx) 14.1 dotlx

no dotlx system-auth-control
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: no dot 1x system aut h-contr ol

14.1.3 dotlx monitor

Enable or disable 802.1X monitor mode.
Mode: A obal Config Mode
Privilege Level: Oper at or
Format: dot 1x noni t or

no dotlx monitor

Disable the option
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: no dot 1x nonitor
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14.2 dotlx

Configure 802.1X interface parameters.

14.2.1 dotlx guest-vian

Configure a VLAN as 802.1X guest VLAN.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dot 1x guest-vl an <P-1>

Parameter Value Meaning

P-1 0..4042 Enter the VLANID. Entering of 1D O disables
the feature.

14.2.2 dotlx max-req

Configure the maximum number of requests to be sent.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dot 1x max-req <P-1>

Parameter Value Meaning
P-1 1..10 Maxi mum nunber of requests (default: 2).
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14.2.3 dotlx port-control

Set the authentication mode on the specified port.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: dot 1x port-control <P-1>

Parameter Value Meaning
P-1 auto Port is actually controlled by protocol.
force-authorized Port is authorized unconditionally
(default).

force-unauthorized Port is unauthorized unconditionally.

14.2.4 dotlx re-authentication

Enable or disable re-authentication for the given interface.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: dot 1x re-aut hentication

no dotlx re-authentication

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no dot 1x re-authentication
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14.2.5 dotlx unauthenticated-vian

Configure a VLAN as 802.1X unauthenticated VLAN.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dot 1x unaut henti cat ed-vl an <P- 1>

Parameter Value Meaning

P-1 0..4042 Enter the VLAN ID. Entering of I DO disables
the feature.

14.2.6 dotlx timeout guest-vlan-period

Configure the guest-vlan period value.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dot 1x ti meout guest-vl an-period <P-1>

Parameter Value Meaning
P-1 1..300 Guest-vlan tinmeout in seconds (default: 90).

14.2.7 dotlx timeout reauth-period

Configure the re-authentication period.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dot 1x ti nmeout reauth-period <P-1>

Parameter Value Meaning
P-1 1..65535 Ti meout in seconds.
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14.2.8 dotlx timeout quiet-period

Configure the quiet period value.
Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: dot 1x ti nmeout quiet-period <P-1>

Parameter Value Meaning

P-1 0..65535 Qui et period in seconds (default:

60) .

14.2.9 dotlx timeout tx-period

Configure the transmit timeout period.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: dot 1x tinmeout tx-period <P-1>

Parameter Value Meaning

P-1 1..65535 Ti meout in seconds.

14.2.10dotlx timeout supp-timeout

Configure the supplicant timeout period.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: dot 1x timeout supp-tineout <P-1>

Parameter Value Meaning

P-1 1..65535 Ti neout i n seconds.
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14.2.11dotlx timeout server-timeout

Configure the server timeout period.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dot 1x ti neout server-tineout <P-1>

Parameter Value Meaning

P-1 1..65535 Ti meout in seconds.

14.2.12dotlx initialize

Begins the initialization sequence on the specified port (port-control mode

must be 'auto’).
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: dot 1x initialize

no dotlx initialize

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no dotl1lx initialize
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14.2.13dotlx re-authenticate

Begins the re-authentication sequence on the specified port (port-control
mode must be 'auto’).

Mode: | nt erf ace Range Mbde

Privilege Level: Qper at or

Format: dot 1x re-aut henticate

Nno dotlx re-authenticate

Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no dot 1x re-authenticate
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14.3 show

Display device options and settings.

14.3.1 show dotlx global

Display global 802.1X configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show dot 1x gl obal

14.3.2 show dotlx auth-history

Display 802.1X authentication events and information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show dot 1x aut h-history [<P-1>] [<P-2>]

Parameter Value Meaning
P-1 slot no./port no.
P-2 1..4294967294 802. 1X history log entry index. This can be

specified only if interface is
provi ded. \ nPar anet er Usage:[ <slot/port>
[index] ]
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14.3.3 show dotlx detalil

Display the detailed 802.1X configuration for the specified port.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show dot 1x detail <P-1>

Parameter Value Meaning
P-1 slot no./port no.

14.3.4 show dotlx summary

Display summary information of the 802.1X configuration for a specified port
or all ports.

Mode: Conmand is in all nobdes avail abl e.

Privilege Level: Guest

Format: show dot 1x sunmary [ <P-1>]

Parameter Value Meaning
P-1 slot no./port no.

14.3.5 show dotlx clients

Display 802.1X client information.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show dot 1x clients [<P-1>]

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.
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14.3 show

14.3.6 show dotlx statistics

Display the 802.1X statistics for the specified port.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show dot 1x statistics <P-1>

Parameter Value Meaning

P-1 slot no./port no.
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14 .4 clear

Clear several items.

14.4.1 clear dotlx statistics port

Resets the 802.1X statistics for specified port.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear dot 1x statistics port <P-1>

Parameter Value Meaning
P-1 slot no./port no.

14.4.2 clear dotlx statistics all

Resets the 802.1X statistics for all ports.
Mode: Pri vi | eged Exec Mode
Privilege Level: Qper at or
Format: cl ear dot 1x statistics all
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14.4 clear

14.4.3 clear dotlx auth-history port

Clears the 802.1X authentication history for specified port.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear dot 1x auth-history port <P-1>

Parameter Value Meaning

P-1 slot no./port no.

14.4.4 clear dotlx auth-history all

Clears the 802.1X authentication history for all ports.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear dot 1x auth-history all
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15 IEEE 802.3ad (Dot3ad)
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15.1 link-aggregation

Configure 802.3ad link aggregation parameters to increase bandwidth and
provide redundancy by combining connections.

15.1.1 link-aggregation add

Create a new Link Aggregation Group to increase bandwidth and provide link
redundancy. If desired, enter a name up to 15 alphanumeric characters in
length.

Mode: d obal Confi g Mode

Privilege Level: Oper at or

Format: | i nk- aggregati on add <P-1>

Parameter Value Meaning

P-1 lag/<lagport> | ag/ <l agport> Enter a lag interface in
| ag/ | agport fornmat.

15.1.2 link-aggregation modify

Modify the parameters for the specified Link Aggregation Group.
Mode: d obal Confi g Modde
Privilege Level: Oper at or
Format: | i nk- aggregati on nodi fy <P-1> nane <P- 2> addport
<P- 3> del eteport <P-4> adm nnode |linktrap static mn-
i nks <P-5>

name: Modify the name of the specified Link Aggregation Group.

addport : Add the specified port to the Link Aggregation Group.

del et eport : Delete the specified port from the Link Aggregation Group.

RM GUI HiOS-2E EES
228 Release 4.0 07/2014



IEEE 802.3ad (Dot3ad) 15.1 link-aggregation

adm nnode: Modify the administration mode of the specified Link Aggrega-
tion Group. To activate the group, enable the administration mode.

| i nkt r ap: Enable/Disable link trap notifications for the specified Link
Aggregation Group

st at i c: Enable or disable static capability for the specified Link Aggregation
Group on a device. When enabled, LACP automatically helps prevent loops
and allows non-link aggregation partners to support LACP.

m n- | i nks: Set the minimum links for the specified Link Aggregation
Group.

Parameter Value Meaning

P-1 slot no./port no.

P-2 string Enter a user-defined text, max. 15 charac-
ters.

P-3 slot no./port no.

P-4 slot no./port no.

P-5 slot no./port no.

no link-aggregation modify
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: no | i nk-aggregation nodify

15.1.3 link-aggregation delete

Delete the Link Aggregation Group to divide the group into individual connec-
tions.

Mode: d obal Confi g Mode

Privilege Level: Oper at or

Format: | i nk- aggregati on delete <P-1>

Parameter Value Meaning
P-1 slot no./port no.
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15.2 lacp

Configure lacp parameters.

15.2.1 lacp admin-key

Configure the administrative value of the key on this LAG.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | acp adm n- key <P-1>

Parameter Value Meaning
P-1 0..65535 Enter a nunber between 0 and 65535

15.2.2 lacp collector-max-delay

Configure the collector max delay on this LAG (default is 0).
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | acp col | ector-max-del ay <P-1>

Parameter Value Meaning
P-1 0..65535 Enter a nunber between 0 and 65535
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15.2.3 lacp lacpmode

Activate/deactivate LACP on an interface.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: | acp | acpnode

no lacp lacpmode

Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no | acp | acpnode

15.2.4 lacp actor admin key

Configure the value of the LACP actor admin key on this port(default 0).
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: | acp actor adm n key <P-1>

Parameter Value Meaning
P-1 0..65535 Enter a nunber between 0 and 65535

15.2.5 lacp actor admin state lacp-activity

Enable/disable the LACP activity on the actor admin state.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: | acp actor admn state |acp-activity
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no lacp actor admin state lacp-activity
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no | acp actor admn state | acp-activity

15.2.6 lacp actor admin state lacp-timeout

Enable/disable the LACP timeout on the actor admin state.
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: | acp actor adm n state | acp-ti neout

no lacp actor admin state lacp-timeout
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no | acp actor admin state |acp-tinmeout

15.2.7 lacp actor admin state aggregation

Enable/disable the aggregation on the actor admin state.
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: | acp actor adm n state aggregation
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no lacp actor admin state aggregation
Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no | acp actor adm n state aggregation

15.2.8 lacp actor admin port priority

Set LACP actor port priority value (default 128).
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: | acp actor admn port priority <P-1>

Parameter Value Meaning
P-1 0..65535 Enter a nunber between 0 and 65535

15.2.9 lacp partner admin key

Configure the administrative value of the LACP key for the protocol partner
on this LAG (default 0).

Mode: | nt er f ace Range Mbde

Privilege Level: Qper at or

Format: | acp partner adm n key <P-1>

Parameter Value Meaning
P-1 0..65535 Ent er a nunber between 0 and 65535
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15.2.10lacp partner admin state lacp-activity

Enable/disable the LACP activity on the partener admin state.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | acp partner admn state | acp-activity

no lacp partner admin state lacp-activity
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no | acp partner admn state |acp-activity

15.2.11lacp partner admin state lacp-timeout

Enable/disable the LACP timeout on the partener admin state.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | acp partner admn state | acp-ti neout

no lacp partner admin state lacp-timeout
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no | acp partner admn state |acp-ti neout
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15.2.12lacp partner admin state aggregation

Enable/disable the state aggregation on the partener admin state.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: | acp partner adm n state aggregation

no lacp partner admin state aggregation
Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no | acp partner adm n state aggregation

15.2.13lacp partner admin port priority

Set LACP partener port priority value (default 128).
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: | acp partner admn port priority <P-1>

Parameter Value Meaning
P-1 0..65535 Enter a nunber between 0 and 65535

15.2.14lacp partner admin port id

Set LACP partener port value (default 0).
Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: | acp partner admn port id <P-1>
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Parameter Value Meaning
P-1 0..65535 Enter a nunber between 0 and 65535

15.2.15lacp partner admin system-priority

Configure the partener system priority.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | acp partner adm n systempriority <P-1>

Parameter Value Meaning
P-1 0..65535 Enter a nunber between 0 and 65535

15.2.16lacp partner admin system-id

Configure the MAC address representing the administrative value of the LAG
ports protocol partner system ID default (00:00:00:00:00:00).

Mode: | nt er f ace Range Mbde

Privilege Level: Oper at or

Format: | acp partner admn systemid <P-1>

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.
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15.3 show

Display device options and settings.

15.3.1 show link-aggregation port

Show LAG configuration of a single port.
Mode: Conmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show | i nk-aggregati on port [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

15.3.2 show link-aggregation statistics

Show ports LAG statistics.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show | i nk- aggregation statistics [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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15.3.3 show link-aggregation members

Show the member ports for specified LAG.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | i nk- aggregati on nenbers <P-1>

Parameter Value Meaning
P-1 slot no./port no.

15.3.4 show lacp interface

Show LAG iterfaces attributes.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show | acp i nterface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

15.3.5 show lacp mode

Show lacp mode.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | acp node [ <P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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15.3.6 show lacp actor

Show Link Aggregation Control protocol actor attributes.

Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | acp actor [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

15.3.7 show lacp partner operational

Show Operational partner attributes.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest

Format: show | acp partner operational [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

15.3.8 show lacp partner admin

Show administrative partner attributes.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show | acp partner adm n [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.
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16 Filtering Database (FDB)
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16.1 mac-filter

16.1 mac-filter

16.1.1 mac-filter

Static MAC filter configuration.
Mode: A obal Config Mode
Privilege Level: Oper at or
Format: mac-filter <P-1> <P-2>

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.
P-2 1..4042 Enter the VLAN ID.
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16.2 bridge

16.2 bridge

Bridge configuration.

16.2.1 bridge aging-time

Aging time configuration.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: bri dge agi ng-tinme <P-1>

Parameter Value Meaning

P-1 10..500000 Enter a nunber in the given range.
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16.3 show

Display device options and settings.

16.3.1 show mac-filter-table static

Displays the MAC address filter table.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show mac-filter-table static
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16.4 show

Display device options and settings.

16.4.1 show bridge aging-time

Address aging time.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show bri dge aging-tine
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16.5 show

16.5 show

Display device options and settings.

16.5.1 show mac-addr-table

Displays the MAC address table.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show mac- addr -t abl e [ <P-1>]

Parameter Value Meaning
P-1 a:b:c:d:e:f Enter a MAC addr ess.
1..4042 Enter a VLAN I|ID.
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16.6 clear

16.6 clear

Clear several items.

16.6.1 clear mac-addr-table

Clears the MAC address table.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear mac-addr-tabl e
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17 HiDiscovery
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17.1 network

17.1 network

Configure the inband connectivity.

17.1.1 network hidiscovery operation

Enable/disable the HiDiscovery protocol on this device.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor k hi di scovery operation

no network hidiscovery operation
Disable the option
Mode: Pri vi | eged Exec Mode
Privilege Level: Qper at or
Format: no networ k hi di scovery operation

17.1.2 network hidiscovery mode

Set the access level for HiDiscovery.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Oper at or
Format: net wor k hi di scovery node <P-1>
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Parameter Value Meaning
P-1 read-write Al | ow detection and configuration.
read-only Al'l ow only detection, no configuration.

17.1.3 network hidiscovery blinking

Enable/disable the HiDiscovery blinking sequence on this device. This
prefernce is not saved in configuration

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: net wor k hi di scovery bl i nking

no network hidiscovery blinking
Disable the option
Mode: Pri vi | eged Exec Mbde
Privilege Level: Qper at or
Format: no networ k hidi scovery blinking
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17.2 show

17.2show

Display device options and settings.

17.2.1 show network hidiscovery

Show the HiDiscovery settings.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show net wor k hi di scovery
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18 Hypertext Transfer Protocol
(HTTP)
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18.1 http

Set HTTP parameters.

18.1.1 http port

Set the HTTP port number.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: http port <P-1>

Parameter Value Meaning
P-1 1..65535 Port number of the HTTP server (default:
80) .

18.1.2 http server

Enable or disable the HTTP server.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni strat or
Format: http server

no http server

Disable the option
Mode: d obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: no http server
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18.2 show

Display device options and settings.

18.2.1 show http

Show HTTP server information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show http
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19 HTTP Secure (HTTPS)
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19.1 https

Set HTTPS parameters.

19.1.1 https server

Enable or disable the HTTPS server.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: htt ps server

Nno https server

Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Adm ni st r at or
Format: no https server

19.1.2 https port

Set the HTTPS port number.
Mode: A obal Config Mode
Privilege Level: Adm ni str at or
Format: htt ps port <P-1>

Parameter Value Meaning
P-1 1..65535 Port number of the web server (default:
443) .
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19.1 https

19.1.3 https certificate

Generate/Delete HTTPS X509/PEM certificate.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: https certificate <P-1>

Parameter Value Meaning
P-1 generate Cenerates the item
delete Del etes the item
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19.2 copy

Copy different kinds of items.

19.2.1 copy httpscert remote

Copy X509/PEM certificate from server.

Mode: Pri vi | eged Exec Mode

Privilege Level: Adm ni str at or

Format: copy httpscert renpte <P-1> nvm
nvm Copy HTTPS certificate (PEM) from the remote server to the NV
memory.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 charac-
ters.
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19.3 show

Display device options and settings.

19.3.1 show https

Show HTTPS server information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show htt ps
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20 Integrated Authentification
Server (1AS)
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(IAS)

20.1 1as-users

Manage IAS Users and User Accounts.

20.1.1 ias-users add

Add a new IAS user.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: i as-users add <P-1>

Parameter Value Meaning
P-1 string <user> User nanme (up to 32 characters).

20.1.2 1as-users delete

Delete an existing IAS user.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni strat or
Format: i as-users delete <P-1>

Parameter Value Meaning
P-1 string <user> User nane (up to 32 characters).

RM GUI HiOS-2E EES
264 Release 4.0 07/2014



Integrated Authentification Server 20.1 ias-users
(IAS)

20.1.3 1as-users enable

Enable IAS user.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: i as- users enabl e <P-1>

Parameter Value Meaning
P-1 string <user> User nanme (up to 32 characters).

20.1.4 i1as-users disable

Disable IAS user.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: i as-users di sable <P-1>

Parameter Value Meaning
P-1 string <user> User nanme (up to 32 characters).

20.1.5 ias-users password

Change IAS user password.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: i as- users password <P-1> [ <P-2>]

Parameter Value Meaning

P-1 string <user> User nanme (up to 32 characters).

P-2 string Enter a user-defined text, max. 64 charac-
ters.
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20.2 show

Display device options and settings.

20.2.1 show ias-users

Display IAS users and user accounts information.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Adm ni str at or
Format: show i as-users
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21 IEC 61850 MMS Server
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21.11ec61850-mms

Configure the IEC61850 MMS Server settings.

21.1.1 iec61850-mms operation

Enable or disable the IEC61850 MMS Server. The MMS server facilitates
real-time distribution of data and supervisory control functions for substa-
tions.

Mode: d obal Confi g Modde

Privilege Level: Adm ni strat or

Format: i ec61850- nms operation

Nno iec61850-mms operation
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no i ec61850- nms operation
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21.1.2 iec61850-mms write-access

Enable or disable the Write-Access on IEC61850 bridge objects via MMS.
Write services allow the MMS client to access application content. - Possible
security risk, as MMS communication is not authenticated -

Mode: G obal Confi g Mode

Privilege Level: Adm ni str at or

Format: i ec61850-nmms write-access

Nno iec61850-mms write-access
Disable the option
Mode: 3 obal Confi g Mode
Privilege Level: Adm ni str at or
Format: no i ec61850-ms wite-access

21.1.3 iec61850-mms port

Defines the port number of the IEC61850 MMS server (default: 102).
Mode: G obal Confi g Mode
Privilege Level: Adm ni str at or
Format: i ec61850- nms port <P-1>

Parameter Value Meaning
P-1 1..65535 Port nunmber of the | EC61850 MVS server
(default: 102).
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21.1.4 iec61850-mms max-sessions

Defines the maximum number of concurrent IEC61850 MMS sessions
(default: 5).

Mode: d obal Confi g Modde

Privilege Level: Adm ni str at or

Format: i ec61850- mrs max- sessi ons <P-1>

Parameter Value Meaning

P-1 1..15 Maxi mum nunber of concurrent | EC61850 MVS
sessions (default: 5).

21.1.5 iec61850-mms technical-key

Defines the IEC61850 MMS Technical Key (default: KEY).
Mode: d obal Confi g Mode
Privilege Level: Adm ni str at or
Format: i ec61850- mms t echni cal - key <P-1>

Parameter Value Meaning

P-1 string Enter a | EC61850-7-2 Ed. VisibleString, max.
32 characters. The followi ng characters are
all owed: VisibleString ( FROM
("A|ta' |'B|'b"|"C|'c'|'D|'d'|'"E|'e'|"'F
M

SLETHEN RS

MmN O TR QR

Irl

"Ss'TT Tt Ut [TV TV W WX

| x|

vz

'O |T1 )23 4TS
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21.2 show

Display device options and settings.

21.2.1 show iec61850-mms

Show the IEC61850 MMS Server settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i ec61850- nms
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22 IGMP Snooping
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IGMP Snooping 22.1 igmp-snooping

22.1 iIgmp-snooping

Configure IGMP snooping.

22.1.1 igmp-snooping mode

Enable or disable IGMP snooping.
Mode: d obal Confi g Mdde
Privilege Level: Oper at or
Format: i gnp- snoopi ng node

No igmp-snooping mode

Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Qper at or
Format: no i gnp- snoopi ng node

22.1.2 igmp-snooping querier mode

Enable or disable IGMP snooping querier on the system.

Mode: A obal Config Mode
Privilege Level: Oper at or
Format: i gnp- snoopi ng queri er node
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IGMP Snooping 22.1 igmp-snooping

No igmp-snooping querier mode
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: no i gnp-snoopi ng querier node

22.1.3 igmp-snooping querier query-interval

Sets the IGMP querier query interval time (1-1800) in seconds.
Mode: A obal Config Mode
Privilege Level: Oper at or

Format: i gnp- snoopi ng querier query-interval <P-1>

Parameter Value Meaning

P-1 1..1800 Enter a nunber in the given range.

22.1.4 igmp-snooping querier timer-expiry

Sets the IGMP querier timer expiration period (60-300) in seconds.

Mode: d obal Confi g Mode
Privilege Level: Qper at or
Format: i gnp- snoopi ng querier tinmer-expiry <P-1>

Parameter Value Meaning

P-1 60..300 Enter a nunber in the given range.
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22.1.5 igmp-snooping querier version

Sets the IGMP version (1-3) of the query.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: i gnp- snoopi ng querier version <P-1>

Parameter Value Meaning

P-1 1.3 | GW snoopi ng querier's protocol version(1
to 3,default: 2).

22.1.6 igmp-snooping forward-unknown

Configure if and how unknown multicasts are forwarded.The setting can be
discard, flood or query-ports.The default is flood.

Mode: d obal Confi g Mode

Privilege Level: Oper at or

Format: i gnp- snoopi ng forward-unknown <P-1>

Parameter Value Meaning

P-1 discard Unknown nul ticast frames will be discarded.
flood Unknown nulticast frames will be fl ooded.
guery-ports Unknown nul ticast frames will be forwarded

only to query ports.
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22.2 Igmp-snhooping

Configure IGMP snooping.

22.2.1 igmp-snooping vian-id

Configure the VLAN parameters.
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: i gnp- snoopi ng vl an-id <P-1> node fast-I|eave
gr oupnenber shi p-i nterval <P-2> naxresponse <P-3>
ncrtrexpireti me <P-4> querier node address <P-5>
f orwar d- known <P-6> forward-all <P-7> static-query-
port <P-8> autonatic-node <P-9>
node: Enable or disable IGMP snooping per VLAN.
f ast - | eave: Enable or disable IGMP snooping fast-leave per VLAN.
gr oupnenber shi p-i nt erval : Set IGMP group membership interval time
(2-3600) in seconds per VLAN.
maxr esponse: Set the igmp maximum response time (1-25) in seconds per
VLAN.
ncrtrexpireti me: Sets the multicast router present expiration time (0-
3600) in seconds per VLAN.
gueri er: Set IGMP snooping querier on the system.
node: Enable or disable IGMP snooping querier per VLAN.
addr ess: Set IGMP snooping querier address on the system using a VLAN.
f or war d- known: Sets the mode how known multicast packets will be
treated.The default value is registered-ports-only(2).
f orwar d- al | : Enable or disable IGMP snooping forward-all.
stati c-query- port: Enable or disable IGMP snooping static-query-port.
aut omat i c- node: Enable or disable IGMP snooping automatic-mode.

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.

P-2 2..3600 Enter a nunber in the given range.
P-3 1..25 Enter a nunber in the given range.
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Parameter Value Meaning

P-4 0..3600 Enter a nunber in the given range.

P-5 a.b.c.d | P address.

P-6 query-and-regis- Addi tion of query ports to nulticast filter
tered-ports port masks.

registered-ports-only No addition of query ports to nulticast
filter portmasks.

pP-7 slot no./port no.
P-8 slot no./port no.
P-9 slot no./port no.

Nno igmp-snooping vlan-id

Disable the option
Mode: VLAN Dat abase Mode
Privilege Level: Qper at or
Format: no i gnp- snoopi ng vl an-id
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22.3 Igmp-snhooping

Configure IGMP snooping.

22.3.1 igmp-snooping mode

Enable or disable IGMP snooping per interface.
Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: i gnp- snoopi ng node

No igmp-snooping mode

Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no i gnp- snoopi ng node

22.3.2 igmp-snooping fast-leave

Enable or disable IGMP snooping fast-leave per interface.

Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: i gnp- snoopi ng fast-1| eave
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Nno igmp-snooping fast-leave
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no i gnp-snoopi ng fast-I| eave

22.3.3 igmp-snooping groupmembership-interval

Set IGMP group membership interval time (2-3600) in seconds per interface.
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: i gnp- snoopi ng gr oupnenber shi p-interval <P-1>

Parameter Value Meaning
P-1 2..3600 Enter a nunber in the given range.

22.3.4 igmp-snooping maxresponse

Set the igmp maximum response time (1-25) in seconds per interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: i gnp- snoopi ng maxresponse <P-1>

Parameter Value Meaning
P-1 1..25 Enter a nunber in the given range.
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22.3.5 igmp-snooping mcrtrexpiretime

Sets the multicast router present expiration time (0-3600) in seconds per
interface.

Mode: | nt erf ace Range Mbde

Privilege Level: Qper at or

Format: i gnp- snoopi ng ncrtrexpireti ne <P-1>

Parameter Value Meaning
P-1 0..3600 Enter a nunmber in the given range.

22.3.6 igmp-snooping static-query-port

Configures the interface as a static query interface in all VLANS.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: i gnp- snoopi ng stati c-query-port

No igmp-snooping static-query-port
Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no i gnp- snoopi ng static-query-port
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22.4 show

Display device options and settings.

22.4.1 show igmp-snooping global

Show IGMP snooping global information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i gnp- snoopi ng gl obal

22.4.2 show igmp-snooping interface

Show IGMP snooping interface information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i gnp-snoopi ng interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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22.4.3 show igmp-snooping vian

Show IGMP snooping VLAN information.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show i gnp-snoopi ng vl an [ <P-1>]

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

22.4.4 show igmp-snooping querier global

Show IGMP snooping querier information per VLAN.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show i gnp- snoopi ng querier gl obal

22.4.5 show igmp-snooping querier vian

Show IGMP snooping querier VLAN information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i gnp-snoopi ng querier vlan [<P-1>]

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
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22.4.6 show igmp-snooping enhancements vian

Show IGMP snooping VLAN information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i gnp- snoopi ng enhancenents vl an [ <P-1>]

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

22.4.7 show igmp-snooping enhancements
unknown-filtering

Show unknown multicast filering information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i gnp- snoopi ng enhancenents unknown-
filtering

22.4.8 show igmp-snooping statistics global

Show number of control packets processed by CPU.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i gnp- snoopi ng statistics gl obal
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22.4.9 show igmp-snooping statistics interface

Show number of control packets processed by CPU per interface.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show i gnp- snoopi ng statistics interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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22.5 show

Display device options and settings.

22.5.1 show mac-filter-table igmp-snooping

Display IGMP snooping entries in the MFDB table.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show mac-filter-table i gnp-snoopi ng
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22.6 clear

22.6 clear

Clear several items.

22.6.1 clear igmp-snooping

Clear all IGMP snooping entries.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear i gnp-snoopi ng
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23 Interface
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Interface 23.1 shutdown

23.1 shutdown

23.1.1 shutdown

Enable or disable the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: shut down

no shutdown

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no shut down
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Interface 23.2 auto-negotiate

23.2 auto-negotiate

23.2.1 auto-negotiate

Enable or disable automatic negotiation on the interface. The cable crossing
settings have no effect if auto-negotiation is enabled. In this case cable
crossing is always set to auto. Cable crossing is set to the value chosen by
the user if auto-negotiation is disabled.

Mode: | nt erf ace Range Mbde

Privilege Level: Oper at or

Format: aut o- negoti at e

Nno auto-negotiate

Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no aut o- negoti ate
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23.3 auto-power-down

23.3.1 auto-power-down

Set the auto-power-down mode on the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: aut o- power - down <P- 1>

Parameter Value Meaning
P-1 auto-power-save The port goes in a | ow power node.
no-power-save The port does not use the autonatic power
save node.
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23.4 cable-crossing

23.4.1 cable-crossing

Cable crossing settings on the interface. The cable crossing settings have no
effect if auto-negotiation is enabled. In this case cable crossing is always set
to auto. Cable crossing is set to the value chosen by the user if auto-negoti-
ation is disabled.

Mode: | nt erf ace Range Mbde

Privilege Level: Oper at or

Format: cabl e- crossi ng <P-1>

Parameter Value Meaning

P-1 mdi The port does not use the crossover node.
mdix The port uses the crossover node.
auto-mdix The port uses the auto crossover node.
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23.5 linktraps

23.5.1 linktraps

Enable/disable link up/down traps on the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | i nkt raps

no linktraps

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no | i nktraps
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Interface 23.6 speed

23.6 speed

23.6.1 speed

Sets the speed and duplex setting for the interface.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: speed <P-1> [ <P-2>]

Parameter Value Meaning

P-1 10 10 MBit/s.
100 100 MBit/s.
1000 1000 MBit/s.

P-2 full full dupl ex.
half hal f dupl ex.
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23.7 name

23.7.1 name

Set or remove a descriptive name for the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: name <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 64 charac-
ters.
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23.8 power-state

23.8.1 power-state

Enable or disable the power state on the interface. The interface power state
settings have no effect if the interface admin state is enabled.

Mode: | nt er f ace Range Mbde

Privilege Level: Qper at or

Format: power - st at e

no power-state

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: no power -state
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23.9 mac-filter

23.9 mac-filter

23.9.1 mac-filter

static mac filter configuration
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: mac-filter <P-1> <P-2>

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.
P-2 1..4042 Enter the VLAN ID.
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23.10led-signhaling

Enable or disable Port LED signaling.

23.10.1led-signaling operation

Enable or disable Port LED signaling.
Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: | ed-si gnal i ng operation

no led-signaling operation

Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no | ed-si gnaling operation
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23.11show

Display device options and settings.

23.11.1show port all

Show Table with interface parameters.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show port all
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23.12 show

23.12show

Display device options and settings.

23.12.1show led-signhaling operation

Show Port LED signaling operation.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show | ed- si gnal i ng operation
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24 Interface Statistics
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24 .1 utilization

Configure the interface utilization parameters.

24.1.1 utilization control-interval

Add interval time to monitor the bandwidth utilization of the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: utilization control-interval <P-1>

Parameter Value Meaning

P-1 1..3600 Add interval tinme to nonitor the bandw dth
utilization.

24.1.2 utilization alarm-threshold lower

Lower threshold value
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format:utilization alarmthreshold | ower <P-1>

Parameter Value Meaning

P-1 0..10000 Add alarmthreshold | ower value for noni-
toring bandwi dth utilization in hundredths
of a percent.

RM GUI HiOS-2E EES
304 Release 4.0 07/2014



Interface Statistics 24.1 utilization

24.1.3 utilization alarm-threshold upper

Upper threshold value
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: utilization alarmthreshold upper <P-1>

Parameter Value Meaning

P-1 0..10000 Add al arm threshol d upper val ue for noni-
toring bandwi dth utilization in hundredths
of a percent.
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24.2 clear

24.2 clear

Clear several items.

24.2.1 clear port-statistics

Clear all statistics counter.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear port-statistics
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24.3 show

24.3 show

Display device options and settings.

24.3.1 show interface counters

Show Table with interface counters.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i nterface counters

24.3.2 show interface utilization

Show interface utilization.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i nterface utilization [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.
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24.3 show

24.3.3 show interface statistics

Show summary interface statistics.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show i nterface statistics [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.

24.3.4 show interface ether-stats

Show detailed interface statistics.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show i nterface ether-stats [<P-1>]

Parameter Value Meaning

P-1 slot no./port no.
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25 Intern
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Intern 25.1 help

25.1 help

Display help for various special keys.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: hel p
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25.2 logout

Exit this session.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: | ogout
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25.3 history

Show a list of previously run commands.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: hi story
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25.4 vlan-mode

25.4.1 vlan-mode

Enter VLAN Configuration Mode.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: vl an- node <P-1>

Parameter Value Meaning
P-1 all Sel ect all VLAN confi gured.
vlan Ent er single VLAN.
vlan range Enter VLAN range seperated by hyphen e.g 1-
4.
vlan list Enter VLAN |ist seperated by conma e.g
2,4,6,...
complex range Enter VLAN range and several VLAN seperated
by comma for a list and hyphen for ranges e.g
2-4,6-9, 11.
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25.5 exit

Exit from vlan mode.
Mode: VLAN Dat abase ©Mode
Privilege Level: Oper at or
Format: exi t
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25.6 end

Exit to exec mode.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: end
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25.7 serviceshell

Enter system mode.

25.7.1 serviceshell deactivate

Disable the service shell access permanently (Cannot be undone).
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni str at or
Format: servi ceshel | deactivate
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25.8 traceroute

Trace route to a specified host.

25.8.1 traceroute maxttl

Set max TTL value.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format:traceroute <P-1> <P-2> nmaxttl <P-3> [inittt]l <P-
4>] [interval <P-5>] [count <P-6>] [maxFail <P-7>]
[size <P-8>] [port <P-9>]

[Tnittt]]:Initial TTL value.

[ 1 nterval]: Timeout until probe failure.

[ count ] : Number of probes for each TTL.

[ maxFai | ] : Maximum number of consecutive probes that can fail.

[ si ze] : Size of payload in bytes.

[ port] : UDP destination port.

Parameter Value Meaning

P-1 A.B.C.D | P address.

P-2 string Host name or | P address.

P-3 1..255 Enter a nunber in the given range.
P-4 0..255 Enter a nunber in the given range.
P-5 1..60 Enter a nunber in the given range.
P-6 1..10 Enter a nunber in the given range.
P-7 0..255 Enter a nunber in the given range.
P-8 0..65507 Enter a nunber in the given range.
P-9 1..65535 Enter port nunber between 1 and 65535
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25.9reboot

Reset the device (cold start).

25.9.1 reboot after

Schedule reboot after specified time.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni str at or
Format: r eboot after <P-1>

Parameter Value Meaning
P-1 0..2147483 Ent er Seconds Between 0 to 2147483. Setting
O will clear schedul ed Reboot if configurd.
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25.10ping

25.10.1ping

Send ICMP echo packets to a specified IP address.
Mode: Conmand is in all npdes avail abl e.
Privilege Level: Guest
Format: pi ng <P-1> <P-2>

Parameter Value Meaning
P-1 A.B.C.D | P address.
P-2 string Host nanme or | P address.
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25.11show

Display device options and settings.

25.11.1show reboot

Display Configured reboot in seconds
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show r eboot

25.11.2show serviceshell

Display the service shell access.
Mode: Conrmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show servi ceshel |
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26 Internet Protocol Version 4
(IPv4)

RM GUI HiOS-2E EES
Release 4.0 07/2014 321



Internet Protocol Version 4 (IPv4) 26.1 network

26.1 network

Configure the inband connectivity.

26.1.1 network protocol

Select DHCP, BOOTP or none as the network configuration protocol.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor k protocol <P-1>

Parameter Value Meaning

P-1 none No network config protocol
bootp BOOTP
dhcp DHCP

26.1.2 network parms

Set network address, netmask and gateway
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor k parns <P- 1> <P-2> [ <P- 3>]

Parameter Value Meaning

P-1 A.B.C.D | P addr ess.
P-2 A.B.C.D | P addr ess.
P-3 A.B.C.D | P addr ess.
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26.2 clear

26.2 clear

Clear several items.

26.2.1 clear arp-table-switch

Clear the agent's ARP table (cache).
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear arp-tabl e-switch
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26.3 show

Display device options and settings.

26.3.1 show network parms

Show network settings.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show net wor k par ns
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26.4 show

Display device options and settings.

26.4.1 show arp

Show ARP table.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show arp
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27 Link Backup
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27.1 link-backup

Configure Link Backup parameters.

27.1.1 link-backup operation

Enable or disable Link Backup.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: | i nk- backup operati on

no link-backup operation

Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Adm ni st r at or
Format: no | i nk-backup operation
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27.2 link-backup

Configure Link Backup parameters.

27.2.1 link-backup add

Add a Link Backup interface pair.
Mode: | nt er f ace Range Mbde
Privilege Level: Adm ni str at or
Format: | i nk- backup add <P-1> [fail back-tinme <P-2>]
[ description <P-3>]
[fail back-ti ne]: FailBack time in seconds for the interface pair.
[ descri pti on] : Description for the interface pair.

Parameter Value Meaning

P-1 slot no./port no.

P-2 0..3600 Fail Back time interval.(default: 30)

P-3 string Enter a user-defined text, max. 256 charac-
ters.

27.2.2 link-backup delete

Delete the associated backup interface.
Mode: | nt er f ace Range Mbde
Privilege Level: Adm ni str at or
Format: | i nk- backup delete <P-1>

Parameter Value Meaning
P-1 slot no./port no.
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27.2.3 link-backup modify

Modify a Link Backup interface pair.
Mode: | nt erf ace Range Mode
Privilege Level: Adm ni strat or

Format:| i nk- backup nodi fy <P-1> [fail back-st at us <P-2>]
[fail back-tinme <P-3>] [description <P-4>] [status <P-

5>]

[ fail back- st at us] : Modify failback status.(default: enabled)

[ fail back-ti ne]: Modify failback time.(default: 30)
[ descri pti on] : Description for the interface pair.

[ st at us] : Enable or disable a Link Backup interface pair entry.

Parameter Value Meaning
P-1 slot no./port no.
P-2 enable Enabl e the option.
disable Di sabl e the option.
P-3 0..3600 Fai |l Back tinme interval.(default: 30)
P-4 string Enter a user-defined text, max. 256 charac-
ters.
P-5 enable Enabl e the option.
disable Di sabl e the option.
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27.3 show

Display device options and settings.

27.3.1 show link-backup operation

Display Link Backup global information.
Mode: Conmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show | i nk- backup operation

27.3.2 show link-backup pairs

Display Link Backup interface pairs.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | i nk- backup pairs [<P-1>] [<P-2>]

Parameter Value Meaning
P-1 slot no./port no.
P-2 slot no./port no.
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28 Link Layer Discovery Protocol
(LLDP)
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28.1 lldp

Configure of Link Layer Discovery Protocol.

28.1.1 lldp operation

Enable or disable the LLDP operational state.
Mode: d obal Confi g Mdde
Privilege Level: Oper at or
Format: | | dp operation

no lldp operation

Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Qper at or
Format: no || dp operati on

28.1.2 lldp config chassis admin-state

Enable or disable the LLDP operational state.
Mode: A obal Config Mode
Privilege Level: Oper at or
Format: | | dp config chassis adm n-state <P-1>
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Parameter Value Meaning
P-1 enable Enabl e t he opti on.
disable Di sabl e the option.

28.1.3 lldp config chassis notification-interval

Enter the LLDP notification interval in seconds.
Mode: A obal Config Mode
Privilege Level: Oper at or

Format: | | dp config chassis notification-interval <P-1>
Parameter Value Meaning
P-1 5..3600 Enter a nunber in the given range.

28.1.4 lldp config chassis re-init-delay

Enter the LLDP re-initialization delay in seconds.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: | | dp config chassis re-init-delay <P-1>

Parameter Value Meaning

P-1 1..10 Enter a nunber in the given range.
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28.1.5 lldp config chassis tx-delay

Enter the LLDP transmit delay in seconds.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: | | dp config chassis tx-delay <P-1>

Parameter Value Meaning
P-1 1..8192 Enter a nunber in the given range.

28.1.6 lldp config chassis tx-hold-multiplier

Enter the LLDP transmit hold multiplier.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: I | dp config chassis tx-hold-nmultiplier <P-1>

Parameter Value Meaning
P-1 2.10 Enter a number in the given range.

28.1.7 lldp config chassis tx-interval

Enter the LLDP transmit interval in seconds.
Mode: d obal Confi g Modde
Privilege Level: Oper at or
Format: I | dp config chassis tx-interval <P-1>

Parameter Value Meaning
P-1 5..32768 Enter a nunber in the given range.
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28.2 show

Display device options and settings.

28.2.1 show lldp global

Display the LLDP global configurations.
Mode: Conmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show | | dp gl obal

28.2.2 show lldp port

Display port specific LLDP configurations.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | | dp port [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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28.2 show

28.2.3 show lldp remote-data

Remote information collected with LLDP.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show | | dp renote-data [ <P-1>]

Parameter Value Meaning

P-1 slot no./port no.
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28.31ldp

Configure of Link Layer Discovery Protocol on a port.

28.3.1 lldp admin-state

Configure how the interface processes LLDP frames.
Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: | | dp adm n-state <P-1>

Parameter Value Meaning
P-1 tx-only Interface will only transmt LLDP franes.
Recei ved frames are not processed.
rx-only Interface will only receive LLDP frames.
Frames are not transmtted.
tx-and-rx Interface will transmt and receive LLDP
frames. This is the default setting.
disable Interface will neither transmt nor process

recei ved LLDP franes.

28.3.2 lldp fdb-mode

Configure the LLDP FDB mode for this interface.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: | | dp f db-node <P-1>
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Parameter Value Meaning
P-1 lldp-only Col l ected renote data wll be based on
recei ved LLDP franes only.
mac-only Col l ected renote data will be based on the
switch's FDB entries only.
both Coll ected renote data will be based on

recei ved LLDP franes as well as on the

switch's FDB entri es.

auto-detect As |l ong as no LLDP frames are received, the
collected renpte data will be based on the
switch's FDB entries only. After the first
LLDP frame i s received, the renpte data will
be based on received LLDP franes only. This

is the default setting.

28.3.3 lldp max-neighbors

Enter the LLDP max neighbors for interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: | | dp max- nei ghbors <P-1>

Parameter Value Meaning

P-1 1..50 Enter a nunber in the given range.

28.3.4 lldp notification

Enable or disable the LLDP notification operation for interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: I | dp notification
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no lldp notification

Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no |l dp notification

28.3.5 lldp tlv link-aggregation

Enable or disable link-aggregation TLV transmission.
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: I 1 dp tlv Iink-aggregation

no lldp tlv link-aggregation
Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format:no I 1dp tlv |ink-aggregation

28.3.6 lldp tlv mac-phy-config-state

Enable or disable mac-phy-config-state TLV transmission.
Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: | | dp tlv mac-phy-config-state
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no lldp tlv mac-phy-config-state
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format:no Il dp tlv mac-phy-config-state

28.3.7 lldp tlv max-frame-size

Enable or disable max-frame-size TLV transmission.
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: I | dp tlv max-frane-size

no lldp tlv max-frame-size

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format:no Il dp tlv max-frane-size

28.3.8 lldp tlv mgmt-addr

Enable or disable mgmt-addr TLV transmission.
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: | | dp tlv ngnt - addr
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no lldp tlv mgmt-addr

Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format:no |l dp tlv ngnt-addr

28.3.9 lldp tlv port-desc

Enable or disable port description TLV transmission.
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: | | dp tlv port-desc

no lldp tlv port-desc

Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format:no |l dp tlv port-desc

28.3.10lldp tlv port-vian

Enable or disable port-vlan TLV transmission.
Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: | 1| dp tlv port-vlan
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28.3 lldp

no lldp tlv port-vian

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format:no [l dp tlv port-vlan

28.3.11lldp tlv protocol

Enable or disable protocol TLV transmission.
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: I | dp tlv protocol

no lldp tlv protocol

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format:no Il dp tlv protocol

28.3.12lldp tlv sys-cap

Enable or disable system capabilities TLV transmission.

Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: | | dp tlv sys-cap
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no lldp tlv sys-cap

Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format:no |l dp tlv sys-cap

28.3.13lldp tlv sys-desc

Enable or disable system description TLV transmission.

Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: | | dp tlv sys-desc

no lldp tlv sys-desc

Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format:no Il dp tlv sys-desc

28.3.14lldp tlv sys-name

Enable or disable system name TLV transmission.

Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: | 1l dp tlv sys-nane
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no lldp tlv sys-name

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format:no Il dp tlv sys-nane

28.3.15lldp tlv vlan-name

Enable or disable vlan name TLV transmission.
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: I | dp tlv vl an- nane

no lldp tlv vlan-name

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format:no Il dp tlv vl an-nane

28.3.16lldp tlv protocol-based-vian

Enable or disable protocol-based vian TLV transmission.
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format:| | dp tlv protocol -based- vl an
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no lldp tlv protocol-based-vian
Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format:no |l dp tlv protocol-based-vl an

28.3.171ldp tlv igmp

Enable or disable igmp TLV transmission.
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: [ 1 dp tlv ignp

no lldp tlv igmp

Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format:no [1dp tlv ignp

28.3.18lldp tlv portsec

Enable or disable portsec TLV transmission.
Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: | | dp tlv portsec

RM GUI HiOS-2E EES
Release 4.0 07/2014 347



Link Layer Discovery Protocol (LLDP)
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no lldp tlv portsec

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format:no Il dp tlv portsec

28.3.19lldp tlv ptp

Enable or disable PTP TLV transmission.

Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: I 1 dp tlv ptp

no lldp tlv ptp

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format:no Il dp tlv ptp
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29.1logging

Logging configuration.

29.1.1 logging audit-trail

Add a comment for the audit trail.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: | oggi ng audit-trail <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 80 charac-
ters.

29.1.2 logging buffered severity

Configure the minimum severity level to be logged to the high priority buffer.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni strat or
Format: | oggi ng buffered severity <P-1>

RM GUI HiOS-2E EES
350 Release 4.0 07/2014



Logging 29.1 logging

Parameter Value Meaning
P-1 emergency Systemis unusable. Systemfailure has
occurred.
alert Action nust be taken i medi ately. Unrecover-
abl e failure of a conmponent. Systemfailure
likely.
critical Recoverabl e failure of a conmponent that may
lead to systemfailure
error Error conditions. Recoverable failure of a
conponent .
warning M nor failure, e.g. msconfiguration of a
conponent .
notice Nor mal but significant conditions.
informational I nf ormat i onal messages.
debug Debug-1 evel nessages.

Sanme as energency
Sane as al ert

Sane as critical
Sane as error

Same as warni ng

Sane as notice

Sane as infornmationa
Same as debug

N[OOI~ [WIN|FL|O

29.1.3 logging host add

Add a new logging host.
Mode: d obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: | oggi ng host add <P-1> addr <P-2> <P-3> [port <P-
4>] [severity <P-5>] [type <P-6>]
addr : Enter the IP address of the server.
[ port] : Enter the UDP port used for syslog server transmission.
[ severi ty]: Configure the minimum severity level to be sent to this syslog
server.
[ t ype] : Configure the type of log messages to be sent to the syslog server.
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Parameter Value

Meaning

P-1 1.8 Sysl og server entry index
pP-2 string Host name or | P address.
P-3 a.b.c.d | P address.
P-4 1..65535 UDP port nunber to be used
P-5 emergency Systemis unusable. Systemfailure has
occurred.
alert Action nust be taken i nmedi ately. Unrecover-
able failure of a conmponent. Systemfailure
i kely.
critical Recoverabl e failure of a conponent that may
|l ead to systemfailure.
error Error conditions. Recoverable failure of a
conponent .
warning M nor failure, e.g. msconfiguration of a
conponent .
notice Nor mal but significant conditions.
informational I nf ormat i onal messages.
debug Debug- | evel nessages.
0 Sanme as energency
1 Sanme as alert
2 Same as critical
3 Sanme as error
4 Sane as war ni ng
5 Sanme as notice
6 Same as informational
7 Same as debug
P-6 systemlog the systemevent | og entries
audittrail the audit trail log entries

29.1.4 logging host delete

Delete a logging host.
Mode: d obal

Confi g Mode

Privilege Level: Adm ni str at or
Format: | oggi ng host delete <P-1>

Parameter Value

Meaning

P-1

1.8

Sysl og server entry index
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29.1.5 logging host enable

Enable a logging host.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: | oggi ng host enabl e <P-1>

Parameter Value Meaning
P-1 1.8 Sysl og server entry index

29.1.6 logging host disable

Disable a logging host.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: | oggi ng host di sable <P-1>

Parameter Value Meaning
P-1 1.8 Sysl og server entry index

29.1.7 logging host modify

Modify an existing logging host.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: | oggi ng host nodify <P-1> [addr <P-2> <P-3>]
[ port <P-4>] [severity <P-5>] [type <P-6>]
[ addr ] : Enter the IP address of the server.
[ port] : Enter the UDP port used for syslog server transmission.
[ severi ty]: Configure the minimum severity level to be sent to this syslog
server.
[ t ype] : Configure the type of log messages to be sent to the syslog server.
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Parameter Value Meaning
P-1 1.8 Sysl og server entry index
pP-2 string Host name or | P address.
P-3 a.b.c.d | P address.
P-4 1..65535 UDP port nunber to be used
P-5 emergency Systemis unusable. Systemfailure has
occurred.
alert Action nust be taken i nmedi ately. Unrecover-
able failure of a conmponent. Systemfailure
i kely.
critical Recoverabl e failure of a conponent that may
|l ead to systemfailure.
error Error conditions. Recoverable failure of a
conponent .
warning M nor failure, e.g. msconfiguration of a
conponent .
notice Nor mal but significant conditions.
informational I nf ormat i onal messages.
debug Debug- | evel nessages.
0 Sanme as energency
1 Sanme as alert
2 Same as critical
3 Sanme as error
4 Sane as war ni ng
5 Sanme as notice
6 Same as informational
7 Same as debug
P-6 systemlog the systemevent | og entries
audittrail the audit trail log entries

29.1.8 logging syslog operation

Enable or disable the syslog client.
Mode: A obal Config Mode
Privilege Level: Adm ni str at or
Format: | oggi ng sysl og operation
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no logging syslog operation
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no | oggi ng sysl og operation

29.1.9 logging current-console operation

Enable or disable logging messages to the current remote console.
Mode: A obal Config Mode
Privilege Level: Adm ni str at or
Format: | oggi ng current-consol e operati on

no logging current-console operation
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no | oggi ng current-consol e operati on

29.1.10logging current-console severity

Configure the minimum severity level to be sent to the current remote
console.

Mode: d obal Confi g Mode

Privilege Level: Adm ni str at or

Format: | oggi ng current-consol e severity <P-1>

RM GUI HiOS-2E EES
Release 4.0 07/2014

355



Logging

29.1 logging

Parameter Value Meaning
P-1 emergency Systemis unusable. Systemfailure has
occurred.
alert Action nust be taken i nmedi ately. Unrecover-
able failure of a conmponent. Systemfailure
likely.
critical Recoverabl e failure of a conponent that may
lead to systemfailure.
error Error conditions. Recoverable failure of a
conponent .
warning M nor failure, e.g. msconfiguration of a
conponent .
notice Nor mal but significant conditions.

informational

I nf ormati onal messages.

o
D
O
C
«

Debug- | evel nessages.

Sane as energency

Sanme as al ert

Sanme as critical

Sane as error

Same as war ni ng

Same as notice

Same as i nformational

N[O [WIN|[F]|O

Sanme as debug

29.1.11logging console operation

Enable or disable logging to the local V.24 console.
Mode: d obal Confi g Modde
Privilege Level: Adm ni strat or
Format: | oggi ng consol e operati on

no logging console operation

Disable the option

Mode: 3 obal

Confi g Mode

Privilege Level: Adm ni strat or
Format: no | oggi ng consol e operati on
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29.1.12logging console severity

Configure the minimum severity level to be logged to the V.24 console.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: | oggi ng consol e severity <P-1>

Parameter Value Meaning
P-1 emergency Systemis unusable. Systemfailure has
occurred.
alert Action nust be taken i medi ately. Unrecover-
able failure of a conponent. Systemfailure
likely.
critical Recoverabl e failure of a conponent that may
lead to systemfailure.
error Error conditions. Recoverable failure of a
conponent .
warning M nor failure, e.g. msconfiguration of a
conponent .
notice Nor mal but significant conditions.
informational I nf ormat i onal messages.
debug Debug- | evel messages.

Sanme as energency
Sane as al ert

Sane as critical
Sane as error

Sane as warni ng

Same as notice

Sane as infornmationa
Same as debug

N[O~ [WIN|[FL|O
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29.2 show

Display device options and settings.

29.2.1 show logging buffered

Display buffered (in-memory) log entries.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show | oggi ng buffered [ <P-1>]

Parameter Value Meaning

P-1 string <filter> Enter a conma separated |ist of
severity ranges, nunbers or enumstrings are
al l owed. Exanple: 0-1,infornational-debug

29.2.2 show logging traplogs

Display trap log entries.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show | oggi ng trapl ogs

RM GUI HiOS-2E EES
358 Release 4.0 07/2014



Logging

29.2 show

29.2.3 show logging console

Display console logging configurations.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show | oggi ng consol e

29.2.4 show logging syslog

Display current syslog operational setting.

Mode: Command is in all nobdes avail abl e.

Privilege Level: Guest
Format: show | oggi ng sysl og

29.2.5 show logging host

Display a list of logging hosts currently configured.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show | oggi ng host
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29.3 copy

Copy different kinds of items.

29.3.1 copy eventlog buffered remote

Copy buffered log to file server.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: copy eventlog buffered renote <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 charac-
ters.

29.3.2 copy traplog system remote

Copy traplog to file server
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: copy trapl og systemrenote <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 charac-
ters.

RM GUI HiOS-2E EES
360 Release 4.0 07/2014



Logging

29.3 copy

29.3.3 copy audittrail system remote

Copy audit trail to file server.
Mode: Pri vi | eged Exec Mode
Privilege Level: Audi t or
Format: copy audittrail systemrenote <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 charac-
ters.
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29 .4 clear

Clear several items.

29.4.1 clear logging buffered

Clear buffered log from memory.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni str at or
Format: cl ear | ogging buffered

29.4.2 clear eventlog

Clear the event log entries from memory.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Adm ni str at or
Format: cl ear eventl og
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30 Management Access

RM GUI HiOS-2E EES
Release 4.0 07/2014 363



Management Access 30.1 network

30.1 network

Configure the inband connectivity.

30.1.1 network management access web timeout

Set the web interface idle timeout.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni str at or
Format: net wor K managenent access web tinmeout <P-1>

Parameter Value Meaning
P-1 0..160 Idle tineout of a session in mnutes
(default: 5).

30.1.2 network management access add

Add a new entry with index.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni strat or
Format: net wor Kk managenent access add <P-1> [ip <P-2>]
[mask <P-3>] [http <P-4>] [https <P-5>] [snnp <P-6>]
[tel net <P-7>] [iec61850-ms <P-8>] [ssh <P-9>]
[ 1 p]: Configure IP address which should have access to management.
[ mask] : Configure network mask to allow a subnet for management access.
[ htt p] : Configure if HTTP is allowed to have management access.
[ htt ps]: Configure if HTTPS is allowed to have management access.
[ snnp] : Configure if SNMP is allowed to have management access.
[t el net] : Configure if telnet is allowed to have management access.
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[ 1 ec61850- mrs] : Configure if IEC61850-Mms is allowed to have manage-
ment access.
[ ssh] : Configure if SSH is allowed to have management access.

Parameter Value Meaning
P-1 1..16 Pool entry index.
P-2 a.b.c.d | P address.
P-3 0..32 Prefix | ength net mask.
P-4 enable Enabl e the opti on.
disable Di sabl e the option.
P-5 enable Enabl e t he opti on.
disable Di sabl e the option.
P-6 enable Enabl e t he option.
disable Di sabl e the option.
pP-7 enable Enabl e t he opti on.
disable Di sabl e the option.
P-8 enable Enabl e t he option.
disable Di sabl e the option.
P-9 enable Enabl e the opti on.
disable Di sabl e the option.

30.1.3 network management access delete

Delete an entry with index.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Adm ni str at or
Format: net wor kK managenent access delete <P-1>

Parameter Value Meaning
P-1 1..16 Pool entry index.
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30.1.4 network management access modify

Modify an entry with index.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni strat or
Format: net wor k managenent access nodify <P-1> ip <P-2>
mask <P-3> http <P-4> https <P-5> snnp <P-6> tel net <P-
7> 1ec61850-mms <P-8> ssh <P-9>
I p: Configure ip-address which should have access to management.
mask: Configure network mask to allow a subnet for management access.
ht t p: Configure if HTTP is allowed to have management access.
ht t ps: Configure if HTTPS is allowed to have management access.
snnp: Configure if SNMP is allowed to have management access.
t el net : Configure if telnet is allowed to have management access.
| ec61850- nmrs: Configure if IEC61850-Mms is allowed to have manage-
ment access.
ssh: Configure if ssh is allowed to have management access.

Parameter Value Meaning
P-1 1..16 Pool entry index.
P-2 a.b.c.d | P address.
P-3 0..32 Prefix | ength netmask.
P-4 enable Enabl e the option.
disable Di sabl e the option.
P-5 enable Enabl e the opti on.
disable Di sabl e the option.
P-6 enable Enabl e the option.
disable Di sabl e the option.
pP-7 enable Enabl e the option.
disable Di sabl e the option.
P-8 enable Enabl e the option.
disable Di sabl e the option.
P-9 enable Enabl e the option.
disable Di sabl e the option.
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30.1.5 network management access operation

Enable/Disable operation for RMA.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni st r at or
Format: net wor K managenent access operation

Nno network management access operation
Disable the option
Mode: Pri vi | eged Exec Mbde
Privilege Level: Adm ni str at or
Format: no networ k managenent access operation

30.1.6 network management access status

Activate/Deactivate an entry.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni st r at or
Format: net wor kK managenent access status <P-1>

Parameter Value Meaning
P-1 1..16 Pool entry index.

no network management access status
Disable the option
Mode: Pri vi | eged Exec Mbde
Privilege Level: Adm ni str at or
Format: no net wor k managenent access st atus
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30.2 show

Display device options and settings.

30.2.1 show network management access global

Show global restricted management access preferences.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show net wor kK managenent access gl obal

30.2.2 show network management access rules

Show restricted management access rules.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show net wor kK managenent access rules [<P-1>]

Parameter Value Meaning
P-1 1..16 Pool entry index.
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Management Address 31.1 network

31.1 network

Configure the inband connectivity.

31.1.1 network management mac

Configure the locally administered MAC address.

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: net wor Kk managenent mac [l ocal - address <P-1>]
[ 1 ocal - addr ess] : Enter the local admin MAC address
(xxaxx:xx:xx:xx:xx).If the local address is nonzero, the device starts with this
MAC address at the next boot. If the MAC address is changed, they must be
stored by the configuration manager. A MAC address with a set multicast bit
will not be accepted

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.

31.1.2 network management port

Configure management access per port. Setting to 'all’ will allowed access
from all ports.

Mode: Pri vi | eged Exec Mode

Privilege Level: Oper at or

Format: net wor k managenent port <P-1>

Parameter Value Meaning
P-1 all or slot no./port no.
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31.2 show

31.2 show

Display device options and settings.

31.2.1 show network management mac

Displays the MAC address settings.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show net wor k managenent nac

31.2.2 show network management port

Show the management access port.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show net wor k managenent port
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32 Media Redundancy Protocol
(MRP)
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32.1mrp

Configure the MRP settings.

32.1.1 mrp domain modify advanced-mode

Configure the MRM Advanced Mode.
Mode: d obal Confi g Mdde
Privilege Level: Oper at or
Format: ntp domai n nodi fy advanced- node <P-1>

Parameter Value Meaning
P-1 enable Enabl e the option.
disable Di sabl e the option.

32.1.2 mrp domain modify manager-priority

Configure the MRM priority.
Mode: d obal Confi g Modde
Privilege Level: Oper at or
Format: ntp domai n nodi fy nmanager-priority <P-1>

Parameter Value Meaning
P-1 0..65535 Enter the MRM priority (default: 32768).
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32.1.3 mrp domain modify mode
Configure the role of the MRP device.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: ntp donmai n nodi fy node <P-1>
Parameter Value Meaning
P-1 client The device will be in the role of a ring
client (MRC).
manager The device will be in the role of a ring
manager (MRM .
32.1.4 mrp domain modify nhame
Configure the logical name of the MRP domain.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: ntp donmai n nodi fy nane <P-1>
Parameter Value Meaning
P-1 string Enter a user-defined text, max. 255 charac-
ters.

32.1.5 mrp domain modify operation

Enable or disable the MRP function.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: ntp donmai n nodi fy operation <P-1>

Parameter Value Meaning
P-1 enable Enabl e t he opti on.
disable Di sabl e the option.
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32.1.6 mrp domain modify port primary

Configure the primary ringport.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: ntp domain nodify port primary <P-1>

Parameter Value Meaning
P-1 slot no./port no.

32.1.7 mrp domain modify port secondary

Configure the secondary ringport.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: ntp domai n nodi fy port secondary <P-1>

Parameter Value Meaning
P-1 slot no./port no.

32.1.8 mrp domain modify recovery-delay

Configure the MRM Recovery Delay.
Mode: A obal Config Mode
Privilege Level: Oper at or
Format: nrp domain nodify recovery-del ay <P-1>
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Parameter Value Meaning
P-1 500ms Maxi mum recovery delay of 500ns in the MRP
domai n.
200ms Maxi mum recovery delay of 200ns in the MRP
domai n.
30ms Maxi mum recovery delay of 30nms in the MRP
domai n.
10ms Maxi mum recovery delay of 10ms in the MRP
domai n.

32.1.9 mrp domain modify round-trip-delay

Configure the round-trip-delay counters.
Mode: A obal Config Mode
Privilege Level: Oper at or
Format: ntp domai n nodi fy round-tri p-delay <P-1>

Parameter Value Meaning
P-1 reset Reset the round-trip-delay counters.

32.1.10mrp domain modify vian

Configure the VLAN identifier of the MRP domain.\n(VLAN ID 0 means that
no VLAN is used).

Mode: d obal Confi g Mode

Privilege Level: Qper at or

Format: ntp domai n nodify vlan <P-1>

Parameter Value Meaning

P-1 0..4042 VLAN i dentifier of the MRP domai n.\n(VLAN I D
0 nmeans that no VLAN is used).
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32.1 mrp

32.1.11mrp domain add default-domain

Default MRP domain ID.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: nt p domai n add defaul t - domai n

32.1.12mrp domain add domain-id

MRP domain ID. Format: 16 bytes in decimal notation.\n(Example:

1.2.3.4.5.6.7.8.9.10.11.12.13.14.15.16).
Mode: d obal Confi g Mdde
Privilege Level: Oper at or
Format: ntp domai n add donmain-id <P-1>

Parameter Value Meaning

P-1 string <dormain i d> MRP domain ID. Format: 16 bytes

in decimal notation.\n(Exanple:

1.2.3.4.5.6.7.8.9.10. 11. 12. 13. 14. 15. 16) .

32.1.13mrp domain delete

Delete the current MRP domain.
Mode: d obal Confi g Modde
Privilege Level: Oper at or
Format: ntp domai n del ete
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32.1.14mrp operation

Enable or disable MRP.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: nt p operation

NOo Mrp operation

Disable the option
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: no ntp operation

RM GUI HiOS-2E EES
Release 4.0 07/2014 379



Media Redundancy Protocol (MRP) 32.2 show

32.2show

Display device options and settings.

32.2.1 show mrp

Show MRP settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nrp
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MRP IEEE 33.1 mrp-ieee

33.1 mrp-ieee

Configure IEEE MRP parameters and protocols, MVRP for dynamic VLAN
registration and MMRP for dynamic MAC registration on a port.

33.1.1 mrp-ieee global join-time

Set the IEEE multiple registration protocol join time-interval. The join timer
controls the interval between join message transmissions sent to applicant
state machines. An instance of this timer is required on a per-Port, per-MRP
participant basis.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: nt p-i eee gl obal join-tine <P-1>

Parameter Value Meaning
P-1 10..100 Join tine-interval in centi-seconds.

33.1.2 mrp-ieee global leave-time

Set the IEEE multiple registration protocol leave time-interval. The leave
timer controls the period of time that the registrar state machine waits in the
leave state before transiting to the empty state. An instance of the timer is
required for each state machine in the leave state.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: nt p-i eee gl obal | eave-tine <P-1>

Parameter Value Meaning
P-1 20..600 Leave time-interval in centi-seconds.
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33.1.3 mrp-ieee global leave-all-time

Set the IEEE multiple registration protocol leave-all time-interval. The leave
all timer controls the frequency with which the leaveall state machine gener-
ates leaveall PDUs. The timer is required on a per-Port, per-MRP Participant
basis.

Mode: | nt er f ace Range Mbde

Privilege Level: Qper at or

Format: nt p-i eee gl obal |eave-all-tinme <P-1>

Parameter Value Meaning
P-1 200..6000 Leave-All time-interval in centi-seconds.
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33.2show

Display device options and settings.

33.2.1 show mrp-ieee global interface

Show the global configuration of IEEE multiple registration protocol per inter-
face.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest

Format: show nr p-i eee gl obal interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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34 MRP IEEE MMRP
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34.1 mrp-ieee

Configure IEEE MRP protocols.

34.1.1 mrp-ieee mmrp vian-id

Configure the VLAN parameters.

Mode: VLAN Dat abase Mode

Privilege Level: Oper at or

Format: nt p-i eee mmrp vlan-id <P-1> forward-all <P-2>

f or bi dden-servi cereq <P-3>
f orwar d- al | : Enable or disable 'Forward All Groups' in a given Vlan for a
given interface.
f or bi dden- ser vi cer eq: Enable or disable the mmrp feature 'Forbidden
Service Requirement' in a given Vlan for a given interface.

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.
P-2 slot no./port no.

P-3 slot no./port no.

no mrp-ieee mmrp vian-id

Disable the option
Mode: VLAN Dat abase Mde
Privilege Level: Qper at or
Format: no nrp-ieee mrp vlan-id

RM GUI HiOS-2E EES
386 Release 4.0 07/2014



MRP IEEE MMRP 34.2 show

34.2 show

Display device options and settings.

34.2.1 show mrp-ieee mmrp global

Display the IEEE MMRP global configuration.
Mode: Conmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show nr p-i eee mmr p gl obal

34.2.2 show mrp-ieee mmrp interface

Display the IEEE MMRP interface configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nrp-ieee mmrp interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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34.2.3 show mrp-ieee mmrp statistics global

Display the IEEE MMRP global statistics.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show nrp-ieee mmp statistics gl obal

34.2.4 show mrp-ieee mmrp statistics interface

Display the IEEE MMRP interface statistics.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nrp-ieee mrp statistics interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

34.2.5 show mrp-ieee mmrp service-requirement
forward-all vlan

Show Forward-All setting for port in given VLAN.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show nrp-ieee nrp service-requirenent forward-
all vlian [<P-1>]

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
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34.2.6 show mrp-ieee mmrp service-requirement
forbidden vian

Show Forward-All setting for port in given VLAN.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show nr p-i eee mmr p servi ce-requi renment forbi dden
vl an [ <P-1>]

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

RM GUI HiOS-2E EES
Release 4.0 07/2014 389



MRP IEEE MMRP 34.3 mrp-ieee

34.3 mrp-ieee

Configure IEEE MRP protocols, MVRP for dynamic VLAN registration and
MMRP for dynamic MAC registration.

34.3.1 mrp-ieee mmrp operation

Enable or disable MMRP globally. Devices use MMRP information for
dynamic registration of group membership and individual MAC addresses
with end devices and switches that support extended filtering services, within
the connected LAN.

Mode: d obal Confi g Modde

Privilege Level: Oper at or

Format: nt p-i eee mmr p operati on

Nno mrp-ieee mmrp operation
Disable the option
Mode: A obal Config Mode
Privilege Level: Qper at or
Format: no nrp-ieee mrp operation
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34.3.2 mrp-ieee mmrp periodic-machine

Enable or disable MMRP periodic state machine globally. When enabled, the
periodic state machine sends extra MMRP messages when the periodic
timer expires.

Mode: G obal Confi g Mode

Privilege Level: Qper at or

Format: nt p-i eee mmr p peri odi c- machi ne

no mrp-ieee mmrp periodic-machine
Disable the option
Mode: 3 obal Confi g Mode
Privilege Level: Qper at or
Format: no nrp-ieee nmrp periodi c- machi ne
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34 .4 clear

Clear several items.

34.4.1 clear mrp-ieee mmrp

Clear the IEEE MMRP global and port statistic tables.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear nrp-ieee mmrp
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34.5 mrp-ieee

Configure IEEE MRP parameters and protocols, MVRP for dynamic VLAN
registration and MMRP for dynamic MAC registration on a port.

34.5.1 mrp-ieee mmrp operation

Enable or disable MMRP on the interface, with MMRP enabled globally and
on this interface, the device sends and receives MMRP messages on this
port.

Mode: | nt er f ace Range Mbde

Privilege Level: Qper at or

Format: nt p-i eee mmr p operati on

No Mrp-ieee mmrp operation

Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no nrp-ieee nmrp operation
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34.5.2 mrp-ieee mmrp restrict-register

Enable or disable restriction of dynamic mac address registration using IEEE
MMRP on the port. When enabled, the dynamic registration of mac address
attributes is allowed only if the attribute has already been statically registered
on the device.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: ntp-i eee nmmrp restrict-register

Nno mrp-ieee mmrp restrict-register
Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no nrp-ieee mrp restrict-register
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34.6 show

Display device options and settings.

34.6.1 show mac-filter-table mmrp

Display MMRP entries in the MFDB table.
Mode: Conmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show mac-filter-table mmrp
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MRP IEEE MVRP 35.1 mrp-ieee

35.1 mrp-ieee

Configure IEEE MRP protocols, MVRP for dynamic VLAN registration and
MMRP for dynamic MAC registration.

35.1.1 mrp-ieee mvrp operation

Enable or disable IEEE MVRP globally. When enabled, the device distributes
VLAN membership information on MVRP enable active ports. MVRP-aware
devices use the information to dynamically create VLAN members and
update the local VLAN member database.

Mode: d obal Confi g Modde

Privilege Level: Oper at or

Format: nt p-i eee nvrp operation

No mrp-ieee mvrp operation
Disable the option
Mode: A obal Config Mode
Privilege Level: Qper at or
Format: no nrp-ieee nmvrp operation
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35.1.2 mrp-ieee mvrp periodic-machine

Enable or disable IEEE MVRP periodic state machine globally. When
enabled, the device sends MVRP messages to the connected MVRP-aware
devices when the periodic timer expires.

Mode: G obal Confi g Mode

Privilege Level: Qper at or

Format: nt p-i eee nvrp peri odi c- machi ne

no mrp-ieee mvrp periodic-machine
Disable the option
Mode: 3 obal Confi g Mode
Privilege Level: Qper at or
Format: no nrp-ieee nvrp periodi c-nmachi ne
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35.2 mrp-ieee

Configure IEEE MRP parameters and protocols, MVRP for dynamic VLAN
registration and MMRP for dynamic MAC registration on a port.

35.2.1 mrp-ieee mvrp operation

Enable or disable IEEE MVRP on the port. When enabled, globally and on
this port, the device distributes VLAN membership information to MVRP
aware devices connected to this port.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: nt p-i eee nvrp operation

No mrp-ieee mvrp operation

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no nrp-ieee nvrp operation
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35.2.2 mrp-ieee mvrp restrict-register

Enable or disable restriction of dynamic VLAN registration using IEEE MVRP
on the port. When enabled, the dynamic registration of VLAN attributes is
allowed only if the attribute has already been statically registered on the
device.

Mode: | nt er f ace Range Mbde

Privilege Level: Qper at or

Format: nt p-i eee nvrp restrict-register

No mrp-ieee mvrp restrict-register
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no nrp-ieee nvrp restrict-register
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35.3 show

Display device options and settings.

35.3.1 show mrp-ieee mvrp global

Display the IEEE MVRP global configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nr p-i eee nmvrp gl obal

35.3.2 show mrp-ieee mvrp interface

Display the IEEE MVRP interface configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show nrp-ieee nvrp interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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35.3.3 show mrp-ieee mvrp statistics global

Display the IEEE MVRP global statistics.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show nrp-ieee mvrp statistics gl obal

35.3.4 show mrp-ieee mvrp statistics interface

Display the IEEE MVRP interface statistics.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show nrp-ieee nvrp statistics interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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35.4 clear

Clear several items.

35.4.1 clear mrp-ieee mvrp

Clear the IEEE MVRP global and port statistic tables.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear nrp-ieee nvrp
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36 Port Monitor
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Port Monitor

36.1 port-monitor

36.1 port-monitor

Configure the Port Monitor condition settings.

36.1.1 port-monitor operation

Enable or disable the port monitor
Mode: d obal Confi g Mdde
Privilege Level: Oper at or
Format: port-noni tor operation

Nno port-monitor operation
Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Qper at or
Format: no port-nonitor operation
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Port Monitor 36.2 port-monitor

36.2 port-monitor

Configure the Port Monitor condition settings.

36.2.1 port-monitor condition crc-fragments
interval

Configure the measure interval in seconds (5-180s) for CRC-Fragment
detection. Default 10.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: port-nonitor condition crc-fragnents interval
<P-1>

Parameter Value Meaning
P-1 5..180 Enter a nunber in the given range.

36.2.2 port-monitor condition crc-fragments count

Configure the CRC-Fragment counter in parts per million (1-1000000 [ppm]).
Default 1000 [ppm].

Mode: | nt er f ace Range Mbde

Privilege Level: Qper at or

Format: port-nonitor condition crc-fragnents count <P-1>

Parameter Value Meaning
P-1 1..1000000 Enter a nunber in the given range.
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36.2.3 port-monitor condition crc-fragments mode

Enable or disable CRC-Fragments condition to trigger an action
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-nonitor condition crc-fragnents node

Nno port-monitor condition crc-fragments mode
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no port-nonitor condition crc-fragnents node

36.2.4 port-monitor condition link-flap interval

Configure the measure interval in seconds (1-180s) for Link Flap detection.
Default 10.

Mode: | nt erf ace Range Mode

Privilege Level: Oper at or

Format: port-nmonitor condition link-flap interval <P-1>

Parameter Value Meaning
P-1 1..180 Enter a nunmber in the given range.

RM GUI HiOS-2E EES
408 Release 4.0 07/2014



Port Monitor 36.2 port-monitor

36.2.5 port-monitor condition link-flap count

Configure the Link Flap counter (1-100). Default 5.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: port-nonitor condition link-flap count <P-1>

Parameter Value Meaning
P-1 1..100 Enter a nunber in the given range.

36.2.6 port-monitor condition link-flap mode

Enable or disable link-flap condition to trigger an action
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: port-nonitor condition |ink-flap node

no port-monitor condition link-flap mode
Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no port-nonitor condition |link-flap node
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36.2.7 port-monitor condition duplex-mismatch
mode

Enable or disable duplex mismatch detection condition to trigger an action
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-nonitor condition dupl ex-m smatch node

Nno port-monitor condition duplex-mismatch mode
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no port-nonitor condition dupl ex-m smatch
node

36.2.8 port-monitor action

Enable or disable interface on port condition.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-nonitor action <P-1>

Parameter Value Meaning
P-1 port-disable Enabl e or disable interface on port condi -
tion
trap-only Send only a trap.
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Port Monitor

36.2 port-monitor

36.2.9 port-monitor reset

reset the port monitor.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: port - noni tor reset

no port-monitor reset

Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no port-nonitor reset
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Port Monitor 36.3 show

36.3 show

Display device options and settings.

36.3.1 show port-monitor operation

Display the Port Monitor operation.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show port-nonitor operation

36.3.2 show port-monitor brief

Display the Port Monitor summary.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show port-nonitor brief
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36.3.3 show port-monitor port

Display the Port Monitor interface details.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show port-nonitor port <P-1>

Parameter Value Meaning
P-1 slot no./port no.

36.3.4 show port-monitor link-flap

Display the link-flaps counts for a specific interface.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show port-nonitor |ink-flap <P-1>

Parameter Value Meaning
P-1 slot no./port no.

36.3.5 show port-monitor crc-fragments

Display CRC-Fragments counts for a specific interface
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show port-nonitor crc-fragnents <P-1>

Parameter Value Meaning
P-1 slot no./port no.
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37 Port Security
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Port Security 37.1 port-security

37.1 port-security

Port MAC locking/security

37.1.1 port-security operation

Enable/Disable Port MAC locking/security
Mode: d obal Confi g Mdde
Privilege Level: Oper at or
Format: port-security operation

No port-security operation
Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Qper at or
Format: no port-security operation
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37.2 port-security

Port MAC locking/security

37.2.1 port-security operation

Enable/Disable Port MAC locking/security for the interface.
Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: port-security operation

No port-security operation

Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no port-security operation

37.2.2 port-security max-dynamic

Set dynamic limit for the interface.
Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: port-security max-dynam c <P-1>

Parameter Value Meaning

P-1 0..600 maxi mum nunber of dynamically | ocked MAC
addresses al | owed
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Port Security 37.2 port-security

37.2.3 port-security max-static

Set Static Limit for the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-security max-static <P-1>

Parameter Value Meaning

P-1 0..64 maxi mum nunber of statically | ocked MAC
addr esses al | owed

37.2.4 port-security mac-address add

Add Static MAC address to the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-security nac-address add <P-1> <P-2>

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.
P-2 1..4042 VLAN | D

37.2.5 port-security mac-address move

Make dynamic MAC addresses static for the interface.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: port-security mac-address nove
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37.2.6 port-security mac-address delete

Remove Static MAC address from the interface.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: port-security nmac-address delete <P-1> <P-2>

Parameter Value Meaning
P-1 aa:bb:cc:dd:ee:ff MAC addr ess.
P-2 1..4042 VLAN I D

37.2.7 port-security violation-traps

SNMP violation traps for the interface.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: port-security violation-traps operation
[frequency <P-1>]
oper at i on: Enable/Disable SNMP violation traps for the interface.

[ frequency] : The minimum seconds between two successive violation

traps on this port.

Parameter Value Meaning

P-1 0..3600 tinme in seconds

No port-security violation-traps
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no port-security violation-traps
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37.3show

Display device options and settings.

37.3.1 show port-security global

Port Security global status
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show port-security gl obal

37.3.2 show port-security interface

Display port-security (port MAC locking) information for system.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show port-security interface [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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Port Security

37.3 show

37.3.3 show port-security dynamic

Display dynamically learned MAC addresses

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show port-security dynamc <P-1>

Parameter Value Meaning

P-1 slot no./port no.

37.3.4 show port-security static

Display statically locked MAC addresses

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show port-security static <P-1>

Parameter Value Meaning

P-1 slot no./port no.

37.3.5 show port-security violation

Display port security violation information.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest

Format: show port-security violation <P-1>

Parameter Value Meaning

P-1 slot no./port no.
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Precision Time Protocol (PTP)

38 Precision Time Protocol (PTP)
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Precision Time Protocol (PTP) 38.1 ptp

38.1 ptp

Enable or disable the Precision Time Protocol (IEEE 1588-2008).

38.1.1 ptp operation

Enable or disable the Precision Time Protocol (IEEE 1588-2008).
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: pt p operation

Nno ptp operation

Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Adm ni st r at or
Format: no ptp operation

38.1.2 ptp clock-mode

Configure PTPv2 (IEEE1588-2008) clock mode. \nIf the clock mode is
changed, PTP will be initialized.

Mode: d obal Confi g Modde

Privilege Level: Adm ni str at or

Format: pt p cl ock- node <P-1>
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Parameter Value Meaning
P-1 v2-boundary-clock
v2-transparent-clock

38.1.3 ptp sync-lower-bound

Configure the lower bound for the PTP clock synchronization status \n(unit:
nanoseconds). If the absolute value of the offset \nto the master clock is
smaller than the lower bound, \nthe clock's status is set to synchronized
(true).

Mode: G obal Confi g Mode

Privilege Level: Adm ni st r at or

Format: pt p sync-| ower - bound <P-1>

Parameter Value Meaning
P-1 1..999999999

38.1.4 ptp sync-upper-bound

Configure the upper bound for the PTP clock synchronization status \n(unit:
nanoseconds). If the absolute value of the offset \nto the master clock is
bigger than the upper bound, \nthe clock's status is set to unsynchronized
(false).

Mode: A obal Config Mode

Privilege Level: Adm ni str at or

Format: pt p sync-upper-bound <P-1>

Parameter Value Meaning
P-1 31..1000000000
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38.1.5 ptp management

Enable or disable PTP management via PTP management messages.
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: pt p nmanagenent

no ptp management

Disable the option
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no ptp managenent

38.1.6 ptp v2-transparent-clock syntonization

Enable or disable the syntonization (frequency synchronization) of the trans-
parent-clock.

Mode: d obal Confi g Mode

Privilege Level: Adm ni strat or

Format: pt p v2-transparent-cl ock syntoni zati on

Nno ptp v2-transparent-clock syntonization
Disable the option
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no ptp v2-transparent-clock syntoni zation
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38.1.7 ptp v2-transparent-clock network-protocol

Configure the network-protocol of the transparent-clock.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: ptp v2-transparent-cl ock network-protocol <P-1>

Parameter Value Meaning
P-1 ieee802.3
udp-ipv4

38.1.8 ptp v2-transparent-clock multi-domain

Enable or disable the transparent-clock to process only the primary-domain
or all domain numbers.

Mode: A obal Config Mode

Privilege Level: Adm ni str at or

Format: ptp v2-transparent-clock nmulti-domain

no ptp v2-transparent-clock multi-domain
Disable the option
Mode: A obal Config Mode
Privilege Level: Adm ni st r at or
Format: no ptp v2-transparent-clock nmulti-domain
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38.1.9 ptp v2-transparent-clock sync-local-clock

Enable or disable synchronization of the local clock (also enables syntoniza-
tion).

Mode: d obal Confi g Modde

Privilege Level: Adm ni str at or

Format: pt p v2-transparent-cl ock sync-1| ocal - cl ock

no ptp v2-transparent-clock sync-local-clock
Disable the option
Mode: @ obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no ptp v2-transparent-clock sync-| ocal -cl ock

38.1.10ptp v2-transparent-clock delay-mechanism

Configure the delay mechanism of the transparent-clock.
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: pt p v2-transparent-cl ock del ay- nechani sm <P-1>

Parameter Value Meaning
P-1 eze

p2p

e2e-optimized

disable
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38.1.11ptp v2-transparent-clock primary-domain

Configure the primary-domain (for syntonization) of the transparent-clock.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: ptp v2-transparent-cl ock primry-donmain <P-1>

Parameter Value Meaning
P-1 0..255 Enter a nunber in the given range.

38.1.12ptp v2-transparent-clock vian

VLAN in which PTP packets are send. With a value of none all packets are
send untagged.

Mode: G obal Confi g Mode

Privilege Level: Adm ni st r at or

Format: pt p v2-transparent-cl ock vlan <P-1>

Parameter Value Meaning
P-1 vlianid Send ptp to vlianld Use O for priority only
tagged franes
none Send all ptp packets untagged

38.1.13ptp v2-transparent-clock vlan-priority

VLAN priority of tagged ptp packets.
Mode: A obal Config Mode
Privilege Level: Adm ni strat or
Format: ptp v2-transparent-clock vlan-priority <P-1>

Parameter Value Meaning
P-1 0..7
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Precision Time Protocol (PTP)

38.1 ptp

38.1.14ptp v2-boundary-clock domain

Configure the PTP domain number (0..255)
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: pt p v2- boundary-cl ock domai n <P-1>

Parameter Value Meaning

P-1 0..255 Enter a number in the given range.

38.1.15ptp v2-boundary-clock priorityl

Configure the priorityl value (0..255) for the BMCA
Mode: d obal Confi g Mode
Privilege Level: Adm ni str at or
Format: pt p v2-boundary-clock priorityl <P-1>

Parameter Value Meaning

P-1 0..255 Enter a number in the given range.

38.1.16ptp v2-boundary-clock priority2

Configure the priority2 value (0..255) for the BMCA
Mode: d obal Confi g Modde
Privilege Level: Adm ni str at or
Format: pt p v2-boundary-cl ock priority2 <P-1>

Parameter Value Meaning

P-1 0..255 Enter a nunber in the given range.
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38.1.17ptp v2-boundary-clock utc-offset

Configure the current UTC offset (TAI - UTC) in seconds.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: pt p v2- boundary-cl ock utc-offset <P-1>

Parameter Value Meaning
P-1 -32768..32767

38.1.18ptp v2-boundary-clock utc-offset-valid

Configure the UTC offset valid flag
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: pt p v2- boundary-cl ock utc-offset-valid

no ptp v2-boundary-clock utc-offset-valid
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni str at or
Format: no ptp v2-boundary-clock utc-offset-valid

RM GUI HiOS-2E EES
Release 4.0 07/2014 431



Precision Time Protocol (PTP) 38.2 ptp

38.2 ptp

Enable or disable the Precision Time Protocol (IEEE 1588-2008) on a port.

38.2.1 ptp v2-transparent-clock operation

Enable or disable the sending and receiving / processing of PTP synchroni-
zation messages.

Mode: | nt erf ace Range Mode

Privilege Level: Adm ni strat or

Format: pt p v2-transparent-cl ock operation

no ptp v2-transparent-clock operation
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Adm ni strat or
Format: no ptp v2-transparent-clock operation

38.2.2 ptp v2-transparent-clock asymmetry

Set the asymmetry of the link connected to this interface
Mode: | nt erf ace Range Mode
Privilege Level: Adm ni str at or
Format: pt p v2-transparent-cl ock asymetry <P-1>
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Parameter Value Meaning
P-1

2000000000..200000
0000

38.2.3 ptp v2-transparent-clock pdelay-interval

Configure the Peer Delay Interval in seconds {1]|2|4|8|16|32}. \nThis interval
Is used if delay-mechanism is set to p2p

Mode: | nt er f ace Range Mbde

Privilege Level: Adm ni strat or

Format: pt p v2-transparent-cl ock pdel ay-interval <P-1>

Parameter Value Meaning
P-1 1

2

4

8

16

32

38.2.4 ptp v2-boundary-clock operation

Enable or disable the sending and receiving/processing of PTP synchroniza-
tion messages.

Mode: | nt er f ace Range Mbde

Privilege Level: Adm ni str at or

Format: pt p v2- boundary-cl ock operation
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no ptp v2-boundary-clock operation
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Adm ni st r at or
Format: no ptp v2-boundary-cl ock operation

38.2.5 ptp v2-boundary-clock pdelay-interval

Configure the Peer Delay Interval in seconds {1|2|4|8|16|32}. \nThis interval
is used if delay-mechanism is set to p2p

Mode: | nt erf ace Range Mode

Privilege Level: Adm ni strat or

Format: pt p v2- boundary-cl ock pdel ay-interval <P-1>

Parameter Value Meaning
P-1 1

2

4

8

16

32

38.2.6 ptp v2-boundary-clock announce-interval

Configure the Announce Interval in seconds {1|2|4|8|16}.
Mode: | nt erf ace Range Mode
Privilege Level: Adm ni strat or
Format: pt p v2- boundary-cl ock announce-interval <P-1>
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Parameter Value Meaning
P-1 1

2

4

8

16

38.2.7 ptp v2-boundary-clock sync-interval

Configure the Sync Interval in seconds {0.25|0.5|1|2}.
Mode: | nt er f ace Range Mbde
Privilege Level: Adm ni str at or
Format: pt p v2- boundary-cl ock sync-interval <P-1>

Parameter Value Meaning
P-1 0.25

0.5

1

2

38.2.8 ptp v2-boundary-clock announce-timeout

Configure the Announce Receipt Timeout (2..10).
Mode: | nt er f ace Range Mbde
Privilege Level: Adm ni st r at or
Format: pt p v2- boundary-cl ock announce-ti neout <P-1>

Parameter Value Meaning
P-1 2..10
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38.2.9 ptp v2-boundary-clock asymmetry

Set the asymmetry of the link connected to this interface
Mode: | nt erf ace Range Mode
Privilege Level: Adm ni strat or
Format: pt p v2- boundary-cl ock asymetry <P-1>

Parameter Value Meaning
P-1

2000000000..200000
0000

38.2.10ptp v2-boundary-clock vl1-compatibility-
mode

Set the PTPv1 Hardware compatibility mode {auto|on|off}.
Mode: | nt erf ace Range Mode
Privilege Level: Adm ni strat or
Format: pt p v2- boundary-cl ock v1-conpatibility-node <P-
1>

Parameter Value Meaning
P-1 on
off

auto

38.2.11ptp v2-boundary-clock delay-mechanism

Configure the delay mechanism of the boundary-clock.
Mode: | nt erf ace Range Mbde
Privilege Level: Adm ni str at or
Format: pt p v2- boundary-cl ock del ay- nechani sm <P- 1>
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Parameter Value Meaning
P-1 eZe

p2p

disable

38.2.12ptp v2-boundary-clock network-protocol

Configure the network-protocol
Mode: | nt er f ace Range Mbde
Privilege Level: Adm ni str at or
Format: pt p v2- boundary-cl ock network-protocol <P-1>

Parameter Value Meaning
P-1 ieee802.3
udp-ipv4

38.2.13ptp v2-boundary-clock vilan-priority

VLAN priority of tagged ptp packets.
Mode: | nt er f ace Range Mbde
Privilege Level: Adm ni st r at or
Format: pt p v2-boundary-cl ock vlan-priority <P-1>

Parameter Value Meaning
P-1 0..7
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38.2.14ptp v2-boundary-clock vian

VLAN in which PTP packets are send. With a value of none all packets are
send untagged.

Mode: | nt erf ace Range Mode

Privilege Level: Adm ni str at or

Format: pt p v2-boundary-cl ock vlan <P-1>

Parameter Value Meaning
P-1 vlanid Send ptp to vlianld Use O for priority only
tagged franes
none Send all ptp packets untagged
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38.3 show

Display device options and settings.

38.3.1 show ptp

Show PTP parameters and status
Mode: Conmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show ptp [ gl obal] [v2-boundary-clock] [v2-trans-
parent-clock] [port] [v2-transparent-clock] [v2-
boundar y- cl ock]
[ gl obal ] : Show PTP global status
[ v2- boundar y- cl ock] : Show PTP Boundary Clock status
[ v2-transparent - cl ock] : Show PTP Transparent Clock status
[ port]: Show PTP port values
[ v2-transparent - cl ock] : Show the PTP Transparent Clock port values
[ v2- boundar y- cl ock] : Show the PTP Boundary Clock port values.
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39 Password Management
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Password Management 39.1 passwords

39.1 passwords

Manage password policies and options.

39.1.1 passwords min-length

Set minimum password length for user passwords.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: passwords m n-1length <P-1>

Parameter Value Meaning
P-1 1..64 Enter a nunber in the given range.

39.1.2 passwords max-login-attempts

Set maximum login attempts for the users.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni strat or
Format: passwords max-1 ogi n-attenpts <P-1>

Parameter Value Meaning
P-1 0..5 Enter a number in the given range.
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39.1.3 passwords min-uppercase-chars

Set minimum upper case characters for user passwords.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: passwor ds m n-uppercase-chars <P-1>

Parameter Value Meaning

P-1 0..16 Enter a nunber in the given range.

39.1.4 passwords min-lowercase-chars

Set minimum lower case characters for user passwords.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: passwor ds m n-| ower case-chars <P-1>

Parameter Value Meaning

P-1 0..16 Enter a nunber in the given range.

39.1.5 passwords min-numeric-chars

Set minimum numeric characters for user passwords.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: passwords m n-nuneric-chars <P-1>

Parameter Value Meaning

P-1 0..16 Enter a nunber in the given range.
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39.1.6 passwords min-special-chars

Set minimum special characters for user passwords.
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: passwords m n-speci al -chars <P-1>

Parameter Value Meaning
P-1 0..16 Enter a number in the given range.
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39.2 show

Display device options and settings.

39.2.1 show passwords

Display password policies and options.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Adm ni str at or
Format: show passwor ds
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Radius 40.1 authorization

40.1 authorization

Configure authorization parameters.

40.1.1 authorization network radius

Enable or disable the switch to accept VLAN assignment by the RADIUS
server.

Mode: d obal Confi g Modde

Privilege Level: Adm ni strat or

Format: aut hori zati on network radi us

no authorization network radius
Disable the option
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no aut hori zati on network radius
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Radius 40.2 radius

40.2 radius

Configure RADIUS parameters.

40.2.1 radius accounting mode

Enable or disable RADIUS accounting function.
Mode: d obal Confi g Mode
Privilege Level: Adm ni str at or
Format: r adi us accounti ng node

no radius accounting mode
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no radi us accounti ng node

40.2.2 radius server attribute 4

Specifies the RADIUS client to use the NAS-IP Address attribute in the
RADIUS requests.

Mode: d obal Confi g Mode

Privilege Level: Adm ni str at or

Format: r adi us server attribute 4 <P-1>
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Parameter Value Meaning
P-1 A.B.C.D | P address.

40.2.3 radius server acct add

Add a RADIUS accounting server.
Mode: d obal Confi g Modde
Privilege Level: Adm ni str at or
Format: r adi us server acct add <P-1> ip <P-2> [nane <P-
3>] [port <P-4>]
I p: RADIUS accounting server IP address.
[ nane] : RADIUS accounting server name.
[ port]: RADIUS accounting server port (default: 1813).

Parameter Value Meaning

P-1 1.8 Next RADIUS server valid index (it can be
seen with '#show radi us gl obal' conmand).

P-2 a.b.c.d | P address.

P-3 string Enter a user-defined text, nmax. 32 charac-
ters.

P-4 1..65535 Enter port nunber between 1 and 65535

40.2.4 radius server acct delete

Delete a RADIUS accounting server.
Mode: A obal Confi g Mode
Privilege Level: Adm ni str at or
Format: r adi us server acct delete <P-1>

Parameter Value Meaning
P-1 1.8 RADI US server i ndex.
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40.2.5 radius server acct modify

Change a RADIUS accounting server parameters.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: r adi us server acct nodify <P-1> [nanme <P-2>]
[port <P-3>] [status <P-4>] [secret [<P-5>]]
[ encrypted <P-6>]
[ nane] : RADIUS accounting server name.
[ port]: RADIUS accounting server port (default: 1813).
[ st at us] : Enable or disable a RADIUS accounting server entry.
[ secr et ] : Configure the shared secret for the RADIUS accounting server.
[ encrypt ed] : Configure the encrypted shared secret.

Parameter Value Meaning

P-1 1.8 RADI US server index.

P-2 string Enter a user-defined text, max. 32 charac-
ters.

P-3 1..65535 Enter port nunber between 1 and 65535

P-4 enable Enabl e t he opti on.

disable Di sabl e the option.

P-5 string Enter a user-defined text, max. 128 charac-
ters.

P-6 string Enter a user-defined text, max. 128 charac-
ters.

40.2.6 radius server auth add

Add a RADIUS authentication server.
Mode: G obal Confi g Mode
Privilege Level: Adm ni str at or
Format: radi us server auth add <P-1> ip <P-2> [nanme <P-
3>] [port <P-4>]
I p: RADIUS authentication server IP address.
[ nane] : RADIUS authentication server name.
[ port]: RADIUS authentication server port (default: 1812).
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Parameter Value Meaning

P-1 1.8 Next RADI US server valid index (it can be
seen with '#show radi us gl obal' conmand).

P-2 a.b.c.d | P address.

P-3 string Enter a user-defined text, max. 32 charac-
ters.

P-4 1..65535 Enter port nunber between 1 and 65535

40.2.7 radius server auth delete

Delete a RADIUS authentication server.
Mode: d obal Confi g Modde
Privilege Level: Adm ni strat or
Format: r adi us server auth delete <P-1>

Parameter Value Meaning
P-1 1.8 RADI US server i ndex.

40.2.8 radius server auth modify

Change a RADIUS authentication server parameters.
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: r adi us server auth nodify <P-1> [nane <P-2>]
[ port <P-3>] [nsgauth] [primary] [status <P-4>]
[ secret [<P-5>]] [encrypted <P-6>]
[ nane] : RADIUS authentication server name.
[ port]: RADIUS authentication server port (default: 1812).
[ msgaut h] : Enable or disable the message authenticator attribute for this
server.
[ pri mary] : Configure the primary RADIUS server.
[ st at us] : Enable or disable a RADIUS authentication server entry.
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[ secr et ] : Configure the shared secret for the RADIUS authentication
server.
[ encrypt ed] : Configure the encrypted shared secret.

Parameter Value Meaning

P-1 1.8 RADI US server i ndex.

P-2 string Enter a user-defined text, max. 32 charac-
ters.

P-3 1..65535 Enter port nunber between 1 and 65535

P-4 enable Enabl e t he opti on.

disable Di sabl e the option.

P-5 string Enter a user-defined text, max. 128 charac-
ters.

P-6 string Enter a user-defined text, max. 128 charac-
ters.

no radius server auth modify
Disable the option
Mode: 3 obal Confi g Mode
Privilege Level: Adm ni str at or
Format: no radi us server auth nodify

40.2.9 radius server retransmit

Configure the retransmit value for the RADIUS server.

Mode: d obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: r adi us server retransmt <P-1>

Parameter Value Meaning

P-1 1..15 Maxi mum nunber of retransm ssions (defaul t:
4).
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40.2 radius

40.2.10radius server timeout

Configure the RADIUS server timeout value.
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: r adi us server tineout <P-1>

Parameter Value Meaning

P-1 1..30 Ti meout in seconds (default: 5).

RM GUI HiOS-2E EES

454

Release 4.0 07/2014



Radius

40.3 show

40.3 show

Display device options and settings.

40.3.1 show radius global

Display global RADIUS configuration.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show r adi us gl obal

40.3.2 show radius auth servers

Display all configured RADIUS authentication servers.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show radi us auth servers [<P-1>]

Parameter Value Meaning

P-1 1..8 RADI US server i ndex.
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40.3.3 show radius auth statistics

Display RADIUS authentication server statistics.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show radi us auth statistics <P-1>

Parameter Value Meaning
P-1 1.8 RADI US server index.

40.3.4 show radius acct statistics

Display RADIUS accounting server statistics.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show radi us acct statistics <P-1>

Parameter Value Meaning
P-1 1.8 RADI US server index.

40.3.5 show radius acct servers

Display all configured RADIUS accounting servers.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show radi us acct servers [<P-1>]

Parameter Value Meaning
P-1 1.8 RADI US server i ndex.
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40.4 clear

Clear several items.

40.4.1 clear radius

Clear the RADIUS statistics.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni str at or
Format: cl ear radius <P-1>

Parameter Value Meaning
P-1 statistics Clear the RADIUS statistics.
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41 Remote Monitoring (RMON)
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Remote Monitoring (RMON) 41.1 rmon-alarm

41.1 rmon-alarm

Create a RMON alarm action.

41.1.1 rmon-alarm add

Add RMON alarm.
Mode: d obal Confi g Mdde
Privilege Level: Oper at or
Format: r non- al arm add <P-1> [m b-vari abl e <P-2>]
[rising-threshold <P-3>] [falling-threshold <P-4>]
[ m b-vari abl e] : MIB variable
[ rising-threshol d]: Rising threshold
[fal ling-threshol d]: Falling threshold

Parameter Value Meaning

P-1 1..150 Enter an index that uniquely identifies an
entry in the alarmtable.

pP-2 string Enter an object identifier of the particul ar
variable to be sanpled, max. 32 characters.

P-3 1..2147483647 Enter the rising threshold for the sanpl ed
statistic.

P-4 1..2147483647 Enter the falling threshold for the sanpled
statistic.
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41.1.2 rmon-alarm enable

Enable RMON alarm.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: r non- al ar m enabl e <P-1>

Parameter Value Meaning

P-1 1..150 Enter an index that uniquely identifies an
entry in the alarmtable.

41.1.3 rmon-alarm disable

Disable RMON alarm.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: r ron- al ar m di sabl e <P-1>

Parameter Value Meaning

P-1 1..150 Enter an index that uniquely identifies an
entry in the alarmtable.

41.1.4 rmon-alarm delete

Delete RMON alarm.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: r ron- al arm del ete <P-1>

Parameter Value Meaning

P-1 1..150 Enter an index that uniquely identifies an
entry in the alarmtable.
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41.1.5 rmon-alarm modify

Modify RMON alarm parameters.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: rnon-al arm nodi fy <P-1> [m b-vari abl e <P-2>]
[rising-threshold <P-3>] [falling-threshold <P-4>]
[interval <P-5>] [sanple-type <P-6>] [startup-alarm
<P-7>] [rising-event <P-8>] [falling-event <P-9>]
[ M b-vari abl e] : Enter the alarm mib variable.
[ rising-threshol d]: Enter the alarm rising threshold.
[fal ling-threshol d]: Enter the alarm falling-threshold.
[ i nterval ]: Enter the alarm interval in seconds over which the data is
sampled.
[ sanpl e-t ype] : Enter the alarm method of sampling the selected variable.
[ startup-al ar n : Enter the alarm type.
[ rising-event]: Enter the alarm rising-event index.
[fal ling-event]: Enter the alarm falling-event index.

Parameter Value Meaning

P-1 1..150 Enter an index that uniquely identifies an
entry in the alarmtable.

P-2 string Enter an object identifier of the particular
variable to be sanpled, max. 32 characters.

P-3 1..2147483647 Enter the rising threshold for the sanpl ed
statistic.

P-4 1..2147483647 Enter the falling threshold for the sanpled
statistic.

P-5 1..2147483647 Enter the interval in seconds over which the

data i s sanpl ed and conpared with the rising
and falling threshol ds.

P-6 absoluteValue Variable is conpared directly wth the
t hr eshol ds.
deltaValue Variable is subtracted fromthe current

val ue and the difference conpared with the
t hreshol ds.

P-7 risingAlarm Single rising alarm generated when the
sanpl e is greater than or equal tothe rising
t hreshol d.
fallingAlarm Single falling al arm generat ed when the
sanple is less than or equal to the falling
t hreshol d.

risingOrFallingAlarm Si ngl e Ri si ng al arm gener at ed when the
sanple is greater than or equal to rising-
Threshol d and singl e falling al armgener at ed
when the sanple is |less than or equal to
fallingThreshol d.
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41.1 rmon-alarm

Parameter Value Meaning

P-8 1..65535 Enter the index of the eventEntry that is
used when a rising threshold is crossed.

P-9 1..65535 Enter the index of the eventEntry that is
used when a falling threshold is crossed.
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41.2 show

Display device options and settings.

41.2.1 show rmon statistics

Show RMON statistics configuration.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show rnon statistics [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

41.2.2 show rmon alarm

Display configuration on RMON alarms.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show rnon al arm
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42 Script File
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42.1 script

CLI Script File.

42.1.1 script apply

Executes the CLI Script File available in the system.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni str at or
Format: scri pt apply <P-1>

Parameter Value Meaning
P-1 string Fi | enane.

42.1.2 script validate

Only validates the CLI Script File available in the system.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni strat or
Format: scri pt validate <P-1>

Parameter Value Meaning
P-1 string Fi | enane.
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42.1 script

42.1.3 script list system

list all the Script files available in the system memory.

Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni st r at or
Format: script |ist system

42.1.4 script delete

delete the CLI Script Files.
Mode: Pri vi | eged Exec Mbde
Privilege Level: Adm ni str at or
Format: scri pt delete [<P-1>]

Parameter Value Meaning

P-1 string Fi | enane.
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42.2 copy

Copy different kinds of items.

42.2.1 copy script remote

Copy Script file from server.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni str at or
Format: copy script renmote <P-1> runni ng-config nvm <P-
2>
runni ng- confi g: Copy Script file from file server to running-config.
nvm Copy Script file to non-volatile memory.

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 128 charac-
ters.

P-2 string Enter a user-defined text, max. 32 charac-
ters.

42.2.2 copy script nvm

Copy Script file from non-volatile system memory to destination.
Mode: Pri vi | eged Exec Mode
Privilege Level: Adm ni str at or
Format: copy script nvm <P-1> runni ng-config renote <P-
2>
runni ng- confi g: Copy Script file from non-volatile system memory to
running-config.
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r enot e: Copy Script file to file server.

Parameter Value Meaning

P-1 string Fi | enane.

P-2 string Enter a user-defined text, max. 128 charac-
ters.

42.2.3 copy script running-config nvm

Copy running configuration to non-volatile memory.

Mode: Pri vi | eged Exec Mbde

Privilege Level: Adm ni str at or

Format: copy script running-config nvm<P-1> [all]
[ al I']: Copy all running configuration to non-volatile memory.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 32 charac-
ters.

42.2.4 copy script running-config remote

Copy running configuration to file server.

Mode: Pri vi | eged Exec Mode

Privilege Level: Adm ni st r at or

Format: copy script running-config renote <P-1> [all]
[ al I ]: Copy all running configuration to file server.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 charac-
ters.
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42.3 show
Display device options and settings.
42.3.1 show script system
Displays the content of the CLI Script File exist in the system.
Mode: Command is in all nodes avail abl e.
Privilege Level: Adm ni str at or
Format: show scri pt system <P-1>
Parameter Value Meaning
P-1 string Enter a user-defined text, max. 32 charac-
ters.

RM GUI HiOS-2E EES

470

Release 4.0 07/2014



Selftest

43 Selftest
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Selftest 43.1 selftest

43.1 selftest

Configure the selftest settings.

43.1.1 selftest action

Configure the action that a selftest component should take.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: sel ftest action <P-1> <P-2>

Parameter Value Meaning
P-1 task Configure the action for task errors.
resource Configure the action for |ack of resources.
software Configure the action for broken software
integrity.
hardware Configure the action for detected hardware
errors.
pP-2 log-only Wite a nmessage to the logging file.
send-trap Send a trap to the managenent station.
reboot Reboot the device.

43.1.2 selftest ramtest

Enable or disable the RAM selftest on cold start of the device. When disabled
the device booting time is reduced.

Mode: d obal Confi g Mode

Privilege Level: Adm ni strat or

Format: sel ft est ramt est
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no selftest ramtest

Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no sel ftest rantest

43.1.3 selftest system-monitor

Enable or disable the System Monitor 1 access during the boot phase.
Please note: If the System Monitor is disabled it is possible to loose access
to the device permanently in case of loosing administrator password or mis-
configuration.

Mode: G obal Confi g Mode

Privilege Level: Adm ni str at or

Format: sel ft est system nonitor

Nno selftest system-monitor
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni str at or
Format: no sel ftest system nonitor
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43.1.4 selftest boot-default-on-error

Enable or disable loading of the default configuration in case there is any
error loading the configuration during boot phase. If disabled the system will
be halted.

Mode: d obal Confi g Mode

Privilege Level: Adm ni str at or

Format: sel ft est boot -defaul t-on-error

no selftest boot-default-on-error
Disable the option
Mode: @ obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no sel ftest boot-default-on-error
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43.2 show

43.2 show

Display device options and settings.

43.2.1 show selftest action

Displays the actions of the device takes if an error occurs.

Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show sel ftest acti on

43.2.2 show selftest settings

Displays the selftest settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show sel ftest settings
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44 sFlow
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44 .1 show

Display device options and settings.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show
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45 Switched Monitoring (SMON)
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45.1 monitor

Configure port mirroring.

45.1.1 monitor session

Configure port mirroring.
Mode: d obal Confi g Mdde
Privilege Level: Oper at or
Format: noni tor session <P-1> destination interface <P-
2> source add interface <P-3> [<P-4>] renove i nterface
<P- 5> node
dest i nat i on: Configure the probe interface.
I nt er f ace: Configure interface.
sour ce: Configure the source interface.
add: Add an interface
I nt er f ace: Configure interface.
r enove: Remove an interface
I nt er f ace: Configure interface.
node: Enable/Disable port mirroring session. Note: does\nnot affect the
source or destination interfaces.

Parameter Value Meaning
P-1 1 Moni tor session i ndex.
pP-2 slot no./port no.
P-3 slot no./port no.
P-4 tx Interface will only transmt franes.
Recei ved franmes \nthat are not processed.
rx Interface will only receive frames. Franes
are not\ntransm tted.
txXrx Interface will receive and transmt franes.
P-5 slot no./port no.
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No monitor session

Disable the option
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: no nonitor session
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45.2 show

45.2 show

Display device options and settings.

45.2.1 show monitor session

Display port monitor session settings.

Mode: Command is in all nodes avail abl e.

Privilege Level: Guest
Format: show noni tor session <P-1>

Parameter Value Meaning

P-1 1 Mbni tor session i ndex.
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45.3 clear

45.3 clear

Clear several items.

45.3.1 clear monitor session

Delete configuration for this session.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: cl ear noni tor session <P-1>

Parameter Value Meaning

P-1 1 Moni t or sessi on i ndex.
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46 Simple Network Management
Protocol (SNMP)
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46.1 snmp

46.1 snmp

Configure of SNMP versions and traps.

46.1.1 snmp access version vl

Enable or disable SNMP version V1.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: snnp access version vl

NO snmp access version vl
Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Adm ni st r at or
Format: no snnp access version vl

46.1.2 snmp access version v2

Enable or disable SNMP version V2.
Mode: A obal Config Mode
Privilege Level: Adm ni str at or
Format: snnp access version v2
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NO snmMp access version v2
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no snnp access version v2

46.1.3 snmp access version v3

Enable or disable SNMP version V3.
Mode: A obal Config Mode
Privilege Level: Adm ni str at or
Format: snnp access version v3

NO snmp access version v3
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no snnp access version v3

46.1.4 snmp access port

Configure the SNMP access port.
Mode: A obal Config Mode
Privilege Level: Adm ni str at or
Format: snnp access port <P-1>

Parameter Value Meaning
P-1 1..65535 Port nunber of the SNMP server (default:
161) .

RM GUI HiOS-2E EES
Release 4.0 07/2014 487



Simple Network Management 46.1 snmp
Protocol (SNMP)

46.1.5 snmp access snmp-over-802

Configure SNMPover802.
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: snnp access snnp-over-3802

NO sNnMp access snmp-over-802
Disable the option
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no snnp access snnp-over-3802
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Protocol (SNMP)

46.2 show

Display device options and settings.

46.2.1 show snmp access

Show SNMP access configuration settings.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show snnp access
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47.1 snmp

47.1snmp

Configure of SNMP versions and traps.

47.1.1 snmp community ro

SNMP v1/v2 read-only community.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: snnp community ro

47.1.2 snmp community rw

SNMP v1/v2 read-write community.
Mode: A obal Config Mode
Privilege Level: Adm ni str at or
Format: snnp community rw
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47 .2 show

Display device options and settings.

47.2.1 show snmp community

Display SNMP v1/2 community.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Adm ni str at or
Format: show snnp conmuni ty
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48.1 logging

Logging configuration.

48.1.1 logging snmp-request get operation

Enable or disable logging of SNMP GET or SET requests.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: | oggi ng snnp-request get operation

no logging snmp-request get operation
Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Adm ni st r at or
Format: no | oggi ng snnp-request get operation

48.1.2 logging snmp-reguest get severity

Define severity level.
Mode: A obal Config Mode
Privilege Level: Adm ni str at or
Format: | oggi ng snnp-request get severity <P-1>
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Parameter Value Meaning
P-1 emergency Systemis unusable. Systemfailure has
occurred.
alert Action nust be taken i medi ately. Unrecover-
abl e failure of a conmponent. Systemfailure
likely.
critical Recoverabl e failure of a conmponent that may
lead to systemfailure
error Error conditions. Recoverable failure of a
conponent .
warning M nor failure, e.g. msconfiguration of a
conponent .
notice Nor mal but significant conditions.
informational I nf ormat i onal messages.
debug Debug-1 evel nessages.

Sanme as energency
Sane as al ert

Sane as critical
Sane as error

Same as warni ng

Sane as notice

Sane as infornmationa
Same as debug

N[OOI~ [WIN|FL|O

48.1.3 logging snmp-request set operation

Enable or disable logging of SNMP GET or SET requests.
Mode: d obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: | oggi ng snnp-request set operation

no logging snmp-request set operation
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni str at or
Format: no | oggi ng snnp-request set operation
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48.1.4 logging snmp-request set severity

Define severity level.
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: | oggi ng snnp-request set severity <P-1>

Parameter Value Meaning
P-1 emergency Systemis unusable. Systemfailure has
occurred.
alert Action nust be taken i medi ately. Unrecover-
able failure of a conponent. Systemfailure
l'i kely.
critical Recoverabl e failure of a conponent that may
|l ead to systemfailure.
error Error conditions. Recoverable failure of a
conponent .
warning M nor failure, e.g. msconfiguration of a
conponent .
notice Nor mal but significant conditions.
informational I nf ormati onal messages.
debug Debug- | evel nessages.

Same as energency
Sane as al ert

Sane as critical

Same as error

Sane as war ni ng

Same as notice

Sane as infornational
Same as debug

N[OOI R[WIN|[F|O
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48.2 show

Display device options and settings.

48.2.1 show logging snmp

Show the SNMP logging settings.
Mode: Conmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show | oggi ng snnp
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Simple Network Time Protocol 49.1 sntp
(SNTP)

49.1 sntp

Configure SNTP settings.

49.1.1 sntp client operation

Enable or disable the SNTP client
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: sntp client operation

Nno sntp client operation

Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Adm ni st r at or
Format: no sntp client operation

49.1.2 sntp client operating-mode

Set the operating mode of the SNTP client. \nIn unicast-mode, the client
sends a request to the SNTP Server. \nIn broadcast-mode, the client waits
for a broadcast message from the SNTP Server.

Mode: d obal Confi g Mdde

Privilege Level: Adm ni strat or

Format: sntp client operating-node <P-1>

RM GUI HiOS-2E EES
502 Release 4.0 07/2014



Simple Network Time Protocol 49.1 sntp
(SNTP)

Parameter Value Meaning
P-1 unicast Set the operating node to unicast.
broadcast Set the operating node to broadcast.

49.1.3 sntp client request-interval

Set the SNTP client request interval in seconds. \nThe request-interval is
only used in the operating-mode unicast.

Mode: d obal Confi g Mode

Privilege Level: Adm ni str at or

Format: sntp client request-interval <P-1>

Parameter Value Meaning
P-1 5..3600 Enter a nunber in the given range.

49.1.4 sntp client broadcast-rcv-timeout

Set the SNTP client broadcast receive timeout in seconds. \nThe broadcast
receive timeout is only used in the operating-mode broadcast.

Mode: G obal Confi g Mode

Privilege Level: Adm ni st r at or

Format: sntp client broadcast-rcv-tinmeout <P-1>

Parameter Value Meaning
P-1 128..2048 Enter a nunber in the given range.
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49.1.5 sntp client disable-after-sync

If this option is activated, the SNTP client disables itself \nonce it is synchro-
nized to a SNTP server.

Mode: d obal Confi g Modde

Privilege Level: Adm ni str at or

Format: sntp client disable-after-sync

Nno sntp client disable-after-sync
Disable the option
Mode: @ obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no sntp client disable-after-sync

49.1.6 sntp client server add

Add a SNTP client server connection
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: sntp client server add <P-1> <P-2> <P-3> [port
<P-4>] [description <P-5>]
[ port] : Setthe port number of the external time server.
[ descri pti on] : Description of the external time server

Parameter Value Meaning

P-1 1.4 Enter a nunber in the given range.

pP-2 string Host name or | P address.

P-3 a.b.c.d | P address.

P-4 1..65535 Port nunber of SNTP Server (default 123).

P-5 string Enter a user-defined text, nmax. 32 charac-
ters.
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49.1.7 sntp client server delete

delete a SNTP client server connection
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: sntp client server delete <P-1>

Parameter Value Meaning
P-1 1.4 Enter a nunber in the given range.

49.1.8 sntp client server mode

Enable or disable a SNTP client server connection
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: sntp client server node <P-1>

Parameter Value Meaning
P-1 1.4 Enter a nunber in the given range.

no sntp client server mode
Disable the option
Mode: A obal Config Mode
Privilege Level: Adm ni st r at or
Format: no sntp client server node
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49.1.9 sntp server operation

Enable or disable the SNTP server
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: sntp server operation

no sntp server operation

Disable the option
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: no sntp server operation

49.1.10sntp server port

Set the local socket port number used to listen for client requests.
Mode: d obal Confi g Modde
Privilege Level: Adm ni str at or
Format: sntp server port <P-1>

Parameter Value Meaning
P-1 1..65535 Port nunmber of SNTP Server (default 123).
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49.1 sntp

49.1.11sntp server only-if-synchronized

Set the disabling of the SNTP server function,\nif it is not synchronized to

another external time reference
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: sntp server only-if-synchroni zed

Nno sntp server only-if-synchronized
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni str at or
Format: no sntp server only-if-synchroni zed

49.1.12sntp server broadcast operation

Enable or disable the SNTP server broadcast mode
Mode: G obal Confi g Mode
Privilege Level: Adm ni st rat or
Format: sntp server broadcast operation

No sntp server broadcast operation
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Adm ni str at or
Format: no sntp server broadcast operation
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49.1.13sntp server broadcast address

Set the SNTP server's broadcast or multicast IP address\n(default: 0.0.0.0
(none)).

Mode: d obal Confi g Modde

Privilege Level: Adm ni str at or

Format: sntp server broadcast address <P-1>

Parameter Value Meaning
P-1 a.b.c.d | P address.

49.1.14sntp server broadcast port

Set the destination socket port number used to send\nbroadcast or multicast
messages to the client.

Mode: d obal Confi g Mode

Privilege Level: Adm ni str at or

Format: sntp server broadcast port <P-1>

Parameter Value Meaning
P-1 1..65535 Port number of SNTP Server (default 123).

49.1.15sntp server broadcast interval

Set the SNTP server's interval in seconds for sending\nbroadcast or multi-
cast messages.

Mode: A obal Confi g Mode

Privilege Level: Adm ni str at or

Format: sntp server broadcast interval <P-1>

Parameter Value Meaning
P-1 64..1024 Enter a nunber in the given range.
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49.1.16sntp server broadcast vian

Set the SNTP server's broadcast VLAN ID used for sending\nbroadcast or
multicast messages.

Mode: G obal Confi g Mode

Privilege Level: Adm ni st r at or

Format: snt p server broadcast vlan <P-1>

Parameter Value Meaning

P-1 0..4042 Enter the VLANID. Entering of 1D O uses the
managenent VLAN | D.
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49.2 show

Display device options and settings.

49.2.1 show sntp global

Show SNTP configuration parameters and information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show snt p gl obal

49.2.2 show sntp client status

Show SNTP client status.
Mode: Conrmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show sntp client status
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49.2.3 show sntp client server

Show SNTP client server connections.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show sntp client server [<P-1>]

Parameter Value Meaning
P-1 1.4 Enter a nunber in the given range.

49.2.4 show sntp server status

Show SNTP server configuration parameters and information.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show sntp server status

49.2.5 show sntp server broadcast

Show SNTP server broadcast configuration parameters.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show sntp server broadcast
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Spanning Tree 50.1 spanning-tree

50.1 spanning-tree

Enable or disable the Spanning Tree protocol.

50.1.1 spanning-tree operation

Enable or disable.
Mode: d obal Confi g Mdde
Privilege Level: Oper at or
Format: spanni ng-tree operation

No spanning-tree operation
Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Qper at or
Format: no spanni ng-tree operation

50.1.2 spanning-tree bpdu-filter

Enable or disable BPDU filter on edge ports.
Mode: A obal Config Mode
Privilege Level: Oper at or
Format: spanni ng-tree bpdu-filter
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Nno spanning-tree bpdu-filter
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: no spanni ng-tree bpdu-filter

50.1.3 spanning-tree bpdu-guard

Enable or disable BPDU guard on edge ports.
Mode: A obal Config Mode
Privilege Level: Oper at or
Format: spanni ng-tree bpdu-guard

Nno spanning-tree bpdu-guard
Disable the option
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: no spanni ng-tree bpdu-guard

50.1.4 spanning-tree bpdu-migration-check

Force the specified port to transmit RST or MST BPDUSs.
Mode: A obal Config Mode
Privilege Level: Oper at or
Format: spanni ng-tree bpdu-m grati on-check <P-1>

Parameter Value Meaning
P-1 slot no./port no.
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50.1.5 spanning-tree forceversion

Set the force protocol version parameter.
Mode: d obal Confi g Mode
Privilege Level: Oper at or
Format: spanni ng-tree forceversion <P-1>

Parameter Value Meaning
P-1 stp Spanni ng Tree Protocol (STP).
rstp Rapi d Spanning Tree Protocol (RSTP).

50.1.6 spanning-tree forward-time

Set the Bridge Forward Delay parameter [s].
Mode: d obal Confi g Modde
Privilege Level: Oper at or
Format: spanni ng-tree forward-ti ne <P-1>

Parameter Value Meaning
P-1 4..30 Enter the bridge forward delay as an
I nt eger.

50.1.7 spanning-tree hello-time

Set the Hello Time parameter [s].
Mode: d obal Confi g Modde
Privilege Level: Oper at or
Format: spanni ng-tree hello-tine <P-1>

Parameter Value Meaning
P-1 1.2 Set the Hello Tine paraneter (unit:
seconds) .
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50.1.8 spanning-tree hold-count

Set bridge hold count parameter.
Mode: G obal Confi g Mode
Privilege Level: Oper at or
Format: spanni ng-tree hol d-count <P-1>

Parameter Value Meaning
P-1 1..40 Set bridge hold count paraneter.

50.1.9 spanning-tree max-age

Set the bridge Max Age parameter.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: spanni ng-tree nmax-age <P-1>

Parameter Value Meaning
P-1 6..40 Set the bridge Max Age paraneter.

50.1.10spanning-tree mst priority

Specify the bridge priority used by a MST instance.
Mode: G obal Confi g Mode
Privilege Level: Qper at or
Format: spanni ng-tree nst priority <P-1> <P-2>

Parameter Value Meaning

P-1 0 Enter the nmultiple spanning tree IDO (0 is
for CI ST and RSTP).

P-2 0..61440 Set the Mst Bridge priority.
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50.2 spanning-tree

Enable or disable the Spanning Tree protocol on a port.

50.2.1 spanning-tree mode

Enable or disable.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: spanni ng-tree node

Nno spanning-tree mode

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no spanni ng-tree node

50.2.2 spanning-tree bpdu-flood

Enable or disable BPDU flood on a port.
Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: spanni ng-tree bpdu-fl ood
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Nno spanning-tree bpdu-flood
Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no spanni ng-tree bpdu-fl ood

50.2.3 spanning-tree edge-auto

Enable or disable the auto edge detection on a port.
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: spanni ng-tree edge-auto

No spanning-tree edge-auto

Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no spanni ng-tree edge-auto

50.2.4 spanning-tree edge-port

Enable or disable that port being an edge port.
Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: spanni ng-tree edge- port
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Nno spanning-tree edge-port

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no spanni ng-tree edge-port

50.2.5 spanning-tree guard-loop

Enable or disable the loop guard on a port.
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: spanni ng-tree guard-1oop

Nno spanning-tree guard-loop
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no spanni ng-tree guard-| oop

50.2.6 spanning-tree guard-root

Enable or disable the root guard on a port.
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: spanni ng-tree guard-r oot
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No spanning-tree guard-root
Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no spanni ng-tree guard-r oot

50.2.7 spanning-tree guard-tcn

Enable or disable the TCN guard on that port.
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: spanni ng-tree guard-tcn

No spanning-tree guard-tcn

Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no spanni ng-tree guard-tcn

50.2.8 spanning-tree cost

Specify the port path cost.
Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: spanni ng-tree cost <P-1>

Parameter Value Meaning

P-1 0..200000000 Specify the port path cost.
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50.2.9 spanning-tree priority

Specify the port priority.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: spanni ng-tree priority <P-1>

Parameter Value Meaning
P-1 0..240 Specify the port priority.
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50.3 show

Display device options and settings.

50.3.1 show spanning-tree global

Display the Common and Internal Spanning Tree information and settings.
Mode: Conmand is in all nobdes avail abl e.
Privilege Level: Guest
Format: show spanni ng-tree gl obal

50.3.2 show spanning-tree mst

Display detailed information and settings for a MST instance. CIST instance
Is 0 same value for RSTP as instance.

Mode: Conmand is in all nodes avail abl e.

Privilege Level: Guest

Format: show spanni ng-tree nmst <P-1> [port [<P-2>]]
[ port ] : Display summarized information and settings for all ports ina MST
instance.

Parameter Value Meaning

P-1 0 Enter the nultiple spanning tree IDO (O is
for CI ST and RSTP).

P-2 slot no./port no.
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50.3.3 show spanning-tree port

Spanning Tree information and settings for an interface.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show spanni ng-tree port <P-1>

Parameter Value Meaning
P-1 slot no./port no.
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51 Secure Shell (SSH)
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51.1 ssh

51.1ssh

Set SSH parameters.

51.1.1 ssh server

Enable or disable the SSH server.

Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: ssh server

Nno ssh server
Disable the option
Mode: d obal Confi g Mdde

Privilege Level: Adm ni st r at or
Format: no ssh server

51.1.2 ssh timeout

Set the SSH connection idle timeout in minutes (default: 5).

Mode: A obal Config Mode

Privilege Level: Adm ni str at or

Format: ssh ti nmeout <P-1>
Parameter Value

Meaning
P-1 0..160 Idle timeout of a session in mnutes
(default: 5).
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51.1.3 ssh port

Set the SSH port number (default: 22).
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: ssh port <P-1>

Parameter Value Meaning
P-1 1..65535 Port number of the SSH server (default: 22).

51.1.4 ssh max-sessions

Set the maximum number of concurrent SSH sessions (default: 5).
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: ssh max- sessi ons <P-1>

Parameter Value Meaning
P-1 1.5 Maxi mum nunber of concurrent SSH sessi ons
(default: 5).

51.1.5 ssh key rsa

Generate or delete RSA key
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: ssh key rsa <P-1>

Parameter Value Meaning
P-1 generate Generates the item
delete Del etes the item
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51.1.6 ssh key dsa

Generate or delete DSA key
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: ssh key dsa <P-1>

Parameter Value Meaning
P-1 generate Generates the item
delete Del etes the item
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51.2 copy

Copy different kinds of items.

51.2.1 copy sshkey remote

Copy SSH key from server.

Mode: Pri vi | eged Exec Mode

Privilege Level: Adm ni str at or

Format: copy sshkey renote <P-1> nvm
nvm Copy SSH key from server to NV memory.

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 128 charac-
ters.
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51.3show

Display device options and settings.

51.3.1 show ssh

Show SSH server information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show ssh
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Storm Control 52.1 storm-control

52.1 storm-control

Configure the global storm-control settings.

52.1.1 storm-control flow-control

Enable or disable flow control globally.
Mode: d obal Confi g Mdde
Privilege Level: Oper at or
Format: storm control fl ow control

no storm-control flow-control
Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Qper at or
Format: no stormcontrol fl ow control
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52.2 traffic-shape

Traffic shape commands.

52.2.1 traffic-shape bw

Set threshold value
Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: traf fi c- shape bw <P-1>

Parameter Value Meaning
P-1 0..100 Enter a nunber in the given range.
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Storm Control

52.3 storm-control

52.3 storm-control

Storm control commands

52.3.1 storm-control flow-control

Enable or disable flow control (802.3x) for this port.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: storm control fl ow control

no storm-control flow-control
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no stormcontrol fl ow control

52.3.2 storm-control ingress unit

Set unit.
Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: storm control ingress unit <P-1>
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Parameter Value Meaning
P-1 percent Metering unit expressed in percentage of
bandwi dt h.
pps Metering unit expressed in packets per
second.

52.3.3 storm-control ingress threshold

Set threshold value. The rate limiter function calculates the threshold based
on data packets sized 512 bytes. When the unit is set to pps, the maximum
value is 24414 for 100Mb/s and 244140 for 1000Mb/s.

Mode: | nt er f ace Range Mbde

Privilege Level: Oper at or

Format: stormcontrol ingress threshold <P-1>

Parameter Value Meaning
P-1 0..1000000 Enter a nunber in the given range.

52.3.4 storm-control ingress unicast operation

Enable/disable ingress unicast storm control.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: storm control ingress unicast operation

Nno storm-control ingress unicast operation
Disable the option
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: no stormcontrol ingress unicast operation
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52.3.5 storm-control ingress multicast operation

enable/disable ingress multicast storm control.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: storm control ingress nulticast operation

Nno storm-control ingress multicast operation
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no stormcontrol ingress nulticast operation

52.3.6 storm-control ingress broadcast operation

Enable/disable ingress broadcast storm control.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: storm control ingress broadcast operation

Nno storm-control ingress broadcast operation
Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no stormcontrol ingress broadcast operation

RM GUI HiOS-2E EES
536 Release 4.0 07/2014



Storm Control 52.4 show

52.4 show

Display device options and settings.

52.4.1 show storm-control flow-control

Global flow control status.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show storm control fl ow control

52.4.2 show storm-control ingress

Show storm control ingress parameters.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show storm control ingress [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.
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52.4.3 show traffic-shape

Show Traffic Shape Parameters.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show traffic-shape
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53 System
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53.1 system

Set system related values e.g. name of the device, location of the device,
contact data for the person responsible for the device, and pre-login banner
text.

53.1.1 system name

Edit the name of the device. The system name consists of an alphanumeric
ASCII character string with 0..255 characters.

Mode: d obal Confi g Mode

Privilege Level: Oper at or

Format: syst em nanme <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 255 charac-
ters.

53.1.2 system location

Edit the location of the device. The system location consists of an alphanu-
meric ASCII character string with 0..255 characters.

Mode: d obal Confi g Mode

Privilege Level: Oper at or

Format: system | ocati on <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 255 charac-
ters.

RM GUI HiOS-2E EES
540 Release 4.0 07/2014



System 53.1 system

53.1.3 system contact

Edit the contact information for the person responsible for the device. The
contact data consists of an alphanumeric ASCII character string with 0..255
characters.

Mode: G obal Confi g Mode

Privilege Level: Qper at or

Format: syst em cont act <P-1>

Parameter Value Meaning
P-1 string Enter a user-defined text, max. 255 charac-
ters.

53.1.4 system pre-login-banner operation

Enable or disable the pre-login banner. You use the pre-login banner to
display a greeting or information to users before they login to the device.
Mode: A obal Config Mode
Privilege Level: Adm ni strat or
Format: syst em pre-| ogi n- banner operation

Nno system pre-login-banner operation
Disable the option
Mode: A obal Config Mode
Privilege Level: Adm ni st r at or
Format: no system pre-1ogi n- banner operation
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53.1.5 system pre-login-banner text

Edit the text for the pre-login banner (C printf format syntax allowed: \\n\\t)
The device allows you to edit an alphanumeric ASCII character string with up
to 512 characters.

Mode: d obal Confi g Mode

Privilege Level: Adm ni str at or

Format: syst em pre-1ogi n- banner text <P-1>

Parameter Value Meaning

P-1 string Enter a user-defined text, max. 512 charac-
ters (all owed charaters are fromASCI| 32 to
127).
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53.2 show

53.2show

Display device options and settings.

53.2.1 show eventlog

Show event log notice and warning entries with time stamp.

Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show event | og

53.2.2 show system info

Show system related information.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show system i nfo
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System 53.2 show

53.2.3 show system pre-login-banner

Show pre-login banner status and text.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show syst em pre-| ogi n- banner

53.2.4 show system flash-status

Show the flash memory statistics of the device.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show system f | ash- st at us
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54 Telnet

RM GUI HiOS-2E EES
Release 4.0 07/2014 545



Telnet 54.1 telnet

54.1 telnet

Set Telnet parameters.

54.1.1 telnet server

Enable or disable the telnet server.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: t el net server

no telnet server

Disable the option
Mode: d obal Confi g Mdde
Privilege Level: Adm ni st r at or
Format: no tel net server

54.1.2 telnet timeout

Set the idle timeout for a telnet connection in minutes.
Mode: A obal Config Mode
Privilege Level: Adm ni str at or
Format: t el net ti meout <P-1>

Parameter Value Meaning
P-1 0..160 Idle tineout of a session in mnutes
(default: 5).
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54.1.3 telnet port

Set the listening port for the telnet server.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: t el net port <P-1>

Parameter Value Meaning
P-1 1..65535 Set the listening port for the tel net
server.

54.1.4 telnet max-sessions

Set the maximum number of sessions for the telnet server.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: t el net max-sessions <P-1>

Parameter Value Meaning

P-1 1.5 Set the maxi mum nunber of connections for
the tel net server.
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Telnet 54.2 show

54.2 show

Display device options and settings.

54.2.1 show telnet

Show telnet server information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show t el net
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o5 Traps
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Traps 55.1 snmp

55.1snmp

Configure of SNMP versions and traps.

55.1.1 snmp trap mode

Enable/disable SNMP trap.

Mode: d obal Confi g Mdde

Privilege Level: Adm ni str at or

Format: snnp trap node <P-1> di sabl e enabl e
di sabl e: deactivate a SNMP trap.
enabl e: activate a SNMP trap.

Parameter Value Meaning
P-1 string <name> Trap nane (1l to 32 characters)

55.1.2 snmp trap delete

Delete SNMP trap.
Mode: d obal Confi g Mode
Privilege Level: Adm ni str at or
Format: snnp trap delete <P-1>

Parameter Value Meaning
P-1 string <nane> Trap nane (1 to 32 characters)
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55.1.3 snmp trap add

Add SNMP trap.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: snnp trap add <P-1> <P-2>

Parameter Value Meaning
P-1 string <name> Trap nane (1 to 32 characters)
P-2 a.b.c.d a.b.c.d Single IP address.

a.b.c.d:n a.b.c.d:n Address with port.
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Traps 55.2 show

55.2 show

Display device options and settings.

55.2.1 show snmp traps

Display SNMP traps.
Mode: Conmand is in all nodes avail able..
Privilege Level: Guest
Format: show snnp traps
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Users 56.1 users

56.1 users

Manage Users and User Accounts.

56.1.1 users add

Add a new user.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni str at or
Format: users add <P-1>

Parameter Value Meaning
P-1 string <user> User nanme (up to 32 characters).

56.1.2 users delete

Delete an existing user.
Mode: d obal Confi g Mdde
Privilege Level: Adm ni strat or
Format: users del ete <P-1>

Parameter Value Meaning
P-1 string <user> User nane (up to 32 characters).
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56.1.3 users enable

Enable user.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: user s enabl e <P-1>

Parameter Value Meaning
P-1 string <user> User nanme (up to 32 characters).

56.1.4 users disable

Disable user.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: users di sabl e <P-1>

Parameter Value Meaning
P-1 string <user> User nanme (up to 32 characters).

56.1.5 users password

Change user password.
Mode: G obal Confi g Mode
Privilege Level: Adm ni st r at or
Format: users password <P-1> [ <P-2>]

Parameter Value Meaning

P-1 string <user> User nanme (up to 32 characters).

P-2 string Enter a user-defined text, max. 64 charac-
ters.
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56.1.6 users snmpv3 authentication

Specify authentication setting for a user.
Mode: d obal Confi g Mode
Privilege Level: Adm ni strat or
Format: users snnpv3 aut hentication <P-1> <P-2>

Parameter Value Meaning

P-1 string <user> User nanme (up to 32 characters).

P-2 md5 MD5 as SNMPv3 user authentication node.
shal SHA1 as SNMPv3 user authentication node.

56.1.7 users snmpv3 encryption

Specify encryption settings for a user.
Mode: A obal Confi g Mode
Privilege Level: Adm ni str at or
Format: users snnpv3 encryption <P-1> <P-2>

Parameter Value Meaning
P-1 string <user> User name (up to 32 characters).
P-2 none SNVPv3 encryption nmethod is none.
des DES as SNWPv3 encryption nethod.
aescfb128 AES- 128 as SNWPv3 encryption met hod.

56.1.8 users access-role

Specify snmpv3 access role for a user.
Mode: A obal Config Mode
Privilege Level: Adm ni str at or
Format: users access-role <P-1> <P-2>
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Parameter Value Meaning
P-1 string <user> User nanme (up to 32 characters).
P-2 guest Enabl e guest access.

auditor Enabl e auditor access.

operator Enabl e operat or access.

administrator Enabl e admi ni strator access.

unauthorized Set unaut hori zed access.

56.1.9 users lock-status

Set the lockout status of a specified user.
Mode: G obal Confi g Mode
Privilege Level: Adm ni strat or
Format: users | ock-status <P-1> <P-2>

Parameter Value Meaning
P-1 string <user> User name (up to 32 characters).
P-2 lock Lock specific user. User can't login
anynore.
unlock Unl ock specific user. User can |ogin again.

56.1.10users password-policy-check

Set password policy check option. The device checks the "minimum pass-
word length", regardless of the setting for this option.

Mode: G obal Confi g Mode

Privilege Level: Adm ni st r at or

Format: user s passwor d- pol i cy-check <P-1> <P-2>

Parameter Value Meaning
P-1 string <user> User nane (up to 32 characters).
P-2 enable Enabl e t he opti on.

disable Di sabl e the option.
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Users 56.2 show

56.2 show

Display device options and settings.

56.2.1 show users

Display users and user accounts information.
Mode: Command is in all nodes avail abl e.
Privilege Level: Adm ni str at or
Format: show users
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57 Virtual LAN (VLAN)
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Virtual LAN (VLAN) 57.1 name

57.1 name

57.1.1 name

Assign a name to a VLAN
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: name <P-1> <P-2>

Parameter Value Meaning

P-1 1..4042 Enter the VLAN ID.

P-2 string Enter a user-defined text, max. 32 charac-
ters.
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Virtual LAN (VLAN) 57.2 vlan-unaware-mode

57.2 vlan-unaware-mode

57.2.1 vlan-unaware-mode

Enable or disable VLAN unaware mode.
Mode: VLAN Dat abase Mbde
Privilege Level: Qper at or
Format: vl an- unawar e- node

no vlan-unaware-mode

Disable the option
Mode: VLAN Dat abase NMbde
Privilege Level: Qper at or
Format: no vl an- unawar e- node
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Virtual LAN (VLAN) 57.3 vlan

57.3vlan

Creation and configuration of VLANS.

57.3.1 vlan add

Create a VLAN
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: vl an add <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

57.3.2 vlan delete

Delete a VLAN
Mode: VLAN Dat abase Mode
Privilege Level: Oper at or
Format: vl an del ete <P-1>

Parameter Value Meaning

P-1 2..4042 Enter VLAN ID. VLAN ID 1 can not be del eted
or created
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57.4 vlan

Configure 802.1Q port parameters for VLANS.

57.4.1 vlan acceptframe

Configure how to handle tagged/untagged frames received.
Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: vl an acceptfrane <P-1>

Parameter Value Meaning
P-1 all Unt agged frames or priority frames received
on this interface are accepted and assi gned
the value of the interface VLANID for this
port.
vlanonly Only frames received with a VLANtag will be
forwarded. Al other franes will be dropped.

57.4.2 vlan ingressfilter

Enable/Disable application of Ingress Filtering Rules.
Mode: | nt er f ace Range Mbde
Privilege Level: Oper at or
Format: vl an i ngressfilter
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no vlan ingressfilter

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no vl an ingressfilter

57.4.3 vlan priority

Configure the priority for untagged frames.
Mode: | nt erf ace Range Mbde
Privilege Level: Oper at or
Format: vl an priority <P-1>

Parameter Value Meaning
P-1 0.7 Enter a nunber in the given range.

57.4.4 vian pvid

Configure the VLAN id for a specific port.
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: vl an pvid <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
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57.4.5 vlan tagging

Enable or disable tagging for a specific VLAN port.
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: vl an taggi ng <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

no vlan tagging

Disable the option
Mode: | nt erf ace Range Mode
Privilege Level: Qper at or
Format: no vl an taggi ng

57.4.6 vlan participation include

vlan participation to include
Mode: | nt er f ace Range Mbde
Privilege Level: Qper at or
Format: vl an partici pation include <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
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57.4.7 vlan participation exclude

vlan participation to exclude
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: vl an parti ci pati on excl ude <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

57.4.8 vlan participation auto

vlan participation to auto
Mode: | nt erf ace Range Mode
Privilege Level: Oper at or
Format: vl an participation auto <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.
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57.5 show

Display device options and settings.

57.5.1 show vlan id

Display configuration of a single specified VLAN.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show vl an id <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

57.5.2 show vlan brief

Show general VLAN parameters.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show vl an bri ef
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57.5.3 show vlan port

Show VLAN configuration of a single port.
Mode: Command is in all nodes avail abl e.
Privilege Level: Guest
Format: show vl an port [<P-1>]

Parameter Value Meaning
P-1 slot no./port no.

57.5.4 show vlan member current

Show membership of ports in staic VLAN or dynamically created.
Mode: Command is in all nobdes avail abl e.
Privilege Level: Guest
Format: show vl an menber current

57.5.5 show vlian member static

Show membership of ports in static VLAN.
Mode: Conmand is in all nodes avail abl e.
Privilege Level: Guest
Format: show vl an nenber static
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57.6 network

Configure the inband connectivity.

57.6.1 network management vian

Configure the management VLAN ID of the switch.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor k managenent vlan <P-1>

Parameter Value Meaning
P-1 1..4042 Enter the VLAN ID.

57.6.2 network management priority dotlp

Configure the management VLAN priority of the switch.
Mode: Pri vi | eged Exec Mode
Privilege Level: Qper at or
Format: net wor k nmanagenent priority dotlp <P-1>

Parameter Value Meaning
P-1 0.7 Enter a nunmber in the given range.
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57.6.3 network management priority ip-dscp

Configure the management VLAN ip-dscp priority of the switch.
Mode: Pri vi | eged Exec Mode
Privilege Level: Oper at or
Format: net wor K managenent priority ip-dscp <P-1>

Parameter Value Meaning
P-1 0..63 Enter a number in the given range.
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Further Support

F Further Support

Technical Questions
For technical questions, please contact any Hirschmann dealer in your
area or Hirschmann directly.

You will find the addresses of our partners on the Internet at
http://www.hirschmann.com

Contact our support at
https://hirschmann-support.belden.eu.com

You can contact us

in the EMEA region at
Tel.: +49 (0)1805 14-1538
E-mail: hac.support@belden.com

in the America region at
Tel.: +1 (717) 217-2270
E-mail: inet-support.us@belden.com

in the Asia-Pacific region at
Tel.: +65 6854 9860
E-mail: inet-ap@belden.com

Hirschmann Competence Center
The Hirschmann Competence Center is ahead of its competitors:

Consulting incorporates comprehensive technical advice, from system
evaluation through network planning to project planning.

Training offers you an introduction to the basics, product briefing and
user training with certification.

The current technology and product training courses can be found at
http://www.hicomcenter.com

Support ranges from the first installation through the standby service
to maintenance concepts.
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Further Support

With the Hirschmann Competence Center, you have decided against
making any compromises. Our client-customized package leaves you

free to choose the service components you want to use.
Internet:

http://www.hicomcenter.com
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